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[Abstract]

This study proposes an HAST architecture that integrates a machine learning—based LSTM model
with SAST and DAST to address the growing number of vulnerabilities in web application
environments. An analysis of previous studies reveals several limitations in existing web vulnerability
detection approaches, including the lack of standardized datasets, limited domain generalization, and
insufficient responsiveness to real-time attack scenarios. To overcome these challenges, the proposed
architecture combines LSTM-based request sequence analysis with a unified SAST-DAST pipeline. The
proposed HAST structure supports real-time request detection, coordinated static and dynamic analysis,
and a retrainable expansion mechanism, enabling a stepwise response to evolving web application
environments and emerging attack patterns. The results are expected to support the development of an
integrated response framework for web vulnerability detection and to provide a structural design

foundation for future research.
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II. Related Works

2.1. Web Application Vulnerability

<4 oi=2]Alo]d(Web Application)o]st QIEJSl BEi= ¢
Eeiz} 22 EYTE Sa) A B 3§ 22T
S ojujgicy. 52 9 BekeA| Y i 9 ek} Aol
753 BH0IN ARElD], AplAIYES) T 9 Bt
AP} 42 7R3 B2 229 1ol ALgstel HTMLI 2
2 nh3g) Qlofe} Agste] YSoiRIT7]8). ofefat <Y of
Zajolae 9 HeloxS E5) Asp] UlRo] clost
FREIN 23o] 7hsstt, B0 vjEu AdR] upgol E
Q3] ot ALgo] Weleti, YrolELt §A] AT} Rol
SICh A 7P Qlc. Tiet 9 oSl e Qe
S0l 22 ALRE]] T2o] 2 ojZelolie] Ko
oPES oF8a T4 tigel @ 4 il

59 2 9 HeIo) 9 9 AW 3
SSRE9)[10], RS ° o
OWASP Top 101} CWE/SANS Top 253 7= 7 A
Cf{10]. ©X OWASP(Open Worldwide Application
Security Project)’} ##sh= EQF 2AEQ] OWASP
Top 102 % 29§32 ofsheti thS M 2]
ofst A AAOIA Bol AL w2 =oleh1]. A A
oW N, Yo B4 715, BA R 2 9
of w2} wote] 7 FUE FFS olxle 10717 F%
Aol WAL, 71 HA S50 PAY Uge
ofgfj Table 11} ZTH12].

Table 1. OWASP Top 10:2021
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Fig. 1. Cyber Attack Attempt Rates by Source
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Fig. 2. Graph of the Number of Hacking Incidents
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Table 3. Algorithm Characteristics According to
Learning Type
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Table 6. OWASP Top 10 (number of web applications)

Vulnerable Items SAST DAST SAST + DAST
A01:2021 Broken Access Control 0 75 0
A02:2021 Cryptographic Failures 14 3 1
A03:2021 Injection 7 0 68
A04:2021 Insecure Design 3 22 0
A05:2021 Security Misconfiguration 0 2 73
A06:2021 Vulnerable and Outdated Components 1 58 0
A07:2021 Identification and Authentication Failures 16 0 0
A08:2021 Software and Data Integrity Failures 1 12 0
A09:2021 Security Logging and Monitoring Failures 0 0 0
A10:2021 Server-Side Request Forgery (SSRF) 3 2 0
Table 7. CWE/SANS Top 25 (number of web applications)
SAST +
Vulnerable Items SAST DAST DAST
CWE-787: Out-of-bounds Write 0 0 0
CWE-79: Cross-site Scripting 36 0 38
CWE-89: SQL Injection 17 0 56
CWE-416: Use After Free 0 0 0
CWE-78: OS Command Injection 0 2 0
CWE-20: Improper Input Validation 17 0 0
CWE-125: Out-of-bounds Read 0 0 0
CWE-22: Path Traversal 1 27 45
CWE-352: CSRF 0 65 0
CWE-434: Unrestricted Upload of File with Dangerous Type 12 0 0
CWE-862: Missing Authorization 2 40 4
CWE-476: NULL Pointer Dereference 0 0 0
CWE-287: Improper Authentication 70 0 0
CWE-190: Integer Overflow or Wraparound 0 0 0
CWE-502: Deserialization of Untrusted Data 0 0 0
CWE-77: Command Injection 13 0 0
CWE-119: Improper Restriction of Operations within the Bounds of a Memory Buffer 1 18 1
CWE-798: Use of Hard-coded Credentials 74 0 0
CWE-918: Server-Side Request Forgery (SSRF) 4 2 0
CWE-306: Missing Authentication for Critical Function 34 0 0
CWE-362: Race Condition (Concurrent Execution using Shared Resource) 11 0 0
CWE-269: Improper Privilege Management 2 0 0
CWE-94: Code Injection 4 3 0
CWE-863: Incorrect Authorization 0 0 0
CWE-276: Incorrect Default Permissions 0 0 0
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Table 8. Comparison with Existing Work
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