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[Abstract]

With the rapid proliferation of web applications, HTTP-based cyberattacks continue to rise,
underscoring the need for effective web attack detection systems. This study proposes and evaluates a
detection system that combines TF-IDF feature extraction with multiple machine-learning classifiers.
Treating HTTP request data as text, we apply natural language processing techniques and assess
Logistic Regression, Random Forest, and XGBoost using the CSIC 2010 HTTP dataset. Experiments
show that XGBoost achieves the best performance with 98.77% accuracy, 0.994 ROC AUC, PR AUC,
while Random Forest and Logistic Regression attain accuracies of 97.50% and 97.83%, respectively. All
models deliver precision above 96%, demonstrating their viability for deployment in real-world
environments. The results indicate that interpretable machine-learning approaches can achieve competitive
performance without resorting to complex deep learning models.
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I. Introduction
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II. Related Works
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2.2. Deep Learning-based Approaches
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III. Research Methodology

3.1. Dataset
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Table 3. HTTP Fields Description
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2-gram®] 'script alert', 'alert document' £o] T4
oz = 9sks| tajiict E5] 3-gramQ 'script alert
XSS'U; 'document cookie steal' 52 0f-Q JLR|AQ]
A mHos 27 FEEE =0+ o 7|95 =
A 5 FE52 ore A gofsl B ofzfie] Table
oF Zth

=0l A
E-an

o HQ of

Table 4. n-gram Examples

O':‘gltr;al 1-gram 2-gram 3-gram
GET search GET
. GET, .
jsp query . search, GET search jsp,
. search, jsp, .
script alert search jsp,
XSS
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3.3. TF-IDF Feature Representation and Model
Evaluation

TF-IDF= ElAE ool dolq £a3t 4 53 uho
2 Term Frequency(TF)2t Inverse Document
Frequency(IDF)Z 7*°*J 7Iolt}. o]  AME
HTTP Q&S 22 71%sty, TF-IDF2 Agste] 7t
279 54 WEIZ AR

TR 57 2A0 Hojo] YES Uehyz, IDR: o
o}7} R TH Aol duhd YA E UERE o, d
+ HTTP 974 ZA, t& ©ol, D= Al oA Ade=
Eﬂam 2/\1 doj|A] tho] to] TF-IDF 2+ JLstaAt 3t

l‘

o % 01501 == 7} il% e
dtfel 32 Tig ardos ANE 4 ot
TF— IDF(t,d,D) = TF(t,d) < IDF(t,D) (1)
olof matA o] A= TF
Al 1R 71AlES EalelES Hlal
sklearn®] =ZA|AE 3]y, WE RmIYAE FF7,
XGBoost &&=
7og 80%0] &3 r:ﬂo]em 20%4 Eﬂ*E Hojglz &
Fso] WK 2A|AE SE HE BR7I2A we
k5Tt oS0l JHsste EA9) $258 A4g 53 A
AR OR ST 4 k. WY AAAE BRI T4
g;\}é@ Eag AsHst olrkE. ]—I:H oz J_pﬂo}o H]—;(]

v oo=
5t EA 29w 2 Aasth XGBoost B27)= Jejr]

=0 & 7]
A= AT IIGE AgSICl RKOR At AElE
S AYDI] Y3t 84718 W YHOR BL o5
58 7 4 ot

3.4. Experimental Environment

AL g742 Python 3.122 7|¥to 30, £Q 2}o]
Ha{2]& scikit-learn, pandas, numpyS ZH-83ict Al
@ 7ol TF-IDF 54 %2, dlojel A2, 22 3
5 ¥ G7IE floll 2A]2H o, WY mAE F77,
XGBoost Ha7)2 Aasion, M
sklearn.metrics 2}o]H2{8]S Es5j —,—%‘jé‘iq —TL =4
S DY) 8l HITP 4 dolsg ax
of xjsto] A2} JJHe Agsteln, 2t 3%4 52 %

stz F1-"4, ROC-AUC, PR-AUC & Clojst x|E2
FyRoR Wlslol A 37 YAl 71y R 2L
WstuAt sk

53] 743 79.01 35 71 Bsh] Yol 552 A7

olEjAI(12,2137)& =3t FZ(stratified

sampling)sto] &H E|o[EA(80%, 9,7707)xt HIAE ¢

O[E|A1(20%, 2,44371) o= Rstiet. ZF wdlof] A8
Q sfojmmj2u]e] A7%J2 Table 59 £t}

Table 5. Hyperparameter Settings

Model Key Hyperparameters
Logistic solver="lIbfgs’, max_iter=500,
Regression | class_weight="balanced’

Random n_estimators=300, max_features="sqrt’,

Forest class_weight="balanced_subsample’
n_estimators=400, max_depth=6,

XGBoost learning_rate=0.1, subsample=0.9,
tree_method="hist'

IV. Results

B o LofAj= CSIC 2010 HTTP Glo|EAlS A}-8-5}od
Al 7 ol 229 e STNCR FUISIH
12,213719] HTTP 84 Uo]E§& 8:2 H|&& B&dlo]
9,7107)= &802, 24437 = ]’\ERJ 230
7 gelo] g ozt BAsh] s HAl A
7 SYLE A 24, LEE HE IE ‘Qjﬂéﬂ =
CCERRUSIE b o3

4.1. Overall Performance Metrics

Eﬂ*E dlolEE thto. Al 7hA] tjAleld weo]

o E Jﬁ7}o]— _,4 73 = Table 6}]_} 7}q

HA 2A|AE oY E%% 97.83%°] ez &+ A
2 =2 g Bon, 53] 34 SfA0 ot Ak
(Precision_Attack)7} AFAAF 100%=2 A Z2of v]sf AF
gRleg =2 A5 7|E30H. ol BIAE HlojE W
A A EF e T A0 R 9915H= QEHFalse Positive)
o] M3l WASHA Woreg ojujsich Jet MHg
(Recall_Attack)2 0.94722 N 2@ & 714} Fe 2X]&

71Z510] AR AL Al Hakg AV} ik A
ZHYAE »elo] HOQ 97.50% C}2 @ello] vlsl AhA
o2 vre Hslwg ugou), BE AR 96% ol]
MgHel 45g SAISIGCE YiRlo] XGBoost RS
98.77%¢] Aot DAsIoIct 374 Fejo izt FY
T2 0.99492 2X|AE 3| Ho| yla A= Yoo} of A

5] Lo 2ES st AA o AH|A £ 4] QRtoR
gt 71848 Ast =7t g2 oJulkitt. &3] Migs &
ol A XGBoosty= 0.97515 712351 Al 28 & 7P &




116  Journal of The Korea Society of Computer and Information

ot
ok
%
r
fujo
e
2
e
>

ER]K] OF1 EX]
It F1-Score &

2 wof Fuzo} xfdg 71l
} orw EI_GTO]O] o]%g(})i

Irr
or o
a8 o
o
N
ozl
A0
e
4 % 4o
Y
i
ﬁ
C

o fr
w©
los)
N
)
NN

Mook ok A
ol
L2
N
Va)
val

roZiJ’Zl

o|~>l4
o
s

o Jou
1

>~

=

o

>, Mo

re xe
_)L N

F1-Score 5 &8 A|#of|M 7MY =2 %
99 QT 975% oA o Asin
XGBoost?] 742 n]eH(False Negative)S 2
99% o14] 2 FUEE AR U 1
o b AEet 2dAe UFIE. oliet Ant
deld wo] glol, MEHY ojdleld

TRIDF 719 57 358 531 9 $2 8]
Az 28 7S ARE 9= M8 ohMsh

wolEry, PAAQ) ALEE

AAIEIG00] ol E5) BE ST A5 Ao
s gig 4 qck

O_u
i

bz
38
)

il
i
ox.

|o
oo

Fﬁ
ol
——

s}

l—O
>
>
a

2 4
2

> rl e 0=
roh

3oy T

2
=2

O-luﬁﬂ:

(o]

il

M

E

ﬁ

|

-

:éi

—3

QO

oz &

)

»

i)

3|

(0¢}

— =
of ofm o

ol

==

uu wlo
J

Table 6. Overall Performance Metrics (Evaluated on
Test Set, n=2,443)

Model Precision Recall F1-Score A

ode Attack Attack Attack ccuracy
Logistic |4 gg 09472 | 09729 | 97.83%
Regression
Random | 59777 | 09611 | 09693 | 97.50%
Forest
XGBoost 0.9949 0.9751 0.9849 98.77%
Bl Accuracy B F1 Score mmm ROC AUC PR AUC

Model Performance Comparison
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0.99400.9939
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Logistic Regression Random Forest
Models

Fig. 1. Performance comparison of three machine
learning models for web attack detection

4.2. Confusion Matrix Analysis
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Table 7. Confusion Matrix Results for Each Model

FPR | FNR
Model ™ | Fp RN TR | TR

Logistic | 4 440 | 0 | 53 | 950 0 | 528

Regression

Random 1418 | 22 | 39 | 964 | 153 | 3.89

Forest

XGBoost 1435 | 5 | 25 | 978 | 035 | 2.49

4.3. ROC and PR Curve Analysis

ROC 24 BAL mulo] Zilo] A% Altio] 77|
HAIESE =2 27 452 UHUE Zez AAZI
ROC-AUCT} 10| 7Pkgos 0‘7117* A AN gt
2448 guler] TR Lo ¥2 o2 2 4 9
th. Fig. 2= oA Al 229] ROC %J% vt e
o]t} XGBoost @H9] ROC-AUC & 0.994=Z 71 =
2X|S 7]281on, o]= nHlo] F
I 018 B 7 4 2
g 3]y o] ROC-AUC %2 0
ZAE pdL (.9930]2k= ROC AUC gk

o
L
E
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ROC Curves Model Comparison

1.0, /
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0.6
o
o -
o /4' P
o " —— Logistic Reg
—— Random Forest
0.2 —— XGBoost
< I N Random

00 02 04 06 08 10
FPR

Fig. 2. ROC curves comparison for the three machine
learning models
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1o]] 77k AUC 3= 278l AR 27a F-asH %
A8 2R 458 BT 02 Uehich AKg B
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4.4. Discussion

7k Relo] fpe JpEN 542 TAMOR B4 uw
oreat 7t HA 2X]A8 3] (Logistic Regression)
Relp 97.83%9] HA| AHE=E 2/t WE ZAE

B} A% &2 452 Btk 53] 258 He 37 9
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1.0 PR Curves Comparison
0.8+ |
50.6
]
]
& 0.41
—— Logistic Reg
0.2 Random Forest
—— XGBoost

0.0 0.2 0.4 0.6 0.8 1.0
Recall

Fig. 3. Precision—Recall curves for the three machine
learning models
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o} 57 23}, XGBoost= 8749 4 0.0100 ms, 2A]
A8 871 0.0060 ms7k 20890k o] AubEQl
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Table 8. Performance Comparison with Existing Studies
(CSIC 2010)

Study Method Accuracy
Durmuskaya & . o
Bayrakli [15] Decision Tree 93.27%
Proposed Method TF-IDF + XGBoost 98.77%
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Table 9. Validation Results on HTTP Params Dataset

Model Precision Recall F1-Score Accurac
Attack Attack Attack y
XGBoost 0.9992 0.9868 0.9930 99.42%
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V. Conclusions
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