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[Abstract]

Recently, attack techniques that exploit Al-based pattern analysis, dimensionality reduction, and
statistical imbalance have revealed that lattice-based cryptography is not sufficiently secure when it
relies solely on mathematical hardness. This paper proposes a zero-relation lattice algorithm designed to
thwart Al-driven secret key recovery attacks on lattice-based cryptosystems. The proposed method
applies a Maclaurin-series-based keyed polynomial obfuscation function to both the secret key and the
plaintext encoding in the encryption process, transforming the linear traces remaining in the ciphertext
into nonlinear distortions. Since the obfuscation coefficients are randomly derived from a secret
parameter %~ for each key, the statistical structure observed by an adversary concentrates on an
obfuscated hallucination key s’ = f,(s) rather than on the original secret key s. As a result,
Transformer-based learning attacks such as SALSA converge to s’ instead of s, and without knowledge
of the secret parameter % it becomes computationally difficult to efficiently infer s from s’ The
plaintext is further protected by an additional masking mechanism that depends on %, so that message
confidentiality is preserved even when both the ciphertext and the obfuscated secret key are exposed.
Experimental results show that the proposed scheme reduces the success rate of Al-based
pattern-analysis key recovery attacks by more than 70% and degrades the effectiveness of attacks that
exploit dimensionality reduction and statistical imbalance, thereby achieving improved security compared

with conventional lattice-based cryptosystems.
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Adleman (RSA), Digital Signature Algorithm (DSA),

Elliptic Curve Digital Signature Algorithm (ECDSA)
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Table 3. Key Recovery Accuracy Comparison
Mode n hamming o bitwise acc true acc obfuscated acc
LWE 10 3 3.0 1.000 1.000 -
LWE 30 3 3.0 1.000 1.000 -
RLWE 10 3 3.0 1.000 1.000 -
RLWE 30 3 3.0 1.000 1.000 -
Proposed System 10 3 3.0 1.000 0.300 0.300
Proposed System 30 3 3.0 1.000 0.100 0.100
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VI. Conclusion
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