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[Abstract]

Although Bitcoin has demonstrated its utility as a prominent cryptocurrency and a medium of
economic exchange, its inherent pseudonymity—which preserves user anonymity—has contributed to a
surge in illicit use, including money laundering and other illegal transactions. In particular, mixing
services such as CoinJoin intentionally obfuscate transaction paths to hinder tracing of fund sources and
flows. Consequently, existing on-chain analysis and transaction-level tracking methods struggle to
effectively detect mixing activity. Moreover, prior studies employing graph neural networks (GNNs) for
mixing detection typically adopt a global classification approach that models the entire transaction
network as a single graph, which limits their ability to capture the granular context of individual
transactions. In this paper, we construct a dataset comprising both illicit and legitimate Bitcoin
transactions and propose a Subgraph-based GNN approach that models the adjacent flow of each
transaction as an independent Subgraph to improve mixing detection. Experimental results show that the
proposed method achieves over 97% accuracy. In addition, GraphSAGE yields the best performance,
achieving an Fl-score of 98.5% for identifying Bitcoin mixing transactions in our dataset. The proposed
subgraph-based mixing detection approach can be applied to cryptocurrency crime investigations, and is
expected to be particularly applicable to Anti-Money Laundering (AML) systems and blockchain

forensic analysis tools that require tracking continuous flows of criminal funds.

» Key words: Bitcoin, Money Laundering, Mixing Service, Graph Neural Network, Subgraph

 First Author: Hyeon-Woo Lee, Corresponding Author: Jiyeon Kim
*Hyeon-Woo Lee (ladder887@daegu.ac.kr), Dept. of Computer and Information Engineering, Daegu University
*Eun-Young Park (pey6693@daegu.ac.kr), Dept. of Computer and Information Engineering, Daegu University
*xSooncheol Kim (kimsc@daegu.ac.kr), Dept. of Computer Engineering, Daegu University
** Jiyeon Kim (jyk@daegu.ac.kr), Dept. of Computer Engineering, Daegu University

* Received: 2026. 01. 12, Revised: 2026. 02. 03, Accepted: 2026. 02. 06.

Copyright © 2026 The Korea Society of Computer and Information
http://www.ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



140 Journal of The Korea Society of Computer and Information

1l [e)

= 3 A (Pseudonymity) ©. 2 Sl 2 AE 2 B9 A

3 Qlek 53], CoinJoinZ} -2 9 Au|Ae= A HA2E 9%

A5 ol A THEARE, 7]E] Al 2 BE

S aRAoR gX38y] offrh meh ] EW

Network) 7|HF0. 2 BX|ah= AFE52 A VESYAE 9 1
o)

1

il

2

ol

O

)
241 o

.
(AN
f

fol

gL o], /i ERAA FAo] AL me et AL vk # =wellAs W3 3
H

el A
Ve gE

= &
# HESR EAAA dHolHAS A3 FEdhaL, 24 EdAAY I 558 SHAA HRage
G2 REFE 5 GNN 7|9k st | v ERAA B4 %S AT 7IHS At
A A3, BRI E &8 A, U ERNAS 97% ol ARER HAEtE A Essla,
GNN 7|9} 315 A7}, GraphSAGE EH0] 98.5%2] Fl-score® 7Hd & A5 o2 HEZQ ¥ E
AR dole Aol Adel] = AS SIskgith & Aol A Akl B 7uk vy g4
71 gzt 7 HE A Aol &8 S glen, 58] BF Aae] A&A 55 F3 0
L7 AaAE A Al2E B ESA 24 24 =7 48 7hed Alew vdErh

I. Introduction
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II. Preliminaries
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2.1 Studies on Bitcoin Mixing Transaction

Detection
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2.2 Studies on Graph and GNN-based Bitcoin
Transaction Analysis
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III. Generation of Subgraph Dataset for
Bitcoin Mixing Transaction Detection
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Fig. 1. Overview of the Proposed Research Framework

for Subgraph—based Bitcoin Mixing Detection

3.1 Development of a Heuristic-Based Bitcoin
Mixing Transaction Detection Algorithm
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Table 1. Bitcoin Transaction Feature Information
Type Feature Description
txhash Unique transaction identifier
size Actual transaction size
Transaction vsize Virtual transaction size
Information weight Transaction weight
version Transaction protocol version
locktime Transaction locktime

vin List of transaction inputs

vout List of transaction outputs
input_value Total input amount
output_value Total output amount

fee Network fee
input_count Number of inputs
output_count Number of outputs
fee_per_byte Fee per byte

fee_ratio Ratio of fee to total value

unique_input_ Count of unique input

Input/Output
Information

addresses_count addresses
unique_output_ Count of unique output
Statistics | addresses_count addresses
& Analysis | identical_output Count of outputs with
_amount_count identical amounts
output_amount_ | Entropy of output amount
entropy distribution
output_type_ Entropy of output address
entropy types
Transaction classification
label
label
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Table 2. Heuristic Feature Candidates

Feature Rationale

Reflects large transaction size due to
multiple inputs and outputs in mixing
Reflects transaction scale regardless
of SegWit adoption
Captures fee patterns characteristic
of mixing services
Reflects the multiple-input structure
of CoinJoin methods
Reflects multiple-output
characteristics for fund dispersion
Representative characteristic of
mixing techniques
Measures the uniformity of the output

size

weight

fee_ratio

unique_input_
addresses_count
unique_output_
addresses_count
identical_output_
amount_count
output_amount_

entropy amount distribution
output_type_ Indicates the usage diversity of output
entropy script types
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Fig. 2. Density Distributions of Heuristic Feature Candidates (Normal vs. Mixing)
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Table 3. Heuristic Algorithm for Mixing Transaction
Detection

Feature Threshold
size >1189.9
weight >4489.9
unique_input_addresses_count >3
unigue_output_addresses_count >30
identical_output_amount_count >10
output_amount_entropy >2.24
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Score (%)
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Fig. 4. Performance Evaluation of Heuristic Algorithm by
Threshold
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3.2 Collection of Criminal and Non-Criminal
Bitcoin Transactions
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Fig. 5. List of Selected Criminal and Non—Criminal
Wallet Addresses for Data Collection
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3.3 Construction of Bitcoin Transaction
Dataset via Subgraph Modeling
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