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[Abstract]

Large language models (LLMs) are widely used in natural language processing applications such as classification,
summarization, and question answering. However, commercial LLMs are typically provided as black-box APIs,
making it difficult to interpret the causes of their outputs or to quantitatively assess their reliability. In particular,
existing approaches fail to provide a probabilistic characterization of how often output changes occur in response
to input variations, or how consistently such changes arise. To address this limitation, this paper proposes ProbCert,
a framework for estimating and certifying output change probabilities under input perturbations in black-box
LLM settings. ProbCert repeatedly generates semantically valid input variations, observes whether output changes
occur, and estimates the corresponding change probability, while continuing queries until a user-specified confidence
level and error tolerance are satisfied. The framework integrates multiple confidence interval estimation methods,
including the Wilson score interval, Empirical Bernstein bound, and the Clopper—Pearson interval, enabling systematic
comparison of estimation accuracy and query efficiency under a unified procedure. Experimental results on
both classification and generation tasks demonstrate that all variants of ProbCert reliably satisfy the specified
confidence and error requirements. In particular, the Wilson score—based variant achieves certification with the

fewest LLM queries, highlighting its practical efficiency in commercial LLM environments.
» Key words: Output change probability, Explainable artificial intelligence, Large language model
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I. Introduction
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Input (Contract clause)

The Client shall indemnify the Vendor for anv and

of the service, Without limitation.

LLM

( This clause exposes the client to unlimited legal )
liability and may result in significant financial risk )

LLM Summary Output

ProbCert Result

Input Phrases Output Change Probability
(95% Confidence)
without limitation 0.92 + 0.05
any and all claims 0.47 £ 0.05
arising from the use of 0.14 £ 0.05
the service

Fig. 1. Motivating example. ProbCert estimates the
output change probability with confidence intervals
for selected contiguous input phrases, highlighting
which parts of the original contract clause most
strongly influence the LLM—generated explanation.
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II. Related Work
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III. Problem Definition
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IV. Proposed Method
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Algorithm 1: PROBCERT

Inputs: LLM f, input P = (s1,...,8m), index j, tol-
erance ¢, confidence parameter ar, CI method M

2: Construct candidate set C; and sampling distribution ()
3:t+ 0,5+ 0,Y « f(P)

4: while true do

5: t+—t+1
6.
5
8

ot

Sample substitution s}, ~ @; and build P,
Query the LLM: Y; + f(Pj<_53_l)
2 Compute: A, < d(Y,Y;)
9: Update: S; < S; + Aj¢,
10: Compute CI:
11% [LBJt,UBJt] — CI(Mth{Ajlt}ﬂ)
12: Err;j; + max(l;; — LBj:, UBj¢ — L)

fj_g = Sg/t

13: if Err;, <&, then
14: break
15: end if

16: end while
17: return [, , and [LB;,, UB,,]

Fig. 2. Pseudocode of ProbCert
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4.2. Output Comparison under Input Substitution
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4.3.1. Clopper-Pearson interval
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V. Experiments and Results
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5.2. Experimental Results
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Table 1. Coverage and MAE for SST-2 Dataset
T-a €j Method Coverage MAE
ProbCert-EB 1.000 0.008
0.1 ProbCert-WS 0.978 0.016
0.9 ProbCert-CP 0.982 0.015
' ProbCert-EB 1.000 0.010
0.15 | ProbCert-WS 0.980 0.023
ProbCert-CP 0.984 0.020
ProbCert-EB 1.000 0.007
0.1 ProbCert-WS 0.978 0.015
0.95 ProbCert-CP 0.986 0.014
' ProbCert-EB 1.000 0.008
0.15 ProbCert-WS 0.996 0.020
ProbCert-CP 0.998 0.018

Table 2. Coverage and MAE

for ASSET Dataset

T-a €j Method Coverage MAE

ProbCert-EB 1.000 0.011

0.1 ProbCert-WS 0.968 0.023

0.9 ProbCert-CP 0.970 0.023

' ProbCert-EB 1.000 0.015

0.15 ProbCert-WS 0.968 0.034

ProbCert-CP 0.987 0.032

ProbCert-EB 1.000 0.010

0.1 ProbCert-WS 0.989 0.022

0.95 ProbCert-CP 0.993 0.021

' ProbCert-EB 1.000 0.013

0.15 ProbCert-WS 0.987 0.029

ProbCert-CP 0.991 0.028
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Fig. 3. Number of LLM queries required by each method
under different confidence levels and error tolerances
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VI. Conclusions

¥ =RolAE B 270] YR LIME o
2, 9 Wgol 42 59 wal Rsye HExoz A
o ES RDE]

rr 4
K

interval& AMg-5}4= ProbCert-WSt Qg
DRESHHA 7P AL LLM Aol 2 £ gsto] Alx
LLM £F30jlA ]-gat ARE ZRHoA 71 &
As 2ok ol2fgt Aub= ProbCert7} Tgt AR 714t

42 ol, 29 Wal F54S FYHolT A5
2 AIBFo2M AT Aol PEE S8

132
N AN 4 E72 B8Y 4 9ge Ui

REFERENCES

[1] L. Wu, X. Yang, X. Shi, C. Ma, Optimizing prompt efficacy in
large language models for fake news detection via evolutionary
algorithm-based feature selection, Information Sciences, 2025.
DOI: 10.1016/).ins.2025.122539

[2] S. Feng, Z. Lang, J. He, H. Zhang, W. Chen, J. Cao, A group
recommendation method based on automatically integrating
members’ preferences via taking advantages of LLM, Information
Sciences, 2025. DOI: 10.1016/j.ins.2025.122067

[3] H. Zhao, H. Chen, F. Yang, N. Liu, H. Deng, H. Cai, S. Wang,
D. Yin, M. Du, Explainability for large language models: A survey,
ACM Transactions on Intelligent Systems and Technology, 2024.
DOI: 10.1145/3639372

[4] R. K. Mothilal, D. Mahajan, C. Tan, A. Sharma, Towards unifying
feature attribution and counterfactual explanations: Different means
to the same end, Proceedings of the AAAI/ACM Conference on
Al, Ethics, and Society, 2021. DOI: 10.1145/3461702.3462597

[5]1 Z. Wu, Y. Chen, B. Kao, Q. Liu, Perturbed masking: Parameter-free
probing for analyzing and interpreting bert, Proceedings of the 58th
Annual Meeting of the Association for Computational Linguistics,
2020. DOI: 10.18653/v1/2020.acl-main.383

[6] V. Miglani, A. Yang, A. Markosyan, D. Garcia-Olano, N.

Kokhlikyan, Using captum to explain generative language models,
Proceedings of the 3rd Workshop for Natural Language
Processing Open Source Software, 2023. DOL: 10.18653/v1/2023.
nlposs-1.19
[7] J. Enouen, H. Nakhost, S. Ebrahimi, S. O. Arik, Y. Liu, T. Pfister,
Textgenshap: Scalable post-hoc explanations in text generation
with long documents, arXiv:2312.01279, 2023. DOL: 10.48550/
arXiv.2312.01279
[8] B. Cohen-Wang, H. Shah, K. Georgiev, A. Madry, Contextcite:
Attributing model generation to context, arXiv:2409.00729, 2024.
DOI: 10.48550/arXiv.2409.00729
[9] Y. Chang, B. Cao, Y. Wang, J. Chen, L. Lin, JoPA:Explaining
Large Language Model's Generation via Joint Prompt Attribution,
arXiv:2405.20404, 2024. DOL: 10.48550/arXiv.2405.20404
[10] T. Gao, H. Yen, J. Yu, D. Chen, Enabling large language models
to generate text with citations, arXiv:2305.14627, 2023. DOL:
10.48550/arXiv.2305.14627
[11] Z. Zhao, B. Shan, Reagent: A model-agnostic feature attribution
method for generative language models, arXiv:2402.00794, 2024.
DOI: 10.48550/arXiv.2402.00794
[12] R. Nakano, J. Hilton, S. Balaji, J. Wu, L. Ouyang, C. Kim, C.
Hesse, S. Jain, V. Kosaraju, W. Saunders, X. Jiang, K. Cobbe,
T. Eloundou, G. Krueger, K. Button, M. Knight, B. Chess, J.
Schulman, Webgpt: Browser-assisted question- answering with
human feedback, arXiv:2112.09332, 2022. DOI: 10.48550/arXiv.
2112.09332
[13] Sangdon Park, Shuo Li, Insup Lee, Osbert Bastani, PAC
Confidence Predictions for Deep Neural Network Classifiers,
arXiv:2011.00716, 2020. DOI: 10.48550/arXiv.2011.00716
[14] A. Maurer, M. Pontil, Empirical bernstein bounds and sample
variance penalization, arXiv:0907.3740, 2009. DOI: 10.48550/
arXiv.0907.3740
[15] L. D. Brown, T. T. Cai, A. Dasgupta, Interval estimation for
a binomial proportion, Statistical Science, 2021. DOI: 10.1214/
$s/1009213286
[16] R. Socher, A. Perelygin, J.Wu, J. Chuang, C. D. Manning, A.
Ng, C. Potts,
compositionality over a sentiment treebank, Proceedings of the

Recursive deep models for semantic
Conference on Empirical Methods
Processing, 2013.

[17] F. Alva-Manchego, L. Martin, A. Bordes, C. Scarton, B. Sagot,

L. Specia, ASSET: A dataset for tuning and evaluation of

in Natural Language

sentence  simplification models with multiple rewriting
transformations, Proceedings of the Annual Meeting of the
Association for Computational Linguistics, 2020. DOI: 10.18653/
v1/2020.acl-main.424

[18] Gemini-2.0-flash, https://docs.cloud.google.com/vertex-ai/generat

ive-ai/docs/models/gemini/2-0-flash?hl=ko, 2025.



ProbCert: Probabilistic Certification Framework for Black-box LLM Outputs 73

Authors

Jong Wook Kim received the Ph.D. degree in
Computer Science Department, Arizona State
University, in 2009. He was a Software
Engineer with the Query Optimization Group,
Teradata, from 2010 to 2013.

Dr. Kim is currently a Professor with the Department of
Computer Science at Sangmyung University. His primary

research interests include data privacy and query optimization.



