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[Abstract]

In this study, we propose a novel two-stage attack framework applicable to Korean-based language models
with agglutinative characteristics. The first stage is an inference-time universal adversarial trigger (UAT) attack,
performed without intervention in the learning process. It precisely searches for single-token triggers capable
of reversing the model's predictions using only the gradient information. The second stage, targeting only
samples that failed in the first stage, is an adversarial example attack. It replaces no more than two tokens
combining particles and suffixes based on a morphology-preserving minimal edit strategy. The effectiveness
of our framework was evaluated on the NSMC dataset using the KoBERT and KoELECTRA models. Experimental
results showed that triggers attached to the end of sentences had a high attack success rate due to the characteristic
of Korean language in which key information appears at the end of sentences. Furthermore, words that indirectly
express sentiment also functioned as powerful triggers. The KoBERT model achieved an attack success rate
of 0.963, and the KoELECTRA model achieved an attack success rate of 0.940.
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III. The Proposed Method
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3. Universal single-token trigger search
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4. Morphology-Preserving Minimal Edit
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IV. Experimental setup
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Table 1. Hyperparameter Setting and Initial Results

KoBERT KoELECTRA
Optimizer AdamW
Batch size 32
Max length 256

Epochs 5 8
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Learning rate
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V. Experimental results

E2]A YR|of] w2 34 AdF-E(Attack success rate,
ASR)1} AAE E2]A= Table 2014 B+ uie} 2t

A Zah EAE 9 Holl uix|gle 7 o
HixSlS et 215 34 dusol SUEA =4 UE
ot Eot 2 R0 et 2719t AF 34 45EY
Fgol ol Uer=d], o5 S5l 54 i 29
APISlSE Al E T UolR|(tokenizer)2] £/d0] 520
st vlzbeol] A&l oskS njAle o & o)}

KoBERT+= 378 BHAO] "8 & AUALR FARLS o
0.9630]2}= JJL ASRS 24810, KoELECTRA ©IA]
Y 2HA A Foll FABES o 0.9409]
Ad 452 E‘i“iq. ol2igh Fu] FANY] =2

g2 o)y £Ho| 2ge] Lol AFE: A7

n

QCI
ET'_"

H
b

do ox
1o of

al

Q o



A Novel Two-Stage Attacks on Korean Language Models: Single-

Token Triggers Search and Morphology-Preserving Minimal Edits

81

Table 2. Experimental Results
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Table 3. Examples of Successive Attack

Original sample

Adversarial sample
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Table 4. Examples of Successive Success with Fluency Errors

Original sample

Aojolg olLm) B For#s 23 U7t olhn ¥ Forye
olzg A Zyo|yY B e X 2YO|AH FHs =
e 23 24 % g2 gstoig 2o
234 WU Sur8 - WY e Hop 29E3 BHEC SUE - A 1= Hop &8
B3 RYT BIpM e 4ol U ORI 23 27 BT DTN AT ANE HUSH
Y YA Ot AU I3 AU o|o) ot ojle Fst 28X
MAQIZH E HojRa D steR| REC AAQIZE BtE Ystm sheR| BEC YRy
48 =2HO FIL TE 4 2713t I TER BI

Table 5. Examples of Failed Attack

Original sample

Adversarial sample
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Table 6. Quantitative comparison with baseline attack
method

Method ASR PPL USE

Original - 227.86 1

Baseline 0.838 > 10° 0.333
Ours 0.963 301.85 0.961
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