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[Abstract]

Cloud-based speech recognition services provide high convenience and accessibility, leading to their
widespread adoption across various applications. However, the processing of speech data on remote
servers has raised growing concerns about potential privacy breaches stemming from the exposure of
speaker information. Although numerous speaker de-identification techniques have been proposed to
address this issue, the preservation of semantic information in speech has received relatively little
attention. To achieve a balance between speaker de-identification and speech recognition performance,
this study proposes an adversarial noise-based approach. The proposed approach is designed based on
the differences in input processing between speaker and speech recognition systems. Experimental results
show that the proposed method can achieve a meaningful trade-off between speaker de-identification
performance and speech recognition performance, with a balance between the two observed particularly
in the 10%20% noise intensity range. These findings suggest that the proposed method can serve as a

practical alternative for privacy-preserving speech security in cloud-based speech service environments.

» Key words: Speaker De-identification, Adversarial Attack, Privacy Preservation, Speaker Recognition,
Speech Recognition

(2 of
FESE N &4 Q4 AHlat B BT FRAL INOE Tk Rkl BH
et &4 delElzh 97 AelA] Aesl SN B An wEE A% A9l An wE Ha
e $elw AV1H 3 ek ol @ BAE sdek) Slal ket skt ul st o] Aleksiglont
24 AR ) te wele JuHoR FEaA old] B ATNE 84 v asis &4
04 g5 o) FHE TS A3 Ak ol = A shap vl Est 7S Ak g 7)Y
& 34 A4t 24 A4 3l ]

g Ag] Aol 7Iukste] AAEA. AF Aot Al

[e))]
H
wApasiel £4 Q14 A Alelel frolmld EdolE e X BAE Selsigon, 53
o
EX

% 71%-3— s
1

* First Author: Haram Kang, Corresponding Author: Kyungtae Kang
*Haram Kang (hrkang@hanyang.ac.kr), Dept. of Applied Artificial Intelligence, Hanyang University
*xSangwoon Yun (swyun@hanyang.ac.kr), Dept. of Computer Science and Engineering, Hanyang University
*x*Jemin Ahn (ahnjemin@hanyang.ac.kr), Research Institute of Al Convergence, Hanyang University
*x*xxKyungtae Kang (ktkang@hanyang.ac.kr), Dept. of Artificial Intelligence, Hanyang University

* Received: 2025. 12. 01, Revised: 2026. 02. 20, Accepted: 2026. 03. 16.

Copyright © 2026 The Korea Society of Computer and Information
http://www.ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



10 Journal of The Korea Society of Computer and Information

I. Introduction
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II. Preliminaries
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Fig. 1. Adversarial Noise-based Speaker De-identification
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1. Description of Dataset
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2. Preprocessing of Dataset
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4. Training of Speaker Recognition Model
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5. Training of Speech Recognition Model
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IV. Experiment and Results
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1. Experimental Setup
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Table 1. Implementation Details Table 3. Effect of Noise Level on Speaker
Category Library Version Recognition Accuracy (%)
Language Python 39 Model Noise O 10 20 30 40 50
Framework Pytorch 251 GMM GN 970 353 184 119 83 6.0
Numerical Computation Numpy 220 Supervector |N 960 257 128 7.8 51 35
Librosa 0.11.0 GN 844 83 38 25 2.0 1.7
Audio Processing Soundfile 0131 PVector |\ e44 55 27 20 14 12
D-Vector GN 950 334 178 120 92 7.1
Table 2. Fine-tuning Configuration of Speech LN 916 249 130 84 60 479
Recognition Models ECAPA GN 952 546 328 229 171 134
TR Whisper -TDNN LN 902 438 243 160 11.7 87
Pretrained Model wav2vec2-base whisper-small Average 917 289 157 104 76 58
Optimizer AdamW AdamW
LR Scheduler Linear Decay Linear Decay 71—59} J’]'qu 7}]5}\613 }\]/\}6]—1:,} %—i}'ﬂ@ Kﬂ?_i]' 7]%4
Batch Size 16 16 o] SpAt v|AE et gibe 1 719F 25 YoM = FUst
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Table 4. Effect of Noise Level on Speech
Recognition Word Error Rate (WER)
Model Noise O 10 20 30 40 50
Wav2vec OGN 0.15 0.18 024 033 044 056
20 LN 015 020 030 045 0.61 0.75
Whisper GN 0.03 004 0.05 0.06 0.07 0.09
LN 003 0.05 006 0.08 0.09 0.10
Average 0.09 0.12 0.17 023 0.32 040
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4.2 Exploration of a Practical Trade-off Range
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4. Future Research Directions
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