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[Abstract]

Function Call Graphs (FCGs) effectively represent execution flows and behavioral structures in static
Android malware detection; however, existing studies have shown limitations in utilizing structural edge
attribute design by treating function calls as simple connections. This study incorporates diverse edge
attributes into Android malware FCGs and comparatively analyzes the performance of GINE (Graph
Isomorphism Network with Edge Features)-based malware family classification. Experimental results
show that the Baseline model achieved an accuracy of 0.8347 with high variance, whereas Betweenness,
ID Distance, and Depth Difference exhibited consistent accuracy improvements of 6.4-7.4 percentage
points, and Timestamp, Frequency, and Direction achieved gains of 4.9-5.6 percentage points. These
results suggest that structural edge attribute design contributes to improved classification performance

and stability in Android malware FCG analysis.
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I. Introduction
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II. Preliminaries
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Table 2. Security-Platform Graph Studies Utilizing
Edge Information
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1.2 Edge-aware Graph Learning in Other Security
Domains
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1.3 Edge Feature Modeling in General Graph
Neural Networks

Table 3. Representative Edge Feature Types Used
in Previous Studies
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III. The Proposed Scheme
1. Experimental Procedure

Overall Framework of Edge-aware
GINE-based Malware Classification

MaIth FCG
(

Preprocessing

l Node ID Remapping

.

Edge Feature Generation

* 1D Distance

13 2K ¢

Y

« Depth Diff LORIC
+  Betweenness EB(u, v)

l

GINE Layer
Edge Feature Cur = $(0ux)

w9
1 r\iy @

Message (GINEConv) mik) = o(h" + oeu))

n® .\|u"‘((1 + .m“u ! ~‘)

l

Graph Readout
(Global Mean Pooling)

Classifier
(MLP + Softmax)

I

L Malware Family Prediction }

Fig. 1. Overview of the Experimental Procedure
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3. Edge Attribute Design
Table 5. Edge Attribute Design
Feature Description Purpose
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Calling Nodes relations
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-flow direction
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5. Performance Comparison Across Individual
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Table 6. Performance Comparison Results by Edge
Attribute

Feature Acc Acc F1 F1
(Mean) (Std) (Mean) (Std)

Baseline 0.8347 0.1269 0.8218 0.1504
ID Distance 0.9058 0.0202 0.9047 0.0200
Direction 0.8836 0.0152 0.8830 0.0153
Timestamp 0.8903 0.0233 0.8900 0.0226
Frequency 0.8861 0.0328 0.8857 0.0316
Depth Difference | 0.8984 0.0077 0.8975 0.0078
Betweenness 0.9083 0.0096 0.9073 0.0099

ID Distance | Run 1 (seed=42)

Baseline | Run 1 (seed=42)
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Fig. 6. Confusion Matrix Comparison: Baseline vs. ID
Distance Methods

6. Performance Comparison of Top Edge
Attributes and All-edge Combination

Accuracy Comparison with Wider Bar Spacing
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Fig. 7. Comparative Performance of All Edge Attributes,
Baseline, and Top—3 Edge Attributes
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IV. Conclusion
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2. Limitations
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