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[Abstract]

This paper proposes an adversarial learning-based privacy-preserving behavior monitoring system that
fundamentally eliminates sensitive information at the edge device level. The proposed system adopts a
Masked Autoencoder (MAE) as a backbone to effectively learn contextual features of behavior even in
environments with limited labeled data. Specifically, we introduce a confusion loss into the encoding
process to perform Min-Max optimization, which preserves the utility information required for behavior
analysis while minimizing identity-specific information. Experimental results demonstrate that the proposed
model maintains superior behavior classification accuracy compared to existing baseline models while
significantly reducing identity re-identification F1 Score to a random guess level of 0.087(Behavior
Classification), 0.052(Audio Detection) thereby validating the security and practicality of the system.
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I. Introduction
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Fig. 1. Overview of edge—cloud pet behavior monitoring system based on on-device anonymization

2. Privacy-protecting monitoring system
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III. The Proposed Method

1. Overview of proposal system
2 =edlde Y RUEY oM EAs=
dlole] 7% ZAIE si4sh] $sll, 2ojdto]A ol5gst 7]
gh GIR|-Z2PE W52 Bs TYEY AJARS Ao
gt AlQtsh= A|ARI) 7HQ &= Fig. 1.3} Zt}.
A¢tehes AlARLE 27 Hojg] £4] W 2ojdto]A o]

Y3ts ddoh= oA guto]Alt, AIE Co]HE vl
o2 A% #ME 8ok 22RE AH(Cloud Server)

gi5h 712 574 dlolelg 2elmoz Aest
gtk ]2 95} Al Cjol At AR Hlolg]

A431A . AREOoR B4 55 WY

AR A S WEe 2R Aez

[ V] TR o
0|‘>' o2

rob ok
a

o

Mr 42 oZ -

==

& A|2E2 HlolE o] 8745 RAISHIA 7HA
= MEiRlo g RAH] $fall, AohA ks 71vt
Lgith SIA] gstolA Wi9] 1EH &
zlaststo] 24 A E RAIStH
Alo], zmetolA] Z77](Privacy Head)®] &42
A|tfetsl= Min-Max 2]As} gjefo g skaH
Ao g ZeRet AR A3EE HojEe
I Mol Bash YR BESHE, HA 79 A
FEE pofRloR A" A7 9t ol 344 A
& FolA HolHE Z2RsiHtE, ¥ Alezo] 5d
oLt ZHAflell thgt AATE A4S =7FEsHAl Theo] AlA

B Aiute] Borge sv|so R AL,

>,
offf py & m

5
)
1o

rr o2 1o 4

of

> o
£ ofn

=2



110 Journal of The Korea Society of Computer and Information

2. Encoder for on-device anonymization
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3. Cloud-based inference
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IV. Experiment

1. Experimental environments and datasets
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Table 1. Dataset of pet behavior

Dataset Label Counts Total
for pre-traing - 16,152 16,152
Stand 1,584
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for fine-tuning Sit 1,817 6,979
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Table 2. Dataset of audio detection

Dataset Counts
City noise for pre-training 61,778
City noise for fine-tuning 542,793
pet audio 77,197
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Table 3. Experimental environments

Device Version
GPU RTX 3090
RAM 64GB

CUDA 12.6

Python 3.10

Pytorch 12.6

Batch Size 32
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2. Experiment

2.1 Performance evaluation
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Table 4. Performance Evaluation table

Task Model Acc F1
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Base 0.989 0.990
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Table 5. Anonymization evaluation table

Utility Privacy
Task Model
Acc F1 Acc F1
Behavior Base | 0.903 | 0.894 | 0.907 | 0.862
Classification | our | 0.905 | 0.895 | 0.146 | 0.087
Barking Base | 0.989 | 0.990 | 0.564 | 0.187
Detection Our | 0974 | 0.981 | 0.355 | 0.052
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