AU BE Y RS =23

Journal of The Korea Society of Computer and Information
Vol. 31 No. 4, pp. 119-127, April 2026
https://doi.org/10.9708/jksci.2026.31.04.119

A Comprehensive Survey on Behavioral Biometric Authentication

Giluk Kang*

*Ph.D,, Dept. of Computer and Information Security, Sejong University, Seoul, Korea

[Abstract]

With the development of information and communication technology (ICT), various ICT-based
services are being utilized across society. However, as concerns are raised about the leakage of
sensitive information in some services, user authentication is being introduced to prevent this leakage.
User authentication is the process of verifying a user’s identity when they attempt to access a service
or system, and it has recently been studied based on various authentication factors. In particular,
biometric authentication is gaining attention as the collection and analysis of high-quality biometric data
are enabled by the development of the Internet of Things and artificial intelligence. Therefore, this
paper analyzes recent research trends on behavioral biometric authentication, a subfield of biometric
authentication. In particular, this paper presents a taxonomy that categorizes authentication factors used
in existing studies by authentication device, thereby providing a structured understanding and meaningful
insights into the behavioral biometric authentication field. This paper also presents future research
directions for behavioral biometric authentication based on the limitations of prior studies, to facilitate

the advancement of the field.

» Key words: User authentication, Behavioral biometric authentication, Internet of things,
Artificial intelligence, User’s identity
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I. Introduction
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Fig. 1. Classification of User Authentication
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Behavioral Biometric Authentication
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Fig. 2. A taxonomy of behavioral biometric authentication

7F AAE S8t ol BYUg R 204 15 & Bt 29 2 AAQ HlojE|(d: &rftos IS H
@ 7|stez gt HA 7]¢JE(of: “Behavior” AND Aohe da 271 3AY F=2)8 2ol &&= 4=
“Authentication” AND “Smartphonex”)& AF3jony, A AREA} Q15 WA [4]= A1sic)
3 &R0z 22Ho] i =2o| MAL} Fig. 2= o] ghH, ADPEEV} JoANESH ] Qsh & A SAUS
st =22 H}F«Pi TE35H 0% 717] FAlo] 889)7] 5O FE&oh= WA AREL Ty Wu ] [5]= Fig.
gl ol= g4 HEHAS Uehdch ®3t Table 12 sfg  3(@)2h 2ol AMEAPE ADEES SAF = P52 EU=
ArsS 7t 8] BAlsto] Aalst Zlo|ch ARFGAL Q152 485t WS 7Igsict. HOST=h 7
o slig 52 Fig. 3(b)ollA] E-%o] sttgoll Al &7t
2. Smartphone T2 T FREVIC R AY HES F29H o4 o]

A0FEE(smartphone) thfet [oT AIAZF SRl 70 g Qo= 2712} 7to] 7jstetd EA)(ol: 2w, #a))at
Q1 717124 AREAL 9150l of2f o]A(ofl: theket A8A
ole] 24 71s)Z ASshaL Qlof, o]F 7]¥te=z ot 99
718 Q1% 7]&o] HE5] ZidE L Qlot. 53], AREAPY
i]]}EiJ_} /\I-_Q_XI-_Q.O}_ ]_i\_}\]?"_]_—o] 717(] ot Xlog
Qs AREAL Aol of2igo] lo] Theet Al
(sensing data)E &Y o] &= E
(multi-modal) g/Alo 2 A7} 22 oYX 9

et A ZollM = ADFEE SFH 4F ofeeh 2RI
(content)E Alojs7] flgh &712 FAUS EUIZ AME:
S 155k WAl 22 GR|AL Qlth. Ao s,
Xie 9] [2]= £71=E dHHo| &2to]d(Sliding)sh= &9t (@) (b)
TMAEAQ A= HAS &8st A& 05S AdhsH= Fig. 3. HOST Gesture [5]

= =2 O
upH o
o

o|| O

2
AT}, AQh W2 ADPEEO] &7t ZAY
= M7} Als2 wAAl7|T, olo] e}  E9h Buriro 9f [6]12 ADIEEO 2 HolS W Y
98 5 WSS TS Bl Aste] o5 o) § 7NEOR ALSAIS Aash: e At o
E]2 3835t= uiAlolct o] vk, stHe Eisl= apd  He AREAPE OIAY MAYU HE & e 24
oAl BHGH= X% uhoa} BF o]x] Atm, K& @a, Qb  Fig. 4e} o] gjtiZ Seto|dsto] ADTEE a3 SiA|
2 A|&AI7F S tjorst BZ|(touch) T dlo|El2 staL 71715 Holl 7P7te] 50 22l dAolA 57141 Al
sh= BEIRTD 7|8t Q1% 712 (3] o€ (patten) IHP /\1( of: 7HRE=A|, Alo]zAFm)2 RE 2AH Hlo]EE Q)
= oAl oA 2489 v o 7l 4 glo] Sl gt

1 ol
e

_uZiolnon:



122  Journal of The Korea Society of Computer and Information

Table 1. Summary of related studies on behavioral biometric authentication

T Related Used sensors Number of Behavior Biometric features ERR Continuous
ype work or devices participants (%) authentication
[2] Vibration, 40 Sliding Duration, Force, Path - 0
Accelerometers
Touchscreen, Coordinates, Pressure
[3] Accelerometers, 40 Tapping . o ! 2.95 0
Area size, Duration, etc.
Gyroscope
Barometer, Patten-ba Finger movement path,
[4] Accelerometers, 23 sed Coordinates, Pressure, 0.47 X
Smart .
phone Gyroscope unlock Drawing rhythm, etc.
Hand geometry,
[5] Touchscreen, 20 HOST Pressure, Timestamps, 1.25 X
Pressure Gesture etc
TouGcrhsvri:treen, S';‘:]';‘g Velocity, Acceleration,
[6] avi, 85 . Pressure, Coordinates - X
Magnetometer, Pick up otc
Gyroscope, etc. the phone ’
Smart watch, In-air Velocity, Time
[7] Accelerometers, 22 . consumption, Attitude, 0.83 X
Signature
Gyroscope etc.
Smart watch,
[8] Accelerometers, 50 Crap Electromyography, Arm - X
movements
Wearable Gyroscope
devi Smart watch, Response vibration’s
evice [91 Vibration, 20 - statistical features 2.96 X
Gyroscope, etc. (e.g, Standard deviation)
Eye tracker Visual .
' . . . X
[10] EEG headset 30 stimuli Gaze and Brainwave 0.3
[11] VR headset 128 Taking Gaze - 0
[12] AR headset 20 Walking Head movement 2.9 0
[13] Keyboard 103 Typing Standard timing features 7.8 0
About Standard timing features,
[14] Keyboard 160.000 Typing Average keystrokes per - 0
Keyboard ' minute, etc.
& [15] Keyboard 10 Inputting Standard tlmlng features, 10.47 X
password Brainwave
Touch - - - -
Piezoelectric Inputting Frequency domain,
panel [16] 10 . - X
touch panel password Release-press time, etc.
. . . Dwell time,
[17] Plezoelectric 14 Inputting Release-press time, - X
touch panel password
Pressure
[18] Camera 10 Gait Distance among body - 0
parts (e.g., nose)
3D motion
capture Marker-based speed,
[19] camera, 39 Swiping Body part and 5.4 0
Camera IR-reflective smartphone distance, etc.
markers
h fi
[20] RGB camera 50 Hand Hand shape, Each finger 6.22 X
Gesture movement speed, etc.
[21] Camera 33 Utterance Lip appearance, Speech 0.35 X
contents, Style of speech
In-ear Breathing Respiratory tract
[22] . 35 during resonance, Body 35 0
microphone L
activities asymmetry, etc.
Earphone Putting on
In-ear earphone, Rubbing, Inner organs’
[23] . 50 activities ’ 5 0
microphone (e.q sounds

walking)
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Fig. 4. Authentication sequence based on behavior to
answer a call [6]

3. Wearable Device
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Fig. 9. In—ear breathing—based authentication [22]
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