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[Abstract]

In this paper, we propose a hardware branch tracing-based framework for identifying external APIs
invoked during program execution on Windows. The proposed framework collects branch logs using
Intel Last Branch Records (LBR), filters branches directed to external modules in a post-processing
stage, and maps their destination addresses to function information of loaded DLLs to identify invoked
external APIs. Because this approach is based on branch traces observed during execution, it does not
rely only on statically exposed reference information or on predefined API hooking points. Experiments
were conducted on four basic scenarios, namely normal-entry calls, dynamic-loading calls, native API
direct calls, and internal-function entry calls. Additional experiments were also conducted on
dynamic-loading variants with obfuscated APl names and detection of debugging or hooking attempts.
The results show that the proposed framework identified external APIs in all scenarios and achieved a
100% identification rate in the four basic scenarios. These findings indicate that the proposed method

provides a practical way to identify external APIs while minimizing direct runtime intervention.

» Key words: External API, API Identification, Hardware Branch Tracing, Intel LBR, Native API,
API Hooking
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I. Introduction

FJ
|

e Al Wagh BE Ve AHseR %
Foprlen, E 2EoA AlFsh= API(Application
Programming Interface)S ©o]83sto] ZQst 7|18 &
stes Tk 1), oleiet ol% APl 53 ABL A%
Q0 2 3H0] Y E RSt Ul 5% TAE Als
SIH213]. S5 YA E FAa 22 Hok 7A &0
A ol A, TEAA A, Hee X”, Ll &
Alat 22 9% APl 3% Hurt 22 130] U g
mfolshs 1Al 272 sheEri2-4),

el 9% AP A e 32 AN 2g )

_\9

n2 WL AR AT F A YA 2% AP B
% olyg WS YA 9Z8) FcH2I3]le]. oliet
R Qursel BHoHE SESAE BAL Walshe
Closet 7PES0l M 9ol 9F AP gRo
ApEsts o AAVE QIH3l4). Eat 2o ug 1
Aol A8 sk WA B4 diol 12U FAlsi

Lo
:Oxl_l“
oft
r_l
|}
=
ket
o
e
foh
gt
N
)
olr
ox,
o
Hi
ro,
A
£
o~

1)
o2
<2

roL
)
[1AS)
o
)
o,
T =
>,
H
Tt
o
o
|
uph
)

ol & =2 &2

|J
o
et
o
of¥
)
e
n

l
o2
19,
<
2

9% 9& gojoR o|sit ¥7] PuE efof 27
oA AL, ol WMz 2o BEC] B4 uot
hgA17) 9% APLE At mejgiag dokict
o2 Fol A3 WA WA 1] RS sjoz A
W 5 25U 9T APIS AEgosm, Y A 7|3
AP AT R Tl A It 1E B A

Se7A IRl WA BAEtE 2g 28R
Al gRerk T3 R ERe Al mfgelao) 7l A
# 7ReAg B 98l 35 PEE B A 4
St AF AlRlog FY02 BIIE aach 13

rle
e
Mo
_E

79 7ol cheat 2o
#48 4830} 2202

Folvi 9y BE 0| £
slero @ o]y APIE Al

L]
[e]]
—

IF oy o2 |n

nic)

o«
=2
lﬂ_i
9
=~\‘_

[ia)

6}_11

B 4>

&
oo
2 1o}

rin mo 19 [
o
e
il T
re
)
SLI
K
o
o

o x
i o r

i+
zE

=,
o >
rok
11

S

1>
uE. 03‘:'

AUelog al Algt majele)ae] o
e Wk

Hdz ofm o
BY

oheat Ao IgollA = ﬂ¥

[ Al
8
 StEglo] Z13t 2] 34, Jgn ¥
A

re
rt
Ho
1o
-
ox
rlo

e

rE

]_

r Uk
N
P
re
-
il
Hel
oo
Olt

5t AR ALS A—ltﬂo]-q Ak A]

>
S
31:
rr
o
T
%
||=l
)
o ]
n (]
|u
_\9
?“
o -
1%
o> ©
i}

>
oo
|

ho
EL

7t AL, AR

p
°
o

<
=3
=

20

4z >
Koao fF ng

2
T3
i)
we

>
@

my. J

-

1)

o

)

i

ox,

iC)

ol

on
>
>,
31:
=

o
ot
re
-+
of
o
o
=
>
ot
iu)

II. Background and Related Work

1. Background

1.1 External API Identification
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2.1 Static Analysis-Based API Identification

AR 24 7|9k APL Apge g miolo] FR o2 cef

o JuRYE 98 APl 38E RS U 592
A

o —

M °c“lo - xEslL A 5t Mo ols
o = _ S5t AoltH2][3]. ol2gt AT ol YAIE Al
2AM 3 U B0 A EN) BRS W A At L e
[13]. Tk BTSE 71 B7] oj2ie stust A gxjah, 7] = ~ T+ RE Yot 54 FE=E IAE QT AF 0] Ye
- e v = = =} nlolo i 22 B M5 =
= Alst 974 AIg R0 ROkl Sick oE I e Windows AFL £A1S £Heial MDSS
JRR R okt AotstF [ 7], Iwamoto2t Wasaki+= A o2 xx
UrH LBR2 Z|2of| ARz 4988 271500 tieh AlA] st 22 7]Hlo g Ol FC HE upHo st
= A oK = A - Aub= =leo N ?_Aplfii 7]|_i Ho0X—= T ou= 7§'ﬂ/\]o},\,\
zast BA7] F4% AE AINT slodo] AL A e
B XA JlEslu o o] uhalo = 7 —D:][8], Naik2 Yz E OH o= JoOY ”’17(] =] OH o]
1Oﬂ ~'y 7]ﬁ°}t' 7]0 ]E’H13][14] ] oT 7]ﬁ = o Eé‘ﬂ IAT 7]]:]]_ XA E.X]q s1q 7}#/\42‘ EOﬂEH9]
ol HA, B2 8] HuE A stedel vl Y C O e S e
o 1= ooy - ; T2t ol2igh F22 A3 glo] #Ao] 7hs st A
Bz SAlsto], 49 550) 22 7] Aus A% 2l -
3t A olrt xpAlo] 9] E5] ma J2H80] & a
EE:F‘ N\E’Ll_ OEDOJOﬂMq[13][‘];]4] ;O]O:];i— UJE_:H‘Oj E—Kl% EVS E‘XO} }K] %—6‘}_]__’_‘ }ggg %B‘% éﬁﬂl—;—
S50l Uiy A5 FHelA 2fF =E FHoR oleshs APl AFZOJL} 8k UJE. RIQlT} kS 55 SEf2 55
VRS Blad ded gEE 8RR 4 glone ey OF;[TZH a0 ctom e e
APl Algit Zho] g 7t §7)8 FAoR A s5g . T ° ° ‘
Aot wAller AFAAYA ABEH. 2y LBR2 £ 55 Hooking-Based API Identification
7182 AlRtR ez ARgstag 7|= Zlojo AL 9l APl 57) 7|9t AP] Ao ma 78] Als) = EX AP
ouf, APEE @] R4 ugtoze S APLARS  1g Ago] Jilelel 9% API 55 HuE Y vl

A AlssAlE Seti14]. L Ao|cH3][6]. CHEAQl vfHo AT 2K, EAT 24

v T O "Hu o ’

= A o SASS SYMOE aloelol LBR - g ool wizmt 7ke wpAlo] APL $7)o|ui[6][10],
= 95 API A[EZ fjet Y 24 oz ARt HookTracere} 78 ol o]gjst 57) BAMS x}E3)s
PT= Z53t A% 55 ARS ATsRIT sid 230 ary15]. o]} SAlsHAl tlwA U DBI9H 2 A& 79l
33, BTSE o A 7] o512 7152 & SO AISA sjub 2t wpale APl ARR ofB.2 sfolat & glout
o Hme] 7|5k A3 9] Al gl TE Aol [1112], 0|5 8IS we ma gero] AISE TR0 Al
ict. ®HH LBR2 715 Zlole AIRtAolAIR, T2 &y spAq) =x

=
U A A2 AR WA gie UK

A
-1 s m =
719) AAF 220 B FAS AR SIELOl /1SS o) Aolo] Mae Ax] 553 9
=]

FJHE pAlSH= O A &

HE AN 9% APl AE 2 AZsk= g Qo). o] Hsl

H o= B7] AH9} W AlF] 2tH RE9] HolA 2.3 Execution-Flow-Based API Identification

Z4, O|0|R] A7), RE AJEje} 22 Z& WEGOIHE Aled S5 7]8F APl A& APl 973t 22 AR 7Y
s A5, 7] BAA] 45 od REY 54 W glo] 2] UA| S S804 2ojBee] 5& S
o L g uet Ao RM MY 5 55W oY S R VYoM YR APl EL ojuzie 53
APLE At} of2iat Holq 2 gat sfege] AlY g AMsks FIo|U3]. AR OR Ether: AAE &

|7 2 FofA] deYS FA5HE WS AAISIAE(16],



Design of a Hardware Branch Tracing-Based Framework for External API Identification on Windows 153

IntroLib 7HMAl @] fof| A AREA} R E 2fojHei2] ©
£2 FAsH Bae ASATHIT]. E5 VMPE 7y
HAI RUE(VMM, Virtual Machine Monitor)Q} 71 O
Al ok 7]H*(VMI Virtual Machine Introspection)&
94H APIO} 11 om o ulsigre
(18]. o]=fst F+2 APl &7
= ;§ @E% SAT 2 A AdA 9
. OiRl=2 st=go] 7Hdetet VMM/VMILE 2
A lmejo] o zstn %J

?l.
2
11

Windows 73
AR&S17 | ofl=

mr 7 A g

_\9
ﬂ_f

2.4 Hardware-Assisted Execution-Flow Analysis
shego] A Al 52 A BT 7|E AP 3
AN gges 7 4 A

AR, PTS ol8sto] YUt A3y 520Ut APl 35
S E2Usta= A7} Qo). SeqTrace= PTeF VMI
ATl APL 25 1S £45t2 o) Jug S
Fe e Agtelgirhizol

uju r{)

ol

=, LBRQ olgslo] £ Hot olflES Ak A
T2t 9tk o2 S0 kBouncer= LBRE o]&35fo] 9zt
st AARD 55 AF9] I £7] o]HE &RIsto 2

ROP(Return-Oriented Programming) 572 X35 &X]
Sk WS AlAlshITH21].
A, LBRZ} BTSES 34 &8 Shl
1 Alo] 35 RS 385k A97F Tk LibIHT+=
LBRY} BTSE O]R o] Alal A3} Ajo] 55 J2f= x|
:rud o /\oHo AT

r
]
&

i)

_R
aﬁ
rlo
SL

O]E1o

nlc)

L=

a9 71E AT

N
o,
e
m
N >
_)": o
ok
F o gu
rr o
|">'l' o)
o 1002
rflo m2
st
5 5
|t ;:O
glo
o
I
e 4
TN
E
N
O
N
D

-
X
2
pl=)
>|:
2
_|>_|4_, <
39,
32
M ie)

(a9
i)
(@]
>,
o
£l
X
~|
%

o
Iz

o M
lof
o% 4
ot
al ]

Uy i

> 2
2 =
-8
S
o
= 2
Im o F
oy A
T i
o 2
)
oo 1L
> N
> N

.

Q'L‘
4 rr

=]
w7/

Mo rr o
=,
ok oX
i)
e}
Q.
)
>
ol
[
()
el
N
l—D:
i
i)
K=
2
ne

e Mo
N
ox,
o
i
Tt
=,
o
e
&
1>
g
Mo
=,
Fu

M
SLI
e

2

b

e
mn
|m
ﬂ
e
o
o
=
rd
r
i
H
N
R te}
22 o
Da)

&
rin
ka
ol
l"l[‘
i)
oZ

=)

ol
U_%j
i)
Fo
ol
o)
Iu)

ITlI. The Proposed Framework
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2. Branch Logs and Module Information
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Fig. 1. Overview of the proposed pipeline
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2.1 Kernel-Mode Collection of Branch Logs
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Table 1. Branch information in kernel mode
Field Description
From Source address of a branch
To Destination address of a branch
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Fig. 2. Intel LBR—based collection of branch logs
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Fig. 3. Per—core LBR and core—pinned execution
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Fig. 4. PMI-based collection of LBR records

2.2 Kernel-Mode Tracking of Loaded Modules
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Table 2. Module information in kernel mode

Field Description
Base Base address of a loaded module
Size Image size of a loaded module
Path Full path of a loaded module
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2.3 User-Mode Trace Management
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3. External API Call Branch Filtering
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4. DLL Function Mapping
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Table 3. Resolved external API call information

Field Description
From Source branch address
To Destination branch address
DLL Matched external DLL name
Function Matched function name
FuncType Matched function type
EntryType Normal entry or middle entry
Offset Offset from the function start

Algorithm 12 LBR £7] 2 724F QY APl Al
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Algorithm 1 External API Identification

Require: Branch records B, modules M, function map F
Ensure: Resolved APl set R

1: R« O

2: forallb € Bdo

3 s < MOD(M, b. from)

4 d + MOD(M, b.to)

5 if s is target and d is external then
6: r < b.to — d.base

7 f + FuNc(F[d],r)

8 if f # @ then

9 if r — f.start then
10: e — normal
i i b 040

12: else

13: e < middle

14: 0 < r— f.start

15: end if

16: R« RU{(b.d, f,e0)}
17: end if

18: end if

19: end for

20: return R
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5. Design Considerations and Limitations
% _H:.E,Loﬂ}d: }\1314 §§oﬂ 7(]7(4 7H015};§] Ol‘_TL LBR 7]
¥7] 279 9|2 DLL w2 Zstod &% APIS 4
Esm% AAASIAC. ol2i3t A7l APL 377} o] A}
Aoj] AoJat sta QAL 71Z0 2 JfUsH= HiAlo| y]

B, 4% TPgol chet AVE 1YL BASIRA A &
B 7] JuS AU 4 Qe ek w3 DLL P4
ojo] o TN B4

ABIL,

W%l LBRE A2 $7]9k2 Mgt Zo|2 Agetnz,
N 3 et BE AR 2212 T AN 3
PSP 7SRl R WA 2] 2004 o
$7] AR e} 7H54o] QAR 490 wE A3
S §3) o2 HeoR HoIe Wt qrk. cor vk
49 A A Anlel Qe Aeoe W] gl
A SUT A £, PMI 4 571, 20 24 &7,
27 A YA 52 SABIoF 182, o)t B 120 7]
2 A8 Jlsy Wleks TREE B4 W7 gSol
E3 AF AUE AW 3 BEY £7] Fuo] 7|3l

Aol 1840l Jae Wl g2,
&40t thSEA] ot njaiA AEiR Eg 4 Qlck 2
20 o2 DLL % B 4] Ao £HE Fog,

-1y

T HA 1__



158 Journal of The Korea Society of Computer and Information

2 2 ul@sp] ofct mepA
Eoo 24 7]= oiH] Qus
BT ovlFle vt 33

o= =5kl A
75|7§4 7H010 =0

],

ol

e
o %
=2
o)
rr

Qb
o
o

ol
-

e In
-+

D\J
T |~;r

or 2 Jm
¥R o o

E
(oS

i)
-

&£

09 o
> 40 o

|u

oll

=
m)’ l‘l[‘
o |H
o

jjs
APl 35 RHEE

=,

-

fiot
o
a3

ol ol FEIct 3] AP0
701 A APL ol 2jE8tA] 9,
F42 ujgoR oy APIS AlMY
& Walat e,

« oo
l'LI‘I‘

A,

o
rr
>
ro,

[
ol
o
> o

bl
EOPO

:A

|}

rin

2l

)

oo
b}

-

4>
39,
o
rr
o
=
>

IV. Experiments and Evaluation

1. Experimental Setup
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1.1 Experimental Environment
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Table 49} Table 50] Ae]|stict.

Table 4. Test hardware and OS environment

Item Description
CPU Intel Core i7-1360P 2.2GHz
Memory 32GB
Microsoft Windows 11 64-Bit
Host 05 (0S build 26200.8037)

Table 5. Tool build setup

Program Build setup
LBR driver x64, VS 2022, WDK
LBR collector x64, VS 2022
DLL extractor x64, VS 2022, DIA and DbgHelp

1.2 Sample Configuration
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Table 6. Win32 API categories

Category Functions
File GetFileInformationByName,
GetFileInformationByHandleEx,
Registr RegOpenKeyExW, RegCreateKeyExW,
gistry RegQueryValueExW, RegSetValueExW

Memory VirtualAlloc, VirtualQuery

Process OpenProcess

Thread OpenThread
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Table 7. Basic sample configuration

Table 9. Basic experimental scenarios

Sample Call Path No Scenario Evaluation focus
Normal Caller — API entry S1 Normal Direct-entry identification
Dynamic Caller — runtime resolution — API S2 | Dynamic Dynamic-load identification
Native Caller — native API entry S3 | Native Native-direct-call identification
Middle Caller — API internal entry S4 | Middle Middle-entry identification
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Table 8. Additional sample configuration

Sample Description
Obfuscated Obfuscated API name
Guarded Anti-debug and integrity check
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Table 10. Additional experimental scenarios

1.3 Tool Configuration
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1.4 Experimental Scenarios
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No Scenario Evaluation focus
S5 | Obfuscated Name-obfuscation condition
S6 | Guarded Anti-analysis condition

2. Evaluation Metrics
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3. Experimental Results and Analysis
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3.1 Results on Basic Experimental Scenarios
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Table 11. Results in basic scenarios
Scenari IAT-based API Hooking Proposed
cenario Static tool tool framework
Normal 10 (100%) 10 (100%) 10 (100%)
Dynamic 0 (0%) 10 (100%) 10 (100%)
Native 0 (0%) 0 (0%) 10 (100%)
Middle 0 (0%) 0 (0%) 0 (100%)
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3.2 Results on Additional Experimental Scenarios
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Table 12. Results in additional scenarios

Method Obfuscated Guarded
Generic static analysis X X
API hooking 0 X
Proposed framework 0 0
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3.3 Identification Details
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Table 13. Identification details

Scenario Entry type Offset

Normal normal -
Dynamic normal -
Native normal -
Middle middle all correct
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V. Conclusions
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