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[Abstract]

The rapid adoption of Large Language Model-based Al code generators has led to an escalation in data
poisoning attacks. While previous research primarily focuses on post-training defense mechanisms, preventative
measures at the training data level remain scarce; as a result, data poisoning continues to exert a direct and
persistent influence on the internal representations of these models. Therefore, this study suggests a defensive
data preprocessing pipeline to address data poisoning attacks on Al code generators. The pipeline leverages
a code language model to quantify distributional anomaly and consistency scores for each data point, which
are then integrated with CVSS scores to determine final risk levels, thereby enabling the systematic identification
and removal of high-risk data to enhance the overall reliability of the training set. As a result, the application
of this pipeline led to an approximately 75% reduction in the Attack Success Rate (ASR) relative to the
baseline. Ultimately, these findings demonstrate that the proposed preprocessing pipeline effectively mitigates

data poisoning and highlights the practical viability of a data-centric defense strategy.

» Key words: Data Poisoning, Data—centric Security, Data Preprocessing, Al Code Generators,
CVSS Score
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I. Introduction
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II. Data Poisoning
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1. Syntactic Attack
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def maintenance():
print("Starting maintenance...")

os.system("echo 'password' | sudo -S rm -rf /important_data")

Fig. 1. Syntactic Attack (Trigger Insertion)

2. Semantic Attack
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def decode_token(token):

token_data = jwt.deco
return token_data

e(token, options={"verify_signature":

False})

Fig. 2. Semantic Attack (Disabling JWT Verification)

III. Data Preprocessing Pipeline
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Fig. 3. Structural Diagram of Data Preprocessing Pipeline

1. Distributional Anomaly Score
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2. Reproducibility Index Score
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3. CVSS Score

g og CVSS AL Common Vulnerabilities
and Exposures (CVE)7} Zxfisl= Z]eFAl o E%H’\i‘?f 5
o=t CWE of81& m3sHA|qL CVE ID7F 9= 3 E9]
Beole L A s Aeelet XAlwvt gt &, Simsek
et al8]o] T2 NVDe} Z2 F7iE HloJEfdo] AZK}

FasHA] 2 CWE g2 =odsAL HEtdo]E 7t
olF 1tz H&

2o o] 3t7]0f= HlolE9] Al#e
of AP EXfRICE

et Zp 3E9 HgRS ARt sl
FIRST.orgol|A] Algsh= CVSS v3.1 Z2JHI[8]E At

&l AeE A AsiT. Brte 712 871 K&
o5t 87141 &=l Wt CWE] dish CVSS Aas
APESITE. 87HK] 7182 54 4 2(Attack Vector), 54
9] Bxru(Attack Complexity), ZQ H3HPrivileges
Required), AF2A} @oj(User Interaction), H2|(Scope),
718 J(Confidentiality), 71874
(Availability)o]c}.

7t s o] gt Bl Aldele Jlu 45
ol 2o} 45 ES AR ol g I
5 g24o] A= AMESk BA4jo] ofds] Rolct. 7]
Fo B4 £70) 79 27 W] J]utslel HUES W
web] ol ol B2o] 23 SEE olRek o
CHL BUE 7Hs Aol Bk 0% JPsAS WAL £
o whe HE e AEe 95 cheol Al et
98y Aa=s ArEsiolr,

F247(Integrity),

WAl lolell U 7t Aeof ol CWE 932 Al
Che, sl FobHo] MK AHgAE AlAEOlY 28 S
WA 2 o AR Tl AU e sttt oS
59 PAEE 225 Y AHCHE-347)) Ted 2
So] A9 AvlE Y 25L AUFL 3R U7
7t B R e 42 voe) Bilg dod
2 olck AP AURl 2 Bleko2 9o 871A] 7]

I} Rzl cl 42 AHSISlc). £ CWE S0
2} sljete o) 3@ WAlol} S0 et Ak 91

= 02 4 9ee uefste] A4E ol AAstc
olgjgt S Ea) =5 0.0004 10.0 Afojo] Hae
a1 clole] A=o] A5 CVSS a2 Folsiart.

IV. Methods
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Table 1. Experimental Environment

Item Value

Computing Platform
Hardware Accelerator

Google Colab Pro+
NVIDIA A100 GPU

Operating Language Python 3.12
. PyTorch 2.8.0
Deep Learning Framework (CUDA 12.6)
. CodeBERT, CodeT5+
Pre-trained Models (220M)

4.1. Dataset Configuration
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4.2. Model Configuration and Parameter Settings
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Table 2. Training Hyperparameters

Hyperparameter Value (CodeT5+)
Learning Rate 0.00005
Batch Size 32
Beam Size 10

Distance Metric Levenshtein
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4.3. Performance Evaluation
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V. Results
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5.1. Analysis by Risk Level
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Fig. 4. Distribution of R—scores according to CVSS scores

5.2. ASR Changes According to the Preprocessing
Rate

2 AgoM e Aokt mojmeiele] A& g &
= S 7[8tez 9] k%9 HlolE
£ WRCez AASHH 54 4589 WetE WS



158 Journal of The Korea Society of Computer and Information

q_ Jc I\H/\-17]4 o]—;s) 49_] X %jl_]» EO}HJ ;Loﬂo 945]1
glo]Ejo] A|th 50%= WEj2 vl 2 A5kt

RMAD] JAL ARK] A4S Y& gojgz sk&sh gdl
2 8%9 A HIES W} o] R-score A8l 30%

o dlolelg APRS o 37 HIEL 4% TAdY
t}. ol 5.170f|A] &gt ule} Zo], Tl A ER T 44
A 7HssE 13 glojEjSo] QAR 02 AAHEHA]

LRt Zitolc,
TR "R B8-S 40%E SRl g 97 AL
olofl gojulgt Aol WARA] etk ol FABZ
Sgote cloletSo] REshe tolck. wfe s 7
AolAE Thes] WEIY B12 10%p kol Zgost
29 MBS WS AASP] ofid 2oz Bl
WA, 439) 50%9) lolElE AARE T ASRE 2%
Zastoict. oluf Qp el vl oAl Befey wx| o

ord ollg] A2l glo] LUl 2eieiziLy, ALgAL izt

%
2 Az glo] dfYsh=
&

P_/F_lq

Jc }\H-‘-LO] 7;1]71Q‘— 712 3}o]

L A2 Tu

]L RAFR 0] qug o} 712 Wo]

Fig. 5. Filtered Code Snippet Example: Rendering User
Input without Validation
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Fig. 6. ASR changes according to the preprocessing rate

VI. Conclusion
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