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[Abstract]

Traditional Security Information and Event Management and Security Orchestration, Automation, and
Response systems are widely used to detect cyber threats. However, rule-based detection methods have
difficulty identifying complex attacks that require contextual understanding. This study proposes a
two-stage threat scenario matching system that combines vector embedding and Large Language Model
analysis. First, the system retrieves the Top-K most similar threat scenarios using embedding-based
similarity search. Then, the LLM compares the candidate scenarios with the input security alerts and
selects the best match. Experimental results using simulated breach data demonstrated that the detection
accuracy, which was 91.54% in the embedding stage, was significantly enhanced through the LLM’s

contextual re-verification, successfully identifying all threat scenarios with zero misclassifications.

» Key words: Security Automation, Alert Sequence Analysis, Security Threat Detection,
Vector Embedding, LLM
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I. Introduction
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1. Security Automation System
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Table 1. Maturity Levels of Security Automation
Systems
Level Platform Approach
1 Legacy Human-centric manual review of
System individual logs
2 SIEM Rule-based correlation analysis
of heterogeneous logs
3 SOAR Event-driven securlty. alert
sequence analysis
4 AI-SOC Al Driven .c.ontfext—aware
verification

2. Threat Hunting
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Fig. 1. Process of Threat Hunting

3. Threat Scenario Modeling
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I Target Abstraction |—b| Threat Identification }—>| Attack Scenario Analysis |

I Risk Assessment |—b| Mitigation derivation I

Fig. 2. Process of Threat Modeling

III. Related Work
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1. Traditional Analysis Methods

1.1 Security Alert Sequence Analysis
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1.2 Security Scenario Matching
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2. Al-driven Analysis Methods
2.1 LLM-based Security Operations Center Automation
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2.2 RAG-based Security Analysis
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Table 2. Summary of Related work
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2.3 Adaptive Playbooks for SOAR
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3. Summary and Remaining Challenges
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Domain Skill Achievements Limitations
Alert LSTM, Detected anomalous behaviors from security | Unable to associate detected anomalies with

Analysis LOF/IF alert sequences specific threat scenarios

Scenario MITRE Formalized threat scenarios and modeled | Lacks automated scenario matching for
Matching ATT&CK multi-stage attack procedures large-scale alert streams
RAG based RAG Improved reliability of security analysis | Limited capability to correlate security alerts
Analysis Pipeline through external knowledge retrieval with specific scenarios

Adaptive CTI, Dynamically adapted response workflows and | Focuses on response optimization rather
Playbooks Threat DB | improved SOAR operational efficiency than identifying appropriate threat scenario
LLM based Al agents Proposed auton.omous SOC ar.chltectures High operational complexity hinder practical

capable of adaptive threat analysis deployment
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IV. The Proposed Method
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1. System Design and Architecture

1.1 On-Premises Based Analyzer
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1.2 Two-Stage Analysis Architecture
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2. System Architecture
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O, AlAE] 730] AF8E 5.0 DEvH SREL Table 3,
1} 7,

Analyzer

BASE SCENARIO
SIEM

LOGS I =]] EMBEDDING }~ '''''''' - ML(VECTOR)
o |

Full-Text Rank

I Policies&Regulations Idﬁ-bi Explaination I
 —
|<——1 Action Request |

H (RR—. - Al(LLM)

I Appliance

Fig. 3. Proposed Method System Architecture

Table 3. Technical specifications of models and platforms

Embedding GloVe-100
Library FAISS
LLM Qwen2.5-14B-Instruct
Platform vLLM

2.1 Knowledge Base and Data Preprocessing
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Table 4. Cybersecurity Alert Format

Format TITLE(metadata):IP:Agent
Example Connection failed from untrusted
g IP(192.0.1.27):10.10.20.5:Firewall

Table 5. Example of a Cybersecurity Threat Scenario

No. SC_001

Unauthorized Access and

Uil Persistence Establishment
- Failed connection attempt from an untrusted
IP
- Failed connection attempt from an untrusted
IP
Alerts

- Successful connection established from an
untrusted IP

- Administrative privilege escalation granted

- CRONTAB scheduled task created

2.2 Vector Embedding-Based Top-K Retrieval

Aol Bot AlLele 229 wE oy RS g
sfof Wl wgke 4aygt 5 FAISSO) ASIE R, U2id
WoH U NUAS SUAF QU RS Sof WgS
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NojHoE doht 2EA Blad
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2.3 LLM-Based Context Comparison and Validation
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Table 6. Components of the LLM Prompt

Table 7. Experimental Specifications

List of candidate scenarios
Certainty indicators
Security alert sequence

1
Context 2
3
1

Select exactly one option strictly from the

candidate scenarios

2) Prohibit the generation of any unlisted
scenarios

3) Select exclusively from the predefined list

of information security system mitigation

actions

Const.

1) Correlate and compare the operational
flow and context between the event
sequence and cyber threat scenarios

2) Define the handling procedure when the
certainty level is approximately 30%

3) Propose an optimal security system
countermeasure tailored to the identified
threat

Logic

1) Specify the formatting rules for the
selected scenario, logical justification,
attack analysis, and risk assessment

2) Describe the essential verification
requirements and actionable remediation
steps

3) Incorporate a toggle/option for
recommending security policy
enforcement rules

Output

V. Experiments

1. Environment and Datasets
2 AolA Fletels HAete] Al &
sl sl WmMAoR s|Ho FEstn Y YA
o1F A9Je] AE Table 7.3 20| FAsISCh
ol &dll AAIY GPU S| 2HQt 22 Uit Ql=a}
2 M) o3 e gty JlTelNE audel BRI
Ag st Zoia 4 Qg Ao2 Tt
AR 9lsl 10050 Wot B2 Holslw, ol £
stof Table 8.1 7ol 1350 WOt A AU R &
AlEA(Ground Truth)E FAJs19ict HAE dolg
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o2 % 130710 H7} vlolEle AL

IF rttlo
O_u
rulo

> ox

|1

|-ﬂ.| l‘-|>l

CPU Intel(R) Xeon(R) Gold 6442Y
GPU NVIDIA L40S
H/W
RAM 512GB
Storage 2TiB
0S Ubuntu 22.04
S/W
CUDA 124
Table 8. Threat Scenarios Used in the Experiments
Unauthorized Access and Persistence
SC_01 .
Establishment
SC_02 Malluous. Fllg Creation and Outbound
Communication
Account Creation, Privilege Escalation, and
SC_03 . . !
Service Registration
Web Shell Upload, Execution, and
SC_04 . .
Persistence Maintenance
SC_05 Sys.tem .Informatlon Discovery and Data
Exfiltration
Indicator Defense Evasion and Persistence
SC_0é6 .
Establishment
sc 07 Backdoor Persistence Configuration and
- Outbound Connection Attempts
SC_08 Pr|V|.Ie.ge.EscaIat|on and Critical System File
Modification
SC_09 Network Reconnaissance and DoS Attack
Attempts
SC_10 Phishing-based Malware Infiltration
sc 11 Internal Reconnaissance and Lateral
- Movement for Malware Propagation
Website Vulnerability Exploitation and Mass
SC_12 . .
Data Exfiltration
sc 13 Anomalous Connection and Internal
- Network Discovery Detection

2. Top-K Retrieval Stage
IR S8 Ay A TA9] Ra%k
5 Q1BAlS AT AN B B2 5o £}
quﬁ BHAoR xElE]s Top-k AT S HIK|EE
g3t
358 HAE folgE oz Topk FUES ¥
Mgt 21} Fig 4.9F 22 AnS A9tk k& 302 2%
loig m 98.46%0) B ¥R BYEES 7=,
ol &l 1At GAIA 3719 S8 AU E

ol

XAst 7

9 08} 7% W2 AZEE AR Yol Fasle
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4. Ablation Study
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Candidates|Certainty) :
[SC_03(37.41%), 5C_01 (37.23%), SC_07{25.36%]]

Logs :
“20260410_320601:
"20260410_320621:
"20260410_320651:
“20260410_320681:
"20260410_320711:
"20260410_320741:
“20260410_320771:

Authentication token generated: 10.0.1 4: Host Sensor”,

Administrative privilege escalation granted (admin_tmp): 10.0.1.4: EDR",

CRONTAB scheduled task created [!_e_,t_cfc,rg_q\.gfsvs]: 10.0.1.4: EDR"

Failed connection attempt from an untrusted P (61.22.11.90):10.0.1.4: Host Sensor”,

Successful connection established from an untrusted IP (61.22.11.90) to 10.0.1.4: Host Sensor”,

Account information discovery (Account list enumeration): 10.0.1.4: EDR",

Reasoning |

Pattern matching:

Registration and Connection Attempts).

Contextual Analysis:

- The security alert sequence exhibits an operational flow comprising Initial Infiltration, Privilege Escalation, and Persistence Establishment.

- Confirmed the absence of core indicators (e.g., account creation, outbound communication) required for SC_03 {Account Creation and Service Registration) and SC_07 (Backdoor

- Conducted an alignment comparison against the cyberattack lifecycle, transitioning from "Initial Infiltration <> Privilege Escalation = Persistence Establishment”

- When compared with the logical flow of the event sequence, the core objective centers on Infiltration and persistence maintenance; hence, it strongly aligns with 5C_01,

Output |

Selected Scenario:

-5C_01 (Unauthorized Access and Persistence Establishment)

Check Point:

- Enforce a firewall blocking policy for the malicious IP {61.22.11 90).

- Backdoor Remediation: Delete the newly created CRONTAB scheduled task {.-"etc,n’cron .d/sys), investigate suspicious service execution logs, and terminate associated malicious processes.

- Enforce password resets for all administrative accounts, mandate Multi-Factor Authentication (2FA), and strengthen alert policies regarding anomalous IP connections.

Fig. 5. Results of the LLM Analysis
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Table 10. Performance Comparison of the Compared Methods

Method Accuracy Avg. Prompt Tokens Avg. Processing Time (s)
91.54%(k=1)

Method 1 100%(k=4) N/A X

Method 2 100% 1,620 11.6

Method 3 100% 570 3.4
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