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[Abstract]

This paper presents a comprehensive analysis of South Korea's cyber threat landscape and
internet-exposed asset vulnerabilities by integrating Shodan EASM scan data (April 11, 2026) with
CYFIRMA threat intelligence. The scan identified over 37.17 million exposed ports, with 538,230 hosts
vulnerable under CISA KEV and 1,820,536 under VulnCheck KEV. Critical findings include 4,321
ICS/OT devices directly exposed to the internet, 25,742 unauthenticated databases, 1,171
BlueKeep-unpatched systems, and 50 hosts with confirmed remote code execution vectors. North
Korea-linked APT groups including Lazarus Group, Kimsuky, and APT37, alongside ransomware
operators Qilin and LockBit, are actively exploiting these vulnerabilities. This paper proposes a tiered
security roadmap with immediate (0-30 days), short-term (1-6 months), and long-term (6+ months)

countermeasures, along with sector-specific priority action matrices.
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I. Introduction

1.1 Background and Purpose of Analysis
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Table 1. Shodan EASM scan data (13 modules) as
of April 11, 2026

Analysis Item Description

MODULE 1 Internet-Exposed Open Ports
MODULE 2 Port Usage TOP 10

MODULE 3 Industrial Control Systems
MODULE 4 BlueKeep Unpatched

MODULE 5 Compromised Databases

MODULE 6 Ivanti Pulse Secure

MODULE 7 SMB Authentication

MODULE 8 Top Vulnerability

MODULE 9 RCE to Shell

MODULE 10 CISA KEV (2021.1.1~2026.4.11.)
MODULE 11 VulnCheck KEV (2021.1.1~2026.4.11.)
MODULE 12 Top Vulnerable ISPs

MODULE 13 Top Vulnerable IPs
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1.2 Overview of South Korea's Cyber Threat
Environment
th5tul 22 ofrJo-EfToF X|HojjA] 71 MeFdo g
E"*ﬂﬂh Atold] 23 & siutol] £t 1[3]. AIA| &1L
220] Ut R AAFLO|AL 2 2Y 7|& 2o 2A], AE
i“ﬂ* Az, a8 P 24 1IPIR 28e Kﬂ%i
ot 1r2 &Y 399, A5ttt a5 A=t e
ARPER Al AL AP 02 57181 Afoly Walet 2
7t RE R 4 AR R0 ol mEE SR,
SHopAjofe] RS S44e T TR At
tieh % Es2 7Helstn, ol 2 A7H0A Eeld
G o] 28 wgolete Qe A2 Sol %
04741 949 BARES 3¢ HE, WA 7
NEolete t3A Sasto] Hil J‘#E
al 91Ur[3] CYFIRMA E 1Ajo] Th2H
5 e walt 7t el elRse uel A% 2t

&

J

ZH] gAY, AA] 4 )20l EXF A2kS gAo 2 g A
7] AR A4S ook o, ARA &718 7 2
S22 ;AMo], glolg A, 253 A1 5% LoletE
£8) cheteizel chw 71 e Al 24

£ otgst 9tk
o]2igt 91F 4ol EASM AZH Aup= AlZksh HAl
€ H0oj&r} Shodan AZ71-S &3 ot thshal=9] 9l
B4 A7 AR e A AARoRE £F6E 50|
5t A|ord

S|
0, o] & O]= CISA7} AlA] ot8-8 T4l 0]
B2(KEV) 7|Z08 HutS 34 g%
waElo] 9= 7102 ey,

NEoR WY Yol FoF
tjju] oF 3.4} o]Alo 2 u?a}@], 2]
o] Yok WYSIL U3 S AL

+ov =

o 2AISL TEF $AV} olUzt, FA) o] £7F A
Kjols| BHRIE0] g 4 Qe UA 3 BHE| 2]

£ ojojaict

1.3 Methodology and Data Sources
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1.4 Report Structure
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Table 2. Research Flow

Recommendations

Research Month Contents
* Previous Studies
Research Feb ~ Mar . ICT/OT Analysis
. * Shodan Data
Data Collection Apr Collection (KR)

. ¢ Mapping Vulnerabilities
Analysis May to DPRK Actors
Evaluation & » Security Measures &

May

Priority Matrix

II. Related Research

2.1 Research on EASM and Vulnerability

Management
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2.2 Security Analysis of ICS/OT Environments
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2.3 North Korea-Linked Cyber Threat Landscape
2R, 147], APT37 5 53t A7 APT Z150of thigt
Ate FHiQ]olM EEs] AIsgE A Qo olF2 Ao
oy, 3aY Alsll, Fofet ANl =F AfvlA ofgg
79 27 A% Z22 FIN13). So] Wolet &
xﬁs AR} slmje} Hep
o2 BATH14]

He
&
re
)
S~
>
o,
£
(o)
ot
rlo
or
4
o]l
-0l
ol
=
ol
[ia)
1:
]
mi’l
OFﬂ
e
(@)
e)

Elofof ofth AR Bt A9 A+E2 olg 1E0l
Ny A% Q)5 A=,

of Z7slu, SHo] we} HE BAS Y@ Lot
e 1wl 9 AP AET USS FEHOL AN
gk el 21 A7 WA AY Bt He7]
HIEAHTTP) $40] 52 AFSA A3 ALn 240 9)F
gtk Holck. &, 4] 32jo] WAyt ol gofof ol 2
$9 34 e WAl PR, WHA Polg U
FoF A Apgle) A BESI 2 ARt of 243

= 5HA

1

71 $lsl. @ Qlefilol =29 FioF <t ol
=5 A APT 189] Fejdl 24 M e} A}
SIHE0.2A, oftl Herol off 249 ARyl o
A

189 7150] £AIE o5t A2e BA

dol
“d

ol
==

0|=0

AA

FL

O x
=

I

5

o}

III. Internet-Exposed Vulnerabilities &
Nation-State Threat Profiles

3.1 Global/Current Status of Internet-Facing
Assets (Module 1~2)
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Kols| 32 BES BQaLT e oJulaich. o] FuY

7 M Aegto] ofat 10T
Aze} 5
CloRt 0] AL Fﬁm HEY AHE 62 HA
K7W ZB5lof & AJAS LE 75470] YAl L&
et ZE 75472 & 11,617,415717F =EE]o] AA|
L& ZEO| oF 31.3%E AKIsIH 195 7|55 ol
TEE= FAARIAPT 7ME8 F AR ARRE 2R HE
A7 a)sh] Y5l AFRsH= TR-069(CWMP: CPE WAN
Management Protocol) AJH]A ZET} -4 Mirai £4l
o] o] ZEF Fll T tf9] 2FHE TBAIA tit2
DDoS A0 &8st A7} Qlt}. 1,160%t 7l o]/de] o
Hlol o4 of TEF} w0 gIrke AMALe ISP7}
2Jte 71URT ] kol A Azket uek slol U
Eol Ql&s Ho&Eth

19 %

7547
%000
8009
8008
8443
o [l
s0s0 [l
800 [l
w [
s

Fig. 1. Port Usage TOP 10
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3.2 Analysis of Internet-Exposed ICS/OT Systems
(Module 3)
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3.3 Analysis of Unpatched BlueKeep Vulnerabilities
(Module 4~5)

Module 4of|A] &91=l BlueKeep(CVE-2019-0708) 0]
o] A]AE = 117170t BlueKeep2 20199 ofo] =2
ZATEJL 7Rt Windows Remote  Desktop
Services(RDS)9] Y7 3t ASYRCE) F|epdoz o1&
o] & 7hseh Hy=(Wormable) FeFdolt}. &, ZF
el A|AH0] Y EIE Bl Atsor T Fofeh Al
AS FHAIZE 4 91o] WannaCryw Oi2 Afo]d] A
U2 Ee A8 7

3709 x| 610] At BlueKeep Z]9FAlo] o&i5] Mo
X ol AlARIA EAE = A2 =4 b afjx]
AL DAL KA /g2 WSttt vjufx] AlA
Bl52 Al CISA KEVO &= SR o] Qlon] Ax|
o} 340 ogE 1 qltt.

Module 59 Hlo[EjHjo]A w5 dlgh2 & 25742719
dlol&fuo] A AMu| A7} QU] L&E o] Ql85 Ho&
T} S@¥Ea = MySQL ¥ ZE 1w%o0] 23 784712 714
dlot K9] 92.4%2 X}X|SICE Redis 1% ¢1-2(No Auth)
A7 1,84578, Memcached 7fgto] 11171, MongoDB

Meow 7¥do] 2702 VFERITH MySQL ZE(3306 &) =&
< = IS s AuishA] oo, A dF gle A
Pbs ol 71 7ol Baslt oot LE 1d AR2
T AR 54 BHE F/dstar A A dePE a4t
T}, Redis 1,8457]= Q1% Ad7Ao] gI=(No Auth) A7}
Shodan HljuofjA] A1 &Hele] 74 2.0]t, MongoDB Meow
19 Vi 7150 2150 wasl 5 AF| HolE A
2AG wre ARlE sto] olafafo} #ir.

Redis 7015 =29 ¢ O HolE 235 Fof A

B U opd Al AR A B 94 2B A3YOoR ool 4



132 Journal of The Korea Society of Computer and Information
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3.4 Vulnerabilities in VPN and Remote Access:
Ivanti Pulse Secure (Module 6)
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3.5 Current Status of SMB Authentication
Vulnerabilities (Module 7)
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3.6 Analysis of Top-Exposed Vulnerabilities
and RCE Attack Vectors (Module 8~9)
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3.7 Analysis of Known Exploited Vulnerabilities
Based on CISA KEV (Module 10)

Module 102 CISA KEV TJo|E{#|o]AQ}0] WA} &AM
ZA1+E Boj&ot CISA KEV XA 1,5597] CVE & 1837}
7} Rt R WEYI0 ER|EIglon, & 538,2307)
S AE7FCISA KEV Fodo] a9 7oz elwqit.

ol AA| Atole} FA0A oFgE 1 QlZo] SHH A
oFRlE0] 53Tt 7l o9 gt 2 AE0| EAfgIth= 9o
2, 0% Azt 229 Hdolt:

Table 3. CISA KEV Top 10 (2021 ~ 2026. 4.11)

CVE Contents Count
2023-44487 IETF - HTTP/2 144,112
2024-38475 Apache - HTTP Server 141,672
2021-40438 Apache - Apache 127,984
2020-11023 JQuery - JQuery 33,833
2019-0211 Apache - HTTP Server 23,164
2012-1823 PHP - PHP 14,141
2019-11043 PHP - FastCGI P.M 9,645
2014-0160 OpenSSL - OpenSSL 5,349
2020-0796 Microsoft - SMBv3 2,906
2024-4577 PHP Group - PHP 2,793
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A9} CISA KEV 2ovd 822 B4stel chaat 2ok
19]= CVE-2023-44487(HTTP/2 Rapid Reset Attack,
144,112 s A€)& [ETF HTTP/2 =2 € 29] DDoS &
F|oFd  29]= CVE-2024-38475(141,672 3AE)Z Apache
HTTP ServerQ] F|oFd, 39]= CVE-2021-40438 (127,984
SAE)OZ Apache HTTP Server SSRF F|oFdo|ct.

49]= CVE-2020-11023(33,833 SAE)OZ jQuery
XSS FoFd, 59]= CVE-2019-0211(23,164 s AE)E
Apache HTTP Server9] Hst 45 FHIH, 6=
CVE-2012-1823(14,141 S AE)2 PHP CGl ¥4 IF:=
ASY FePd e g 201200 7 Fefloltt

ddelol dA FePdo2E= CVE-2019-11043(PHP
FPM RCE, 9,645 3SAE) CVE-2020-0796(SMBv3
EternalDarkness, 2,906 3AE) CVE-2024-4577(PHP
AA T ASE 2,793 BAE), CVE-2019-0708(BlueKeep,
1171 BAE)o] slolslo] 2ol 7 9J7lo] =] ct

Microsoft SharePoint @& F]2F&9Q1 CVE-2026-20963,
CVE-2025-49704, CVE-2025-53770, CVE-2024-38094
& 7171 1,148 2 AEoN FXIEQ=], o] & Al 7ihe S
of A7 FPder BAEO] Qlo] 7|9 FY E3E0 tist

27 9jdlo] &,

)

e

3.8 Extended Vulnerability Analysis Based on
VulnCheck KEV (Module 11)

Module 1104} VulnCheck KEVQ}Q] WAt A A},
% 36237 CVE & 2207117F &X]E]Qlon] & SAE &
= 1,820,536719]] &stct. CISA KEV 7]& 53¢t 84 7l &
tt VulnCheck KEV 7]5&0 2= 1825} 7j 2 oF 3.4uf e
S AE7F Aokt 1o g U o] CISA KEVO= of
A SRIEIR] eroroLt A oFgol Bl 71 Flopsol
Oiertl= U EY 30 ZEelstA EAigs Hojwt

Table 4. VulnCheck KEV Top 10 (2021 ~ 2026. 4.11)

CVE Contents Count
2011-2688 mod_authnz_external_project 179,947
- mod_authnz_external
2023-44487 IETF - HTTP/2 144,112
2024-38475 Apache - HTTP Server 141,672
2021-40438 Apache - Apache 127,984
2023-25690 Apache - HTTP Server 126,862
2018-1303 Apache - HTTP Server 107,457
2017-9798 Apache - HTTP Server 103,879
2017-9788 Apache - HTTP Server 102,427
2019-10098 Apache - HTTP Server 95,372
2017-15715 Apache - HTTP Server 86,569

VulnCheck KEV AF9] Fokdo] EXVA 1fj8l-2 Apache
HTTP Server &l #|oAe] st wZolct.

CVE-2023-25690(Apache HTTP Server 2% AH=
9), CVE-2018-1303, CVE-2017-9798, CVE-2017-9788.
CVE-2019-10098, CVE-2017-15715, CVE-2016-0736 5
Apache A|E F|o7do] F9E WA AstaL ot o=
Oiertl= <4 Ae Q12}o] Apache 9JE &7} U =00,
Qe w9] Apache’t FHSH 2-8E|1L Q22 Bl
ct.

OpenSSH & F o™l CVE-2023-48795(Terrapin
Attack, 81,832 A E)Q} CVE-2023-38408(79,580 &
~E)E A28 el

jQuery ¥ F ool CVE-2020-11022,
CVE-2020-11023, CVE-2019-11358, CVE-2015-9251
o] 717} 35t 7 Ujelo] FAEN YAlElo] Y ZEEd
o] loluefe] FOPIE 7S HolEL)

3.9 Status of Vulnerabilities by ISP and IP Address
(Module 12~13)
Module 12& Fokst SAEZS 714 Wo| HGSE

ISP(Internet Service Provider) 3182 B3I}

746,903 vulnerable hosts

Fig. 2. Top Vulnerable ISPs by Host Count

A FoF SAE 746,9037) & Korea Telecom(KT)o]
326,85971(43.8%) = U=A 19)S 7|=2519tt o]= KT Y E
Y3 U 7H3AT B 718 78] Fof A|A”lo] 71 HiEa
ojojstt}. 29 Amazon.com(161,9197), 21.7%)= AWS =
ahoc olmalol £ 59 FoF AARIAS wlalsict. 39)
SK Broadband(76,0887]), 5¢] SK Telecom(18,7387})&
At SK T1F AIF SAIARR] F{oF SAET} 94,8267] 2
=4 29 #2tt 4% Oracle Corporation(30,5437})-2
Oracle Cloud Infrastructure(OCI) 7]gF AJa]AQ] FoFd-S-
gtdsteh 69 Tencent(14,41071)2F 8% Alibaba(10,4717)
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Module 132 @Y SAE 7|&02 714}

S H835FIP 24 Top 100]tch.

19]= 43.201.35.16(Amazon.com)©o.2 498719] F|ok
o] gx]E|qict. CVE-2018-10549, CVE-2018-10548

we #op

S OPHP WA o AopHol Aol 291s
222.113.18.218(Korea  Telecom)©oz2 3897], 39%=
43.202.64.180(Amazon.com) 3437] FoFH, 49=

211.37.174.80(Korea Telecom) 3317jo] CVE-2024-
38474 = ]Al F|okRle malkg|o] 9)c}

59] 115.68.102.85(SMILESERV )= 1747} #]<F
LO5t=4] CVE-2014-0117, CVE-2017-7679 =
oF&lo] tf4 Z3tE]o] 9Ict. o] Top 10 IP B22 Z71A]
A AR R RAPL Qe F9A s iAol

3.10 Analysis of North Korea-Linked APT Groups:
Lazarus, Kimsuky, and APT37
3.10.1 Lazarus Group

chetel ol Tt Atold ¢13e] Al FR|E B3t ol
APT 1852 0|52 2K3#A TJ5(Lazarus Group),
72147](Kimsuky), APT37(Reaper)olel= A| 71 %@

PRtE FA02 P53t

CYFIRMA 93 Q] A B IAL 0|59 &&o]
3t Atolu] Wzl o B3t Hue) My =aet 1Y
SHAl A =7 R Aol ARlde BES| oith

tea 152 B3 AEERRCB) 2408 54
o, 3t Ay, 2y dsam, 287|188 A4802 X
Moz et

ZQ AE2t o) WIS FA2 & 2l 2AE
283t Amjolmja), x4 ehuel tloje 2Ag YF %

53 opyTc neYY 3 iE, OAE AN B L 3
3% %9l F5o] mFet

eixi2 29 o9 ZelAeiel otriejel(Andariele 3
3 ) RISt 24 4 Lol A A 5%
Al [¢] [¢]

Oﬁaai’ﬂomé = l ’é‘.% 7éii 83tk ot
Module 60]4] Q1= 7.0807H2] Ivanti VPN =%} Module
99] 507§ RCE 75 A|AR2 et kRA 50 324 ROl
g 7hs/dol e ez FAM"th 53] ProxyShell

T

(CVE-2021-34473, 87 SAE)u}t ProxyLogon(CVE-
2001-26855, 27]] BAE)S BIRIEA 20| 1] AlF| 22
ol Fg3t o2 und Flopy A SALlo, oY
g9 2 thol B k5ol gl Ao A

3.10.2 Kimsuky Group

Module 504 &x]=l 23,7847}2] F8iH] MySQL o]

EHo]As AR AW 2K A BHOZ sH= 7]147)

(Kimsuky) Z5olA &]A9] 34 BHES Aled 4 A}
Atg]58HSocial Engineering), AH4 gug o)A mE,

o]—/ﬂ ;‘qthlu)folo EOH i_o] Eﬂollﬂa 3 o

=Y o gee RUHIZAH

7127]0] AFRS m2 &H2o] o)y AR Ql&} U 3
A & RE0] gt R E5S %—g &}t

79.#?@ 51t EASM EﬂOlE1 Ai7)5t9, Module 5
o] &olEl  25742710] Zuly]  jo]E|H|o] A(EF]
MySQL 23,78471)7} sl #Al ti/do] ot g271d, o
T4, ABAPE AFESHe dlolgH|o] AT} QIS glo] k&
gloj Qo A47]= AnjojndS 53t A 59 &=
S Z7t HE BEHE glo] A1 glolEyol Ao H

slof 9l % R Aas FHY 4 9k

3.10.3 APT37 Group

APT372 B3t A7 Amto] u
W AFAA, Od% 7]%L A g mAlo R gith A
mojm]4] ZAm|Ql AAE
£ AREsto] §7l ’S o= 85 & A 59
ol FFE R

APT379] AP 22 X, T A12f A 2200l AsE
o] ?t=9] =7} QtHet =i ABEA ol XIEA Q1 Yol ok

Module 994 &91= Spring4Shell(CVE-2022-22965,
671 @ AE)2 APT370] w7 &8t Zlog Hid 54
slEfel Akt Flopd Salol sfgeic,

cheh, EASM & AP} A1R] 32 i} 2ke) A
QllEt7)E ejnjahe o) o}, sl FoFo] 9i% it
of 2 tiio] B 7RsdS Al Zolet.
3.11 Analysis of China-Linked APT Groups:

APT41 and Mustang Panda

3.11.1 APT41 Group

APT41L 2mfo] ZE7} AR S7l0] RAwAS AT
3 olF 8= AoR UeiRl 52 A2 1golc. ofA)
of ool Ao 2 B0 2 e gho] yreA, A
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A} AIE, AY Atgdo] =Q A thAtolch APT41LS OlF]
o =& ofjZa]7A o] olujr] FHEE &)
= 253t 3 A 29 2, H3t S, KA
At &5 5 288sich EASM HlolE{oflA] sold i
Apache A¥ ZF|2F&(Module 8~11)1t VPN F|oFd2
APT419] AFARI £7] A% HEH}F fARGE 5442 Hol
© Aoz AL 59] YheA| Azt A 7Y
A}%o}t ERP, SCM A]AElo] VulnCheck KEV F|oF &
AE0| 2gd 71570l =0

ol

_R

P

)1‘ o _Jll'l

=0l

3.11.2 Mustang Panda Group

AR} BCR= Folkloh Mejo] A% 9 A B 7|
< mX02 3l 53 7] Axfo] YAIck. DLL Alo]
ced 7Y 953 WEolE 2l UxIg slms)
BA AI&EQ A2 WIS JAIs,

oM BAL F2 BA HE 44, oo B 2
e, Alo oty 24 5 wlolge] M QAleolet
AA|gI}. Module 304 2RIH ICS 2 EZ &, 59|
M 2R HR718 YESTOINY ICS =5 njAg
wrio] Qlme} At &% 2ot 2 4 9k

3.12 Trends in Ransomware Groups: Qilin,
LockBit, and Play

3.12.1 Qilin Group

CYFIRMA B Ao mt2H, 20259 12¥€E5E 20264
2GR BUEE 7IRF St tielg2 Aoz ot 3
Aelol 2ol Al4x o BT

2026\ 1go] malrt B2 S 757} J1 ol
1% 22 gasigont 49l ofF At gAlET

o

Qiling o 77t 71 s 8 HalRte SAe
Ao} 1502, RaaS(Ransomware-as-a-Service)

pd2 o=} shA Qoxl5o] 4535} Hoj2t, OF
dmat, YA} LS st} Al HELSO] AU A

8 54 7Ig2o=2E VPN 3 g ofiE2AloldY 371
E A

g
FoPd ofg, Qmadel 29 Als oPAE o] A0
=3 68 A 59 AME. ALY 202 53 W9
of molzE AEo|R, B7H TlolE] §& AolEZ Et
o5 2% Aol Ly

EASM Module 1004 &ol=l CVE-2024-4577(PHP
AA FE ASH 2793 SAE)} CVE-2019-11043(PHP
FPM RCE, 9,645 SAE)L Qilino] &8s= 7oz |

1Y A7) A% el fARE 2102 $aEC,

3.12.2 Technical Analysis of LockBit 5.0 and the
Play Group

LockBit =] ApiE20] |40l ghutol e 275}

[k=A u}El:] o] A& olmegtS E5) LockBit 5.0 59

Sog F5S ASstL Qloh

oM o] 52 718l 5oA dAS T, JIEU =5

Hopde B¢ A7) A2u PASHE WA 1Y U AR

7(
203

rE |11

1Tao=2 O uw
dolel 95 AR 53 P 2H HEe A
Play hglo] @] 719} 2742 BRo2 @ o) 2
3 Ae2 2EH0), S =F Aulas 92 84 2
o} Hopde 3 AIY, UEs} ol A4 cloje 2

3.13 The Dark Web Underground Economy
and Data Breach Ecosystem
CYFIRMA®] t}3¢) BUER dlo]elt gk
Ha] Ele] A7ge wolgtt
371€(2025.12~2026.02) RUEH 717t =ot T2 ﬂoH
AL 37N} v Hlole] 5ol ojall =g 1290
w59 £ Ho} o34 ﬁﬂ *“Eﬁﬂl HioflA EﬂOlE1
e = APboilA fEH
Ru7} AJsk ARe] 20 JEoR vim 21S S ARfatet.
ol f-&(Data Leak) +=2]= FE2A|H, FR 71=
A7\9 A1 59 79t gHo] Fae] WHE D olrk
EASM Module 59] 25,7427 F44d] dlojgyjo|A=
ch2g1e] slofel Al AEiAl} A1 AAHCE 9l glo
w29 MySQL Hlojefsolas BARP} A 59 =S
2P glo] A Astel et o) Fjolgust 71 o
olE}E &x|at 2 9l AT}

olZA 2R tlolH & o3 uplEe o] oA A&
A

22 Kol

53] &5
Al 0] 55 o)

9

s SE9n, o]s AA =9  AHW(Credential
Stuffing), A 2%|(Account Takeover) ZAA| AP
(Payment Fraud) S 2x} 2Zof & - 45 B

BN R AulA 2 PR Hom M we FE

T T
£ H9lon, o] 95, F§, &
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IV. Immediate Action Strategies and
Recommended Measures

4.1 Synthesis of Key Findings and Implications

EASM A702} CYFIRMA 918 QIgiejiiac) 58 24
oA =29 A AL Y 7HK 2 Qofdt). AR, of
ghelo) Alow] 34 BHL 2HU Jjo] oF EE} &
uHok 7] Fof e AES uFSHH, o= SAAIA

[ LS 1) R ) éi% Alestct E41, 4% o8 F
%*’S(KEVM] =] 530t 88 A E(CISA KEV)QF 1824t
(VulnChe K V)% ]u] AR AtolH 173011/\1 Ely

_Q_

14y L2} 2 A3 Aolole ARAGIAIAE st el
S aiol 9j30] wZEjo] 900, A% AAZ 247
23 A A dlolEiulo] 2 oA 20t 7o Daf 7|9 o

el EﬂOlEH A1 23] o] Austelo] 9t 5] 9

7 FC Alsfo] AR 2 7}sst Ao 2 AXE AH SAE
=2 olu] sl dEfolAU AAPE AAlE o8 Theet
AA AEfol Qlo], 4A ZHe]ot 23X xAPL B7HASH

LiWH 2REZA, 7471, APT37, APT41 5 271 R|Y
APT J-550] EASMoJA] Rld FoFd S AR 540

Y8s12. 20f Sigel BAKol o1 e

4.2 Immediate Action Items (0-30 Days)

4.2.1 Critical Immediate Actions: Priority 1
D RCE 7Fs A|2" 507} 52t A2] 9 2] AL Module
9of|A] &9l= Cisco 10S XE Implant(187}), PaperCut
RCE(167l), ProxyShell(87), Spring4Shell(67}),
ProxyLogon(27l) AIARISE UIEATIA SA] A2
st A5 of2E X/\}O}E%. ojn] JEHET} Hx|H

A|ABLS QbF Ul & RJAA|S waistc}

@ 2] doledlol2 257427 57 A2 Abk
MySQL 23,7847}, Redis 1,8457], Memcached 111
S Q1% glo] 5% Holeuo] 0] el Wb
A0 9B TS AT JRAa A5G S
Aot £3] Redist 4% mHU] requirepass A
A2 F716t0 Q5= E/deleit.

® BlueKeep(CVE-2019-0708) T]zfx] 1,1717] A|AHE]

3 "A]: 201990 570 BlueKeep ]9 o] of
Aw 117171 AJA8lo] EXfRiths AP S 24 A
QRLIA £A] B st 713 A2 At A
xgo| =7} 273t 749 RDP Ajul~ u|zbds} =
+ UEYZ 248 AS(NLA) ZA] -85 Als¥eict.

@ SMB 715 4297 A|A”) £ZF =X SMB Q150]
vjzdebe 42971 AlA=o] tisfi SMB ATH(SMB
Signing) JAlet & Q7 =& AIHZ SA] A&t
12, SMBvl Z2EF v|&/els AAJRH

® Ivanti VPN 7,0807]] 52} ofjX] A74: CVE-2024-21887,

CVE-2023-46805, CVE-2024-21893 5 20241 271
H Ivanti VPN F{Fdof dish mfjx] A& d&3 1w
st jmR] A|ARLS BA] FHlo]Eqttt.

4.2.2 Prioritized KEV Patching: Within 30 Days

® HTTP/2 Rapid Reset(CVE-2023-44487, 144,112

S2E) HR): 9 A8 L 2JA Z2A0] HITP/2
MRS RS, s okl thst mx] EX 9
3} &X]E ALt} Nginx, Apache, 1IS S € A
HE mjx] "R SA] e

(@ Apache HTTP Server F|oPd + mjjX]: CVE-2024-
38475, CVE-2021-40438, CVE-2019-0211, CVE-
2023-25690 & Apache #|oFdo] M| 50| TjEE
= AR[etEZ £A] U] B= Apache AHE 24 WA
02 5A] Qo3I

Microsoft SharePoint F|9Fd mx]: CVE-2025-
49704, CVE-2025-53770, CVE-2024-38094 5 3H/d
Hlo] &7 SharePoint F|oPEo] thigt 71w TAIE AAl
it

4.3 Mid-Term Structural Response Strategies
(1-6 Months)
4.3.1 Strengthening ICS/OT Security Posture
O ICS/0T QY =& 43217 A5 A @ Ag:
MQTT, DNP3, Modbus, Siemens S7 5 ICS =&
EZS AHgshe Aulsol UEUo] AR 5]
oln 2 "l 1xle AXsT, TWQA] AMKEE
DMZ(8]77AIH) #+25 =45t IT-0T YEYZ
wolg ekt
@ Moxa Nport, Lantronix X90 S $]2F ICS & uA]
T gjx]: X9 F]0F ICS AlESo] tisl] A=A B
o UE 5] Zst FoMY WAl A g )
A7} 27ter A,
® ICS/0T o]} 8A] AIAE(OT-IDS) = eyl =
5 1CS Au]o] that ANZE Eojn myet o4
B9 YA 7152 2E OT A8 Y BA A2de
=S

49 ] 2AE
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4.3.2 Attack Surface Reduction and Visibility
Enhancement

@ ILE 7547(TR-069) ] AIA 73k 1,1608t 7 o]
4 &9 TR-069 LE= ISPeo] §212 E5ff
BHY 9k A2g Aty Hely AL Qe o]~
2 o|FEIt}. ISP 71U 7gu] Wet stol=atelg 7
saict.

® A71" EASM AJ0 AA| 4% Shodan, Censys,
FOFA 5 EASM &5 &8sto] 498 &= 27]E
7] 2705 elistal, A2 FoF Afph E Al A}
5 49 AE A=

® "= TE L Aqu]lA g ZTE 9000, 8009,
8008 5 H|EF iEoﬂfﬂ +F 5 ArlAas9 3
24e AAESL, G2 2L s AulAL B4
eI o ofmisic

4.3.3 Strengthening Response Frameworks
against Threat Actors
@ APT Axjojm}4] tfg ZJ3k 747], APT379] £8
574 HEfQl Amojm]Jof tjSste] ojHd Hot A
o]EgJo] 75}, DMARC/DKIM/SPF 7§~ A& A
%:]___ﬁ_}ol /\HCHV\ HH x}i@}é :rLéié}q
® Wdelo] thg W M2 sk 3-2-1 el UA|3

A AR, 1A O, ) QEA0lE)S K g5t
7, IR WY BT EUL UAIle] Aol
T3 A A4t B7 52U g,

© k3% BUEY AA 15 71 L vjRe] A7 3
o, Clojel, U A1} chaslold SEEReA] Al
o2 BUEYste 9y ALHA HolAg £
st 92 0 Al 57 O3 ZeAAS Ha

4.4 Long-Term Strategic Security Enhancement
Directions (6+ Months)

© A2 EYAE o[AK(ZTA) AW £ RE ALR

1, 717], Avl2ol el "2} Aista] ok,

ABA = YA e ZTAS AR 7

FRITH16L. T AS(MEA) MY A&, ojo] 32 A

X1

JflEoldS S WY 22 A4 ek ¥F
(PoLP) 7I¥F F Aoj& eAM O =Qigich

@ F|oFd el =2 754(VMP) date P CVSS daat
o] opd SSVC(Stakeholder-Specific Vulnerability
Categorization)Q} KEV tlo|e|& Agkst 2g]A 3 7]8t
Fo 419 Al =Ust(17], AR 18 BHRE

7} orgshe FoPEe WAl wixIst A TE,
® AUML 713t 913 &7 2 Ch3(TDIR) SRF £
254, APTAL o] PAle Anet o) 7]
of hest] Slsh S JIE BAI AIS AY

)

TDIR 2222 wol5t0], AHX|X] ke 9o

0 o g 22

3t Bx] L % 7slaty.
@ Aoy Z2ut Wol mz I 7}s}k: ulolAllF| vt
A 714, K] AAQ] N&} steg GAFA] Lstst

Suy Ay EOF 255 74735k= SCDR(Supply

Chain Detection and Response) A|A& L=t
oAl Hot Ut 71EE et

® Y 7|4t AlojyjHot E7 A3} MITRE ATT&CK
T A (18] 7|§te] el /2R AS, Atoly
Y71 ds &4,

Waelol Ao 8o F34S o
23] o1 Alslel A ThS e I,

45 Priority Action Matrix by Sector

45.1 Government and Public Sector Organizations

4471, APT379] £ mAQ BRI Amjojm]7
Hol, ojtd Het ek, MFA AW AE-2 594 WA=
eforof gttt Alg &K 74078 ICS =% o] gt 7+
Ay A2l 25 524 Als¥staL, CISA KEV 7]9F ZjX]
ﬂﬂ AAE =7F AHQ] olF AlgeR Zfetsfiof ottt

8] glojgwo] Ao tigh o RAMS HAJSHL 35
diole R& HA| AAIE defeich

452 Defense Industry and Military-Related Institutions
R 2A O8 olth]d S AEQ A& mAol uhAt
71958 25 VPN & 9A Aa& L2 40 gjst S2HA 0]

LSS e I

Forg Aa RIS ZAlsHoF ?_FE%. HEHT AlLRE]

45.3 Manufacturing and Semiconductor Industries

Hadeol moll 19 FFQ AU APT410] 9 =
Aol vt 7]¥L2 ICS/OT HOES zeAM A2 ”0}
of gtk AAL 2elat AAH ICS Ahule] QY B
&7t Apdsta IT-0T HEY A 225 ZA5] %KIOFE%

dellofoll ok A4t wmﬂ EH IeF BF ALA 71]
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45.4 Financial and Cryptocurrency Sectors

rtea 1g0| G U 5O WY BH 3§ o
Foeh 71h2 A2l AlARID; 1178 HlojE{do] Ao Tt
B2 EAS Aslor Atk A1 5 24 G2 9lat
ol 201 AR A|ARLE AEshL, T3 RUEY S &
ol AIAF A 59 & ol¥E Al4 RUERIC SWIFT
A2 U 2 ol A ©Al IS i,

455 ISPs and Telecommunications Providers

FoF AE 19](326,85971)21 Korea Telecomit SK
AR FAAE ZIIAE YEYIC] Bot Jets 9
TR-069 LE(7547) 2 £A| st 71AAH Au] AHE W
oF TR AA 5, Fofeh 7HAAL [Po] thigt A=A 1A
U A1 A2 ABaloF ek FA F2H9E AR
(Tencent 14,4107}, Alibaba 10,4717]) UIEHFofA]9]
Fof 5AE BAje oY F2oc FREA| YL 5

aff shi2 Wete B

V. Conclusions

URIE Mol FH4atel o) Akl Qe $7
APt WA Zvte WANoR B4 BUY BYL 5
SRIT) B 7t oleigh PAS TigiuRo) Aloly 87
of M gstol, o5 BARtY] AlZtolN AR TR THs
Fopd A@e FWHoR A4eta, olF 9d WA
I ERHTTP)O Qo 2A 22 Flvio] the
s wastAt st

Aake ofetRo] Afole] 2 Heo] gt
Mo} 2AIE Wol, Rt ok AFojA] oo} &
§ FoPde YZstn 9leg HolEt) S3] 585
Fopdo) w7k ohet Aol gelg
Hdat ojo] AR Afoly B0 oFg
e w9stn 9lon], ICS/0T Aujo] 7|
= dojeo] 2 BAE T £419] w3
Qee} T0) QAR o] IFL

o
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