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[Abstract]

Multi-cloud environments improve resource utilization but also increase management complexity and
security risks caused by configuration errors. This study proposes a security-enhanced meta-cloud
architecture that integrates visual infrastructure design, Terraform-based Infrastructure as Code (IaC)
generation, pre- and post-deployment security validation, and multi-cloud operations into a unified
framework. The proposed architecture applies consistent security policies across AWS, Microsoft Azure,
and Naver Cloud Platform (NCP), demonstrating consistent operation in heterogeneous cloud
environments. Experiments involving 144 non-expert participants achieved an average architecture
implementation completeness of 66.8%, while the automated security inspection process significantly
improved operational efficiency compared with conventional manual approaches. The results demonstrate
that the proposed architecture can effectively enhance both the security posture and operational

efficiency of multi-cloud environments.
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I. Introduction
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II. Theoretical Background

2.1 Concept and Characteristics of Meta-Cloud
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2.2 Infrastructure as Code(IaC)
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Table 1. Technical Classification and Summary of
Characteristics of IaC

Tool Key Characteristics

Declarative DSL (Domain-Specific Language) based
Terraform | on HashiCorp Language: excellent Multi-cloud support
and modularity [22]

Python-based automation tool; focuses on procedural

Ansible scripting and configuration management [12]
AW . . I
S AWS-specific declarative tool: strong capabilities in
Cloud security and template-based deployment [7]
Formation y P ploy
pulumi Code-based IaC platform supporting general-purpose

languages (e.g., JavaScript, Python) [7]

2.3 Cloud Security and Compliance
e e B3 o171 e B
T= ARO] zdl'e 7|20 2 shtf14]. F2o= A
of gt giol8 /& At g5t T2t A7 %711¥
E] HOoFS UR|glsh= 'Secure by Design'it X[4&49Q]
Z2(Compliance) 2Holo] Zz&] 1 QJtH5].
=Fo|A= ISO/IEC 27017, CSA CCM ¥ ISMS-P
&4 =S &bxsto] WOl A 71522 LA
ZE Al 1 S&eNoR QAlste ALEA, d=st,
! JEY T ot F52 CloudSe] 7|2 ot A

&srA

o 1o -
o & o re %
g FO

i

b
22
_m

2.4 Intercloud Broker for Multi-Cloud Interoperability
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Table 2. Major Cloud Regulations and Standards

Regulation /

Standard Description
Regulates the processing of personal data
GDPR
and controls cross-border data transfers
California Consumer Privacy Act of the United
CCPA States; protects consumer personal information

and restricts data deletion and sale

Security control guidelines for cloud service

1
ISO/IECY27017 providers and cloud service customers[12]

Code of practice for the protection of
personally identifiable information (PII) in
public cloud environments[13]

ISO/IEC27018

Cloud Controls Matrix developed by the
Cloud Security Alliance; a framework for

CSA CCM2) . . .
cloud security controls covering security,

compliance, and risk management
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2.5 Comparison with Existing Multi-Cloud
Management Technologies
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Table 3. Functional Comparison between Existing
Approaches and CloudS

Item Terraform |  tfsec CSPM Clewels
(Proposed)
Visual Modeling X X X v
IaC Generation v/ X X v
Static Security Scan X v/ X v/
Runtime Monitoring X X v v
Multi-cloud A X Y Y
Management
Drift Detection X X v v
Cost Analysis X X A v/
Security by Design X X A v/
Integrated Workflow X X X v

III. Design of Metacloud Infrastructure
Automation

3.1 Design Principles and Architecture Overview
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Fig. 1. Cloud Infrastructure Automation and Visualization

3.2 Detailed Layered Architecture of Meta-Cloud
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Fig. 2. Cloud Infrastructure Migration and Redundancy
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1) ISO/IEC: International Organization for Standardization/International Electrotechnical Commision

2) CSA CCM: Cloud Security Alliance®| Cloud Controls Matrix
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3.3 Security Verification Framework and
Methodology
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3.3.1 Threat Model and Vulnerability Definition
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IV. Implementation and Functional
Verification

B 2ol Aok op|EAe Aage

| R8 gApe s S

15307] 9
AI(AWS, Azure, NCP
© 235 CloudS' S 5t
& e AR 387 HOAE QU )
go 17”“ Ao olgalel F2A9E dzoie
P12, 018 o€ 22 WAklof YT 4 5 2
S5t AJARIS React 7]9He] mE2EQNIE0} Python
FastAPl 7|gte] wRelez J/dsielon, Terraforms
laC o2 A8sjo] o)) FoeE PHINE LB
o qlae} Tel} hsetes st
CloudS= AlZA 7, 1aC A7, Bt A5
e} J)502 sk AW, AZA Qlme} A 2

=
_4_4

IS o al o d
7F 44 d=2 ISO/IEC 27017, CSA CCM 1 2 ARBAPL 7 A AJoA AFYE Drag & Drop WAl
Designing the Import Modify . E - Check whether Check . Check
2 : i Validate your xamining N . Deploying :
architecture m"aS"UC“‘"E _ imported infrastructure Infrastructure  infrastructure is  infrastructure |nfrastructure » 'Tfraszmlcwre“
via credentials infrastructure Costs deployed security threats eployment resuits
Client E -
Verlfy registered Modify . Check whether Check
Resource credentials infrastructure Validate Wgs;mmm:;ed ibution is heck Run distribution
Drag & Drop options infrastructure i R infrastructure resuits
Infrastructure — config infrastructure _ Distr el deployment Distribution result
lookup : oty availability inguiry inquiry record and
“f"s':i""'";“ record and history history
configuration image Fiiaria management
~
Ch:ﬁi;“c;:iﬁzmal Infrastructure options,
record and return infrastructure configuration,
o change history
Calculate
Meta CSPinfrastructure expected cost of Dz‘:?;;":;tnor Run infrastructure I%t:f:;:::: infrastructure
Cloud infrastructure ; security threat deployment
r query via credential depl it execution y thr Run TEAPPLY W 1c and status
Platform
Credential CSP Infrastructure Infrastructure Infrastructure Infrastructure infrastructure Convert
infrastructure validation Cost distribution ity di deployment infrastructure
System interconnection system Calculation inspection system management
system System system system
Cloud _
service adws " = :
Provider (

Fig. 3. Meta—-Cloud CloudS Architecture and Detailed Functional Components
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V. Analysis

2 oA = AQtet tlefZeke-E of7[ElA<et "CloudS
ZAE AT AL 7Hs/d ¥ aid2 AEo] Sl A
5> At AL A4S Halste] o8t

5.1 Qualitative Validation through Expert Interviews
5.1.1 Interview Participant Selection Strategy

AAQ BAl= T2 Table 53 2t

2 ==dide 2R 4o diEAll SAEA
(Purposive Sampling) §¥= A-8sto], 2t olsiUAAt
A dEd 4 ole At Avdsiint. A4 7lft
(1) S=he-= w2 2778 209 o), (2) 2R 45
TP ZRAE £ 9, (3) S2eE Hot B 71H1
dA Fope] AR, (4) A+ FAleh AER A ES
RE F5sks 492 Akttt

Table 5. Interview Subjects and Sampling Strategy

.. Expert . .
Participant | Expert Group oy Detailed Role | Experience
csp AWS Cgrtlfled
Expert 1 Compan Solutions 20+ years
Cloud Service pany Architect
Provider Cloud
Expert MSP3) | Implementation
Expert 2 Company | Project Manager 20+ years
(PM-level)
Expert 3 | cloud Security| Security | crgq 10061 | 20+ years
Expert Company
Cloud Service Insurance | Chief Information
Expert 4 | Consumer . 20+ years
Expert Company | Officer (CIO-level)

5.1.2 Question Design and Briefing
AR QlERe] NEEg ol FPBo| cigt ey
Ak #4 7|20 e} % S1 AL ZF wAY
sick AR st Al QUER oAl
A& 20244 2 Y AEIEA P S
Kﬂ%ﬂoﬂl AR A C’JKlOW gt

DﬂE}ia}%E b

_E_A‘

oY
Hmi
22y e

==1
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N

r
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rE_|

Table 6. Structure of Expert Interview Questions

FE9E A1 AEY U Chgdt olshaiRe) wEe

) . ) -u= Category Description
J_-’E7ﬂ —/F— 6}_’ E%Ok?_} 0]6Hﬂ7ﬂ7<m 475; —’.\—780}7] Pre-interview Preparation Platform Demonstration
o5l A REA! 7|ut OlE|HE AsH5}G oJE ABR Number of Questions 12
H o ] = 171‘ _ © } q 1 EH } Interview Duration Approximately 60-90 minutes
11: g‘ ﬁo—E %’—7}7]%4, K}%]_ :IL%:T }éux} EO]’ L 7_“*3} Interview Method Semi-structured Interview
OIRA 7L A 394PES EUste faldel o) | DalsColecton o facordn 0 ol o
DRIQIA 5 7t QJols B 4 ik 209 o)dol 7
S BRs At 40102 Jdekdct AEvt 189 ¢
3) MSP: Managed Service Provider

4) CISO: Chief Information Security Officer
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5.1.3 Analysis and Stakeholder Bias Control

A5 RS 5o 24" HEZEY] A golei: A}
AL | e
W2 2Rolol £ xeE ARCh AN Aol wAy
¢ 4 ole 2 a0 s 2 BRBias)e SAIsH] 9
, A A SAOIMEE oA 4EE & s

ZHCSP/MSP), 4~8AHCIO), =AM ZHARI(CISO)=
A wix]stATt Q1B R We2 AT AP ol 7

10y o
ok ogh i
30

A T Y A(H]E, I, HoF ARG 38)o] ot

2} 7§y 39(Open Coding)& 483t &, &Y FAE=

Hrfsidt) o] g ARAL b WAl AEE Foll siAY]

YIS Elstlon, olsiaAP d5Els At AT

o] o] vlusto] §7 AlTe] Hfo] A+t Aujo] vy

HA] e Tt olsfHAIRLE E3ele] AEItE A
1

5.1.4 Interview Results and Implications

A27F B ZE vlE, Hob 1 3 A 28
FHoz FEsto] 2A5100 CloudS7t 71E =412} H]
wato] AA G@ARE Hot A5 ST oA Al
A8 @ 2&7do] =t Frsilnt

- H]& A A2 2L vlE 2AlE U
QgA1e] AZE opd  ZRAVd(Visibility)ut  AHE
(Governance)?] £AJoA H|EE = T2A FAR A
sHlct.

- HOF A 7]& A9 AFET= A|AR] v T
oflAe] U7 A7 Al4(Misconfiguration)7t HQF ApaLo]
A ARISIATH6]. o5 WXIs7] sl vz
w7180 Sl A&NQl A AAL As
C

—a

5
A
o

ot S2heE Hob BN H2(CSPM)9] E={jo] Algsitt
7

=
prsto] & =20 op|EIAA] A|gEe] e Bl
of5tel

ARIK0o] &

24 A 2842 24T 4 e FUsiiT14].

Table 7. Expert Interview Protocol

Item Description

Number of Experts 4
Sampling Method Purposive Sampling
Average Experience More than 20 Years
Interview Method Semi-structured Interview
Cost, Human Resources, Security, and

Project Execution

60-90 Minutes
Thematic Analysis
Balanced Representation of Cloud

Interview Topics

Interview Duration
Analysis Method

Bias Control Providers, Cloud Consumers, and Auditors
FgHoR HEtse A e op|Ey

o L. T

71EY ke A1 Be) B4 HR YA g ) o
B HOL URIEt 2 ASHE §THOR A
YRR oA £ AP MG TP5HE 2erty B}

5.2 Quantitative Evaluation with CloudS

# =2olx: Aokt CloudS SahE0] 452 H71e}
7| gistel JlES] clmAel R WA 45 A7
(Manual Inspection), Terraform 7]gF [aC & YAl
9 JJE CSPM 7ut 29 w2 wAlal vlmsigln. vl
7152 AR A A1D o], BoF A% 715, v F Ate

o} £F 2% WEFYQC MY W2 At Aok

ilte

S
a

PB| Y52 WP Ush B 4 o
TR CloudS SREL 71902 ARt 284, B9t
et @, BiEEte] o lEA ARy oA B
U5 BHL st

=Rl AR CloudSe] H%5g AUH o2

7Fel7] $fstod 71 ®AIQl Manual Inspections 8t ofY
2} Terraform 7]8F [aC v, tfsec 7|8t ZJ& HOF &
7, CSPM(Cloud Security Posture Management),
CMP(Cloud Management Platform)& Hlw 7]&
(Baseline) 0.2 75ttt 72} ¥l O tiE 7152
71E02 Ut B7F =04 vlustgict

5.2.1 Evaluation Metrics and Scoring

= BN AYA 5 B dEde EHsh
Hall sLt 7152 AEsttt. oPEA = Haee
A Qlzet S 3t 9eler L, F 1070
of AR =0l thsll 7HsAIE Abs Fofste] 100 2
oz M ARSI 7IE ARt 9] A1 = He
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S; = 1(I/I/'l-><Cl.)><100 (2)
=
(H, n2 MEHIIEI=ol ZI44(1070)0|0, Wis &5E
7FER|2 Wi = 1.02 st Cie 23S
ATZEES S8 Y ZAugold)

o
2 1.00] HE2 AAalot
G 1% A7 234E ojolstol, 7 W7 6%—

3(30%). B8 A3
7Y 27A, 2674, 36RS BE=sH 7

5% AIC @% ooz Ausct

5.2.2 Weights and Reference Architecture
ﬁ47}q xﬂu:} 7]_75_0] Qg _75_71 E:ﬂg Jgﬂ_ 7434 151_:}
o]Ato] A& ZgtQc opF|HIE 490lo] oF 37jY47te] HY
S 5ol A 48 250 'Whe BE ob|EA'2
Rojsioirt. B e o 2as ujxg ol Azd
VPC g 3 Multi-AZ 7]9F MEHUEYS AF),
NAT Gateway ¥ ALBE &3t Ezfid EXAHEAl AlZS),
ASGZ B3 B Al AR A15) 5 B 4
§ 87 TS 2T BASIO], o] i = 1008
A 71E02 ARt SR 0 TE Al B} 3%
o JEER(Wi) BiR] 71Ee ket it

- HEYZ AS (7FsX] 0.30): VPC A2]d, Multi-AZ
Aasl 29 A

- AR H A AT CFsA] 0.30): ASC R ==
AAM(ALB)Y] 5718 A5 W olFet 4.

- HoF Bl T Al AE (PFEA] 0.40): BOF IF FlAa
Y3t AL AE|x] otsst W [AM & ofjmo] ARA.

A Z1(Cike mARAE e 2 U] Algde] &
A ofi, welA ARy, Ba £4300) YR oS ALS

3} A3YER txsle] X AR 10K, B A =

2 A] 0.5%, BR/012EL 0.05802 A2lsiert

Ao WK U WL BA] met pasigi B E
Holl SUT A Aleles) B} olee e
ouf, 7} HAYAE FAT YAS 33] 9k Sapsioct
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Table 8. Architecture Implementation Completeness
(AIC) Evaluation Items

SElELIen Evaluation Item Weight
Category
Network VPC Configuration 0.1
Network Subnet Configuration 0.1
Network Route Table 0.1
Compute EC2 Instance Deployment 0.1
Compute Auto Scaling 0.1
Compute Load Balancer 0.1
Security Security Group 0.1
Security IAM Role 0.1
Security Storage Encryption 0.1
Security Logging and Audit 0.1
Total 1

5.2.3 Validation Protocol and Experimental Design
Bt AdE HiAlsty A YUt R0A b
2 salsto] el NElge Elsient

- AFE P Y AR AT B AR Yol

(o)

o]
HA
A A0l e BT & 14492 dEees

At
A7srgint

- 98 54 A HAF FA: glolg 9] Alg)/dE Alalsh|
Holl A2 & 3xI0l| 24 5HA 0= o] FIsgs3l o
(1R} 449, 24} 48%, 3x} 52'11> wx}u %3& 0]

-1l
5ol o)y Fe9 242 1 80l ixﬂqa =
stk ek A5 AU: A2 BRI A9 U BAE
Ue E

L BEWAIS W AEstel dolelo] A &
7

:
7} A8 Avb= 1= A A AELS =3 1k} Bt
o2 FASE 742 R} o] TP o2
delol At A Zaiet vlwsisict. W2} 23
g ool Tolg §3 A% A4S siUr
Al
4g

@ Zae 2 A4 B@Mean),

(Standard Deviation),

BSHA}

243 (Minimum),  Z|5Hgk
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5.2.4 Heterogeneous Multi-Cloud (AWS, Azure,
and Ncloud) Experimental Setup and Controls
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Table 9. Experimental Configuration across Multi-cloud
Service Providers

Item AWS Azure Ncloud
Region Seoul |Korea Central | Korea Region

VPC/VNet Same Same Same
Subnets 4 4 4
Virtual Machines 4 4 4
Load Balancer 2 2 2
Auto Scaling 2 2 2
Security Groups 4 4 4
Object Storage 3 3 3
Security Rules 42 42 42

Evaluation Criteria| Same Same Same

5.2.5 Multi-Cloud Time Efficiency Analysis

T)ES 2% R WAl0] Ald Al SAS A
o= AZsh] Ao, 2 BFEQ 'SKHHA ZepeE W
QF ZholEell'S 7]&C2 o]7]F CSP(AWS, Azure,
Ncloud)gH3ojA0] Zjobd M7 A AlslS Aaistoict,
A3 Aat, AWS, Azure 4 Ncloud 7 2504 Y
3 BOVALS K g3 AT QAR 49 A} Uepih

Table 10. Experimental Configuration across Multi-cloud
Service Providers

Baseline Terraform | tfsec | CSPM | CMP | CloudS
Visual Modeling X X X A v
IaC Generation v X X X v/
Static Security

Validation x d x x d

Runtime Monitoring X X v v v
Multi-cloud Support JAN X v v v
Deployment
A
Automation d X X d
Integrated Workflow X X X X v
H| o Ay} Terraform [aC AAojl= uP&o]X|at &
ot A&t &9 ] 7152 AlgstA] LUt tfsec2 A
% 8ot Aol ausolglont v % 29 7152 A
51R] %okt CSPMat CMPE 29 T7l9] #e] 7]15-2
AsHA|gE AA ©@A19] Security by Design 7] Al
SHAo]Qich8]. ¥t CloudSe 87, EQt A%, Ak i
E Y 2 T ZAB0R BEsle] 71E BT Y

g

7} CSP= Ui APL 2891 AR A2 JolstAlet,
E2eteE 349 AlS= S0 st Bob SA Mt
Terraform 7|8 [aCE A8 o 1100}, Hot A4 2
I Eot FUR 71O R AFEE QI Of= Aljleh Z3EC]
578 CSPo| S&EA] ¢l thet BEZah-5 23 ollA]
Lo 2 AHEAS Aled & e BolEh s2id
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Table 11. Comparison of Security Inspection Workflow

Time
Comparison Item Manual Inspectiond) CloudS
I tion T t
nspec |.o.n .arge Manual Automated
Identification
Policy Validation Manual Automated
Vulnerability Analysis Manual Automated
Result Compilation Manual Automated
Report Generation Manual Automated
Total Execution Time 16 hours < 038 s
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Table 12. Comparison of Experimental Results
across Multi-cloud Platforms

Evaluation Item AWS Azure Ncloud
Deployment Success 100% 100% 100%
Resource Creation 24/24 24/24 24/24
Success
Security Rules Applied 42 42 42
Security Policy
Violations Detected Same Same Same
False Positive Not Not Not
observed observed observed
False Negative Not Not Not
observed observed observed

B E CSPoJA] =Ust Terraform FEQF =AU 427
of ugt RIS A8 AT, VT HEES BT 100%3]
ou} 247j0] Qlme} Aol Aoz APYEIIE EaT
tisec 7|5 O 4% AT B2 CSPolN £ A 9
o g=o0] YAsgln, WOk AR A g Aut o] A
Al vebtt. A o)M= @& (False Positive) 3 0]
H(False Negative)o] LA QIoton], U A &
710 vz Al Alle WAYSHA] 9k ol2igh Aub=
Altet CloudS E21&0] 57 CSPof| S45|A] il o]7]
3 HEIE SN E Ut 8O AS AuE A
D5
s
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5.2.6 CloudS-Based Architecture Reproducibility
Evaluation

SHE0] AREALY] Qlmel A7 53¥E BestEA]
Sol7] Hall, BlAE7F AR A 8 Zat
oF 2L AT FT(Hlu, 43 3~504), A&7 A
SR, 43 159 o]4)9] AIC H4-E vl BA61%
ot AR A dolHs the <& 13>3t

QIElR Auts 74 +4(Theme Analysis) W2 A
gsfo] FAGIITE QIE R S8 o+ A1 wAe o

3t £ (Man-hours)
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Table 13. Analysis of Architecture Implementation
Completeness by Non-experts Using CloudS

Expert Il tati
Bxperiment | Number of | Benchmark AEMENELTRR Achievement
. Completeness
Round | Participants Score Rate
Score (Result)
(Target)
1st 44 100 points | 69.88 points 69.90%
2nd 48 100 points | 61.52 points 61.50%
3rd 52 100 points | 69.00 points 69.00%
Averag 48 100 points | 66.80 points 66.80%
Yt BT BRE £9A A AT Aol A
&gt 2, Aietet AIC F7IAl= 2& ATl 5YsH
Ag Th53t B7h ZREZYS Hellolrt. B3 BU
A AUg] &5 AWS, Azure 2 Ncloud gH73of 2H2F A
&gt 4}, 2= SPOﬂ %%_‘?J B2} 71%] g2p AIC
SES 29 7158 Aol ¥

Table 14. Evaluation Criteria for Architecture
Implementation Completeness (AIC)
Category Description
Automated Evaluation +
Evaluators

Three Domain Experts
144 Non-expert Participants

Participants

Experimental Repetitions 3
Evaluation Items 10
Total Weight 1.0
Mean 66.8
Standard Deviation (SD) 8.4
A3

Zziﬂ}% A 71e RAo] gl ARARE CloudS
sJ 71817@ oF 66.8%

VI. Conclusion and Future Research
Directions

2R O 22eE 9 Fitos Wishe #
2] Bt 5ot ke BA|S sfdsh] Yaf, ot 7]
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£35] AWS, Azure % NcloudE o2 FUsH AF
o ARt HEE2Ee-E of
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Table 15. Comparison of Experimental Results across
CSPs

AWS
Supported
Supported
Supported
Supported
Supported
Supported

Success
Success

Ncloud
Supported
Supported
Supported
Supported
Supported
Supported

Success
Success

Azure
Supported
Supported
Supported
Supported
Supported
Supported

Success
Success

Item

IaC Generation
Security Scanning
Drift Detection
Cost Analysis
AIC Evaluation
Compliance Assessment
Deployment Success
Security Validation
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