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[Abstract]

The emergence of large language model (LLM)-based generative artificial intelligence 1is

fundamentally transforming social engineering attacks by enabling large-scale automation, extreme

personalization, and context-aware persuasion. As a result, such attacks can no longer be explained

solely by user carelessness but increasingly exploit inherent vulnerabilities in human cognition. This

paper reconceptualizes LLM-based social engineering as a problem of cognitive vulnerability

amplification, in which linguistic naturalness, authority cues, contextual dependence, and cognitive

overload are systematically leveraged to manipulate decision-making. To address this shift, we propose a

cognitive-aware security framework that moves beyond content-based detection and focuses on protecting

user decision processes through interaction-level analysis and decision-point intervention. Through

structured analysis and a case study, we discuss the limitations of conventional security models and

highlight the need for a human-centric defense paradigm in the era of generative AL

» Key words: Large Language Models, Social Engineering Attacks, Human Cognitive Vulnerabilities,
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1) LLM-Based Social Engineering

0=

Extreme Personalization
Multimodal Attacks
Automated Persuasion
Persistent Interaction

2) Cognitive Vulnerability Amplification

iR

Trust Heuristic Collapse
Authority Bias Exploitation
Contextual Misjudgment
Cognitive Overload

3) Cognitive-Aware Security

%

Context-Aware Detection

Cognitive Load Monitoring

Decision-Point Protection
Adaptive Intervention

Feedback Loop

Fig. 1. Overall Architecture of LLM—Based Social Engineering and Cognitive—Aware Security Framework
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Table 1. Observable Indicators and Example Scoring
Criteria for Risk Variables.
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Table 3. Comparison of Existing Security Models and
the Proposed Cognitive-Aware Security Framework.
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