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[Abstract]

This study proposes a region-of-background (ROB)-oriented selective encryption framework for
protecting the PixelData of de-identified Digital Imaging and Communications in Medicine (DICOM)
spine X-ray images. A convolutional neural network (CNN) detects the ROB, and its complementary
region is defined as the region of interest (ROI). AES-256-GCM is applied to the ROI, AES-128-GCM
to the ROB, and random pattern fragmentation (RPF) with 64x64 blocks is used to obscure regional
boundaries. The framework was evaluated using 1,200 cervical, lumbar anteroposterior, and lumbar
lateral images from the Cervical Spine X-ray Atlas and BUU-LSPINE datasets. The ROB segmentation
model achieved a Dice similarity coefficient of 95.67(+0.43)% and an ROI-t0-ROB error rate of
1.17(20.25)%. The encrypted images showed an NPCR of approximately 99.61%, entropy values close
to 8.0, and mean absolute adjacent-pixel correlations of 0.00245-0.00253. The mean processing time
was 36.27 ms/MP, and all reconstructed images achieved a 100% SHA-256 hash match. The results
suggest that the proposed framework may reduce computational burden while maintaining statistical
security indicators comparable to previous methods. This study was limited to de-identified
two-dimensional spine X-ray images and operational ROB reference masks; DICOM header

de-identification and practical key-management implementation were beyond its scope.
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II. Preliminaries

1. Related works
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1.3 Random pattern partitioning
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Fig. 1. Overview of the Proposed ROB Segmentation—-Based Selective Encryption Framework
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Fig. 2. Step—by—step encryption results

3. DICOM PixelData Preprocessing
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Fig. 3. ROB segmentation—based selective encryption results and adjacent—pixel correlation analysis for different spine

X-ray views.

(a) Cervical spine X-ray, (b) lumbar AP X-ray, and (c) lumbar LA X-ray images show the original image,

segmentation, and encrypted image. (d)-(f) show the adjacent—pixel correlation distributions before and after encryption
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5. Region-Adaptive Pixel Encryption
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IV. Experiment and Results

1. Experimental setup and datasets
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2. ROB Reference Mask Generation and CNN
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3. CNN-Based ROB Segmentation Performance
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92.60(+1.13) 0.2 Yehdth 35 9olM 7P =2 4

= B3oH, QF Ao QA2 o 8] JEiet A%
= Goo] gder Qs duider W2 4 BT

Table 1. CNN-based ROB segmentation perfor
-mance and pixel-level misclassification rates
Scope Disc IoU ROBtoROI ROItoROB
i (%) (%) error (%) | error (%)
Overall 95.67 91.69 4.66 1.17
+0.43 +0.78 +1.13 +0.25
Cervical 97.56 95.23 2.72 0.44
ervical | 10,27 4051 +0.66 +0.13
Lumbar 92.60 86.24 8.10 1.07
AP +1.13 +1.93 +2.52 +0.25
Lumbar 96.90 93.99 3.25 1.36
LA +0.34 +0.65 +0.88 +0.39
A  ROB-to-ROI Q28582 466+1.13%% 00,
ROI-to-ROB 2782 1.17+0.25%%t}. ROB-to-ROI
QF+ Hi7 TAdof] AES-256-GCMo] Al-g=]o] A{2]Fo]

7K 4 oy B 4Fe ZasiA gt v
ROI-to-ROB Q&+ &gAHIsE  1dhe Ao
AES-128-GCMo| R85 9=ojo2 o535} A &0
oA 8 sasttt 2& #9Y RolM ROI-to-ROB 272
o] ooz WA Yehd Zl2 B2 992 ROI=
wRole BasQl gAo] Bigdd Atz siME 4 Aok
mtA 7]12 CNN 232 Aii
Hol|A operational ROB 7|&&
o], BoF gAY Fa5t ROI-to- ROB o=s L;% ES
2 9x|5lyct Tjut B Aub= QAR Lz}
& Ag=rt ot Abs AEH operat1onal ROB

O O v

reference masko] st A3l A2 ojojsict.

l’—.~
o?_‘ r

_131

i

=

rOl‘

ol

ol
MoxR o
Mz o |o o
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4. Visual evaluation of the encryption process
ROB |3} AlElA] o}s35}o] EAA oA} o A
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Pag U B W] Pl A% 25 WY o
2% ZW W4 F 1.200%0] chol Bl AES-GCM o
53lo} RPFS A §sloict. Alet Zejaiglae] oo A
2] Zute Fig. 20] AAISHICE Fig. 25 92 A4, ROB
P 2}, 98 N o9} A3 L RPF 4§ 3 5
5 989 9YS 2AIOR HojECh ROBO: AES-
128-GCM, ROIol= AES-256-GCM& Agstyon, &
£5t B ol 16 271 29 710 RPRE A gt

orsser Baot AIZke 38 W £

Table 2. CNN-based ROB segmentation perfor
-mance and pixel-level misclassification rates (L:
Lumbar, Bit-exact : Bit-exact match rate)

Scope Cervical L AP L LA Overall
o 99.61 99.61 99.61 99.61
NPCR (&) | 4097 | 026 | 028 | =060
o 34.65 29.05 33.54 32.41
UACT (%) 115 | 173 | +214 | £297
Enc. (ms) 6.42 168.98 177.57 117.66
Dec. (ms) 6.36 175.24 183.06 121.55
Total (ms) 12.78 344.22 360.63 239.21
Total (ms/MP) 29.88 55.33 50.99 45.40
Throughput
(MP/s) 33.50 18.68 17.63 23.27
Bit-exact (%) 100 100 100 100
SHA-256
match (%) 100 100 100 100

Table 3. Comparison of Security and Processing
Performance According to RPF Block Size (Mean
|Corr.]: mean absolute adjacent-pixel correlation
coefficient; Boundary Leakage AUC: area under
the ROC curve for detecting ROIFROB boundary
leakage; Total Time: total processing time
normalized by image resolution, expressed in
milliseconds per megapixel [ms/MP])

ROB ROB ROB ROB ROB
Scope model + + + +
only RPF16 RPF32 RPF64 | RPF128
NPCR | 99.6096 | 99.6093 | 99.6090 | 99.6094 | 99.6094
(%) +0.0057 | £0.0062 | £0.0058 | £0.0056 | £0.0058
UACI 32.4138 | 32.4149 | 32.4139 | 32.4138 | 32.4140
(%) +2.9698 | £2.9705 | £2.9694 | £2.9692 | £2.9700
Entropy 7.9998 | 7.9998 | 7.9998 | 7.9998 | 7.9998
+0.0001 | £0.0001 | £0.0001 | £0.0001 | £0.0001
Mean 0.0025 | 0.0025 | 0.0025 | 0.0025 | 0.0025
|Corr.] | £0.0011 | £0.0010 | £0.0011 | £0.0011 | £0.0010
Boundary| 0.5043 | 0.5042 | 0.5043 | 0.5041 | 0.5041
AUC +0.0060 | £0.0057 | £0.0061 | £0.0060 | £0.0058
Ii(:;il 42.074 | 45.400 | 44.122 | 43.746 | 43.646
+£10.733 | £12.032 | £11.597 | £11.442 | £11.576
(ms/MP)

# NPCRS 99.61(i 60)%2 LJERO.
JlA s B of

99.619%2] 4¥d = ACI% RA| GAoA
32.41(£2.97)%%0H, A%

o]—on;] o]h zHo 1:5 A& A 7t B30 ROI/ROB
4 ¥]89] xlojof JEFS ¥k 7o 2 mteElct NPCRut
}\ al

UACKE d=g%e] oA Het ! s it =g UEt
U B35 R E[21][22]0]H, 1 A2 AES-GCMQ] &5
SR o A YBshe A ol

B deet A 5oot AR AR GollA 27 6.42
ms?} 6.36 msE UERGTH Q% HMSHF JANo|A= Z
168.98 ms®t 175.24 ms, 25 &H
ms?} 183.06 ms7t AQE9ct @&
e 4% et A Aot Ol
T 4 Apolo] slelich. L Rolg
AMYAIZe HAE 29.88 ms/MP, Q3% ﬁ?-ﬂo* 55.
ms/MP, @% =W 5758 ms/MP2 UEOH, A2|=F
2 77F 3350, 18.68 & 17.63 MPixel/s¥ch.

255t Ao A= FA| 1,20070 FAollA et B
o} G4 It 2YUA] ZAdo] MAYSHA] ottt Be @Al
A Bl E-7J&8F ARt SHA-256 SiA] LA7F &RlEo],
ool AES-GCM %5319 RPF £9Q 9202 &85t

22 kv — 10
U2 T djo] £41 glo] SUYS st

o

5. RPF Ablation Study

RPFo| Eje} A2j Qufs|=g Wokshr] 9lah Aeix]
AES-GCMgH M85t =743} 4x4, 8x8, 16X16, 32x32 U
64%64 block 7|9t RPF &7 v|wsigich 2 & 27L
=03t ROl @ ROB Q28 ALg51% 00, £71 7t &}o]
L RPF A& ojH0o} block 7|2 A|3tsl9it}(Table 3).

NPCR2 =& =04 oF 99.609%= UErHoH,
entropy’= 7.99982 80 steict. B ) Qg T
A1 2(Mean |Corr.|)&= 0.002491-0.002533 | = of
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Table 4. Performance Comparison of Encryption Methods Across X-ray Image Types (C: cervical; L-AP: lumbar

anteroposterior; L-LA:

lumbar lateral:

Mean |[Corr.|:

mean absolute adjacent-pixel correlation coefficient

Boundary Leakage AUC: area under the ROC curve for detecting ROI-ROB boundary leakage; Total Time: total
processing time normalized by image resolution, expressed in milliseconds per megapixel [ms/MP])

Model Sofne NPCR UACI ey Mean Boundary Total time SHA-256
(%) (%) |Corr.| AUC (ms/MP) match (%)
c 99.6095 34.6513 7.99956 0.00249 0.50211 29.374 100
+0.0091 +1.1524 +0.00004 +0.00103 +0.00164 +0.854
Proposed L ap 99.6094 29.0537 7.99996 0.00253 0.50322 41592 100
+0.0026 +1.7326 +0.00001 +0.00107 +0.00159 +13.258
L la 99.6095 33.5354 7.99996 0.00245 0.50184 37.856 100
+0.0026 +2.1385 +0.00001 +0.00106 +0.00163 +5.839
c 99.6096 34.6529 7.99956 0.00251 0.50210 76.664 100
+0.0092 +1.1521 +0.00004 +0.00108 +0.00164 +0.812
Henon Map L ap 99.6093 29.0532 7.99996 0.00249 0.50321 93.923 100
[12] +0.0027 +1.7324 +0.00001 +0.00107 +0.00159 +1.024
L la 99.6097 33.5351 7.99996 0.00246 0.50181 89.856 100
+0.0026 +2.1382 +0.00001 +0.00105 +0.00163 +0.936
c 99.6095 34.6512 7.99956 0.00253 0.50208 27.188 100
+0.0091 +1.1523 +0.00004 +0.00108 +0.00164 +0.742
RPF L ap 99.6094 29.0536 7.99996 0.00252 0.50319 43.764 100
[15] +0.0026 +1.7325 +0.00001 +0.00107 +0.00159 +0.864
L la 99.6095 33.5356 7.99996 0.00248 0.50179 47.747 100
+0.0026 +2.1384 +0.00001 +0.00106 +0.00163 +0.801
c 99.6094 34.6515 7.99956 0.00260 0.50206 33.912 100
+0.0093 +1.1526 +0.00004 +0.00109 +0.00164 +2.184
Chaotic Map L ap 99.6092 29.0539 7.99996 0.00259 0.50317 42.742 100
[7] +0.0028 +1.7327 +0.00001 +0.00107 +0.00159 +2.516
Lla 99.6094 33.5356 7.99996 0.00255 0.50177 38.912 100
+0.0027 +2.1387 +0.00001 +0.00106 +0.00162 +2.301
c 78.7421 23.3012 7.60481 0.00254 0.60391 91.214 100
Chaotic S- +0.8421 +1.2145 +0.0124 +0.00108 +0.0126 +6.842
boxes L ap 78.7634 23.2415 7.60611 0.00253 0.60521 89.214 100
(18] +0.8512 +1.1984 +0.0118 +0.00107 +0.0131 +6.214
L la 78.7489 23.3058 7.60594 0.00245 0.60501 82.684 100
+0.8465 +1.2261 +0.0121 +0.00106 +0.0129 +5.973

L ottt A7 YHA(Boundary leakage) AUCE= ROB

RPF 1282 u|w3t RPF &7 % 7F

A} ko Hg &]2)A]

o Ru

Model Onlyoll4] 0.504385, RPF Z71ofA] 0.504159~
0.5043700 2 Uej} 2.5 D[] B5 7591 0.50] 2
stoict. o]2ist Aul= ojoi¥ MeENA AES-GCMuto g &
L0 o5 B DRI} Lke o)A TlAl AltAjo] SH T,
RPF ALo|l} £5 77] ¥37t NPCR, UACI entropy %
A 8 AUCE 7tz 37 7dshile des Boleth

ute AR &2]A|7HS RPF 22 7)o w2} Ajo]& &
tt ROB Model Only<] 7<17\] A7 42.074 (+
10.733) ms/MP¥ oM, RPF 16, RPF 32, RPF 64 ¥
RPF 1282 Z7+7} 45.400 (+ 12.032), 44.122 (+ 11.597),
43.746 (+ 11.442), 43.646 (+ 11.576) ms/MP= UERF
C}. ROB Model Only tjs] H# A2lA]7F £718-& RPF
160] 9F 7.9%, RPF 327} 9F 4.9%, RPF 647} oF 4.0%,
RPF 1280] OF 3.7%%it}. 22 7|7} &7laas 2=
29} 9 Ut $47} 744slo] RPF Al2] QMs| =7} u
oAl Hakg Boch

1t B oL}, RPF 649] xfol= 0.100 ms/MP= °of
0.23%0] =1totdct. §HH RPF 64+ RPF 128%C} A2

229 gl QEE B2o) 3IA XIS Ut AR
salo] AR 4 Utk ol meh B ol

RPF-645 %% 55 37|22 AAsHYTh

RPF= AES-GCM9] EAA RARIH S AR SFAtSH=
=Y 53t guelsoz]Ect, RO ROB ¥5f &
S| Q2 374 vixlg Fot ﬂus}% CEHRES
g 59 ojgrg st RE R0l H]E A
(bit-exact) Yy -256 ?:_‘i]%% 100%% o0,
RPF Rg3} 25 37] Wigl2 oI5t oy Au 2Ale o

AstA] oot

6. Comparison of encryption model performance
Aot melo] gug AE] gl e w2,
RPF[15], €=R4[7], &= 7|9t S-9tA[18] w2y} ¥]ws}
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ot RE e SU HR(C), 2% HFHL-AP). 2
F ZU(L-LA) Y40l Mgsigon, AiARe 94 2
712 ettt ms/MP ©9I2 It

At 2] 452 Mom #le el . PP 2

ms/MP @9l 2 H7tsiit).

Aot mEle CNNOoz ROBE EX|gt T ROIof&=
AES-256-GCM, ROBOJl= AES-128-GCMS A-&st= 4
Ad Aps gost WAook o]g =X|AE 7§ 7|9k RPF
£ A&stod ROI-ROB AAIE 245l RPF 55 3

7= 5A9] ablation study ZitE vFHste] 64 F7|=2
AR5t

ol W R (a=14). (b=0.3)2] EEBL 0|g3}ol
2= 27} B PG 2SR RPF 28 G4L
64 77] 2202 RPud 5 22 29 IW L WHS

2!
. &= 7|§t S-¥A E%O Loglstlc Tent £=0io 2
A S-boxZ AJ/dstal RO MEid o=z x| 9l 2t
SEECPAE
Table 40)|A]
99.61%2] NPCRz} 8.00]] /43t QIE RIS 7|55
P A A A ARIAISE 0.00245-0.002530.2
0% Worod, 7374 =4 AUCE 0.50184-0.503222
0.50] Z4dsto] ROI-ROB AT aifA oz 24E|9ls
< =Rlsit

ARt wo] it A2JAIRF2 36.27 ms/MP&,
o] 86.81 ms/MP9} &%= 7]db S-ukro] oF 8770
ms/MPHEC} 37 &ttt 5t RPFQ} Chaotic Mapd|
YoM = FASIAY O W2 A2AHE fAleIIT vt
W &F 7|8 S-9A wHEl2 ROBZF YSEEA] ool
NPCR, UACI @ JlE=2m7} 7hasty 727 =4 AUCT}
oF 0.600.2 Z7FsIgint

QE gl ¥5351 5 SHA-256 UR|E 100%S 712
SIITE Aot P =2 by W2 A RS

QRSN AR 4 we, B Y

ilte

Algt wEe RE gy R of

e o8

V. Conclusions

2 Aol vlAlEeke DICOM A% X-ray ¥/d9]
PixelDataS X 335}7] 9ol ROB X|gF Jo A28 Xifeh

Aot Y AYIE AQtstArt. A W2 CNNE o]
goto] &Y FEIT A9 g OB% WA gR|otaL, 7
Hol oJadg ROIZ A9lsit}. o]5 ROIf= AES-256
-GCM, ROBOJl= AES-128-GCM-S Ag5tt, ol of
53} o] 2X|AE w 7|9t RPFE Z71sto] ROI?F ROB

of B4 e eyslst

CNN 7J9F ROB =& =m@lo =F  HaojA
95.67+0.43%2] Dice?t 91.69+0.78%2] IoUE 7|=5t3
ot £35] BoF AMA 5251 i8i&= ROI-to-ROB
B2 1.17+0.25%2 UERY, & Hur} xate oA
o] At o g Fo ot53) 7t o] oz Ber)= o
22 A22p4%CE o3t A WY A Ei st
A A2 2 AT ofyz}, QA =L o A
e 7]dtoz  AIMSH operat1onal ROB reference
masko] @ H5S A5 2ol

RPF ablation studyol]d& 25 F7]o] @2 NPCR,
UACI, IE=zm], QI = Al & Al =48 AUC
O] Rto]7t 2A] ¢kttt RPF-1280] 7P &2 A2jAllte
Bl oL} RPF-642F0] Rfo]&= oF 0.23%0] =15t o
of Wt SR Al Ee] Aldat Ag] ses 7 19
sto] 64 7] 255 A& A or A4S RPF:
AES-GCMO] et 2 st QMg Al ol 51 deet
2] Eolefr|Het, gooke ROIQF ROBY Heff &4
HiRlE F7te 2Hshke HAE A5eR siAE 4 Qo

Aot Rl nt Ao Hoja] oF 99.61%°] NPCRu}
8.00 ZAlgt ?lEiﬂJE 71Zstey, Bt 2o I8
oAl A= 0.00245-0.002530.2 UERGTE 737
=4 AUCE 0. 50184 0.50322=2 RARQ] B2 AZ0] (0.5
of ZAste, d=et FAellA ROIRF ROBY BAIE &
5P7] oj3fw Aoz ERIET. Egt BE FYolA HIE
& LA|et SHA-256 SHA] LA]& 100%E 27dsto] &

53 3 92 AUt 4 glo] SUPS st
B3 AgolA] Aot B S B, RPF 9 EEWD

O}t 2~Z0] NPCR, AEZ1n] 2 oJd Al A} L9
%Klﬁ}?‘;ﬂr. %T} Al 36.27 ms/MPi ﬂi Y2

15 A}o}ﬂuf xiﬂ/\]ﬂ— Bk fUrEW A =
Ao Aol FARE 70] HOE X BE RAISHHA
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]—.—4 2AFY A% X-ray Pixel
shgsiolon, DICOM & B]A
g}, 7] 2 ¥ 7] HeA| AR e, AsliE Tt Afo]
EAE 342 OFA] ¥odth 3 ROB 7]&F ofA T
R27t 2A0] obd operational reference masks o]
gsto] Adstiong, AYA 42 22 Heo= M
siiA= o =t} &9 Ao = ot G et 7]
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