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[Abstract]

This study investigates the effects of SHapley Additive exPlanations (SHAP)-based feature selection

on evasion attacks and defense through adversarial retraining in an insider threat detection setting using

the CERT r4.2 dataset.

generate adversarial samples under a constrained feature-modification budget,

Global and local SHAP values from a CatBoost model are combined to

and attack generation

methods and retraining strategies are compared. The results show that SHAP-based feature selection

achieves higher attack success rates

(ASRs) than non-SHAP approaches,

while searching both

perturbation direction and magnitude generates stronger evasion attacks than using a fixed perturbation

magnitude. In addition, the robustness gained through adversarial retraining transfers to attack types not

used during training. In particular, retraining with a single strong attack improves robustness while

limiting degradation in clean detection performance and increases in the false-positive rate for benign

samples. With iterative retraining, additional performance gains are limited after the first round.
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II. Preliminaries

1. Related works
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1.3 Adversarial Retraining for Intrusion Detection
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III. Proposed Framework
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Proposed Framework
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3.5 Adversarial Retraining
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2. Evasion Attack Results
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Table 1. Evasion Attack Performance
Category Method Feature Selection Search Strategy B=3 ASR
e Random mutable Evolutionary sear{ch 05636
Non-SHAP features (crossover + mutation)
attack +
pure_random Randommutable R?“d°_"‘ - 0.4656
features direction
shap_random ShARsranked Random # direction 0.7672
features
shap_guided SHAFtanked SHAP-decreasing 0.5967
SHAP-based features
attack 5 -tri
shap_multistart SHAP-ranked 5-trial random 0.8270
features + search
X + directi i
shap_linesearch SHAP-ranked * dlrec_tlon with 0.8626
features step-size search
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3. Adversarial Retraining Results
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Table 2. Performance Comparison of Adversarial
Retraining Strategies

Clean

Strategy Attack Source AUPRC AAUPRC  def_ASR bFPR
No retraining None 0.5902 0.0013
ingl k

Bingie-atiac shap_random 05624  -0.028  0.4429  0.0016
retraining

Singleattack () linesearch 05702  -0.020 04341  0.0015
retraining

Mix-based shap+global o coes 0034 04208 0.0016
retraining linesearch mix

Curriculum shap_linesearch

retraining Bo1-5253 0.5507 -0.039 0.3973 0.0037

4, Cross-Attack Defense Generalization
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Table 3. Transfer Matrix of Adversarial Retraining

Training AttackiSource Clean TPR@  Fixed-step Search- non- Overall

Setting AUPRC FPR1%  SHAP  based SHAP  SHAP
Baseline None 0599 06948 07964 08998 06661 08221
shap_random 05676 06825 04342 04358 04459 04366
Top2mix 05534 06779 04324 04333 04494 04353
Adv. Top3mix 04911 06571 04238 04225 04474 04266

Retraining "
grdness 05529 06836 04299 04307 04491 04330
weighted

shap_linesearch  0.5702  0.6842 0.4393 0.4373 0.4542  0.4406
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5. Effect of Iterative Adversarial Retraining
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Table 4. Performance of the SHAP-LineSearch

Retraining Loop

Round Clean AUPRC Robust recall
0 0.5990 0.1484
1 0.5696 0.5676
2 0.5665 0.5538
3 0.5705 0.5609
4 0.5705 0.5639
5 0.5563 0.5676

V. Conclusions
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