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[Abstract]

Financial institutions' rapid adoption of generative Al improves operational efficiency, but it also
exposes them to autonomous Al threats that independently probe and attack external touchpoints,
creating a problem in which threats evolve faster than security infrastructure and governance can be
built. This study defines this speed gap as an independent research problem termed the Security Control
Gap, and proposes a repeatedly recalculable risk-scoring model—based on likelihood, impact,
detectability, and governance gap—that organizations can apply directly to security investment and
phased response strategies. Applying this model to a Model Context Protocol (MCP)-based generative
Al development environment, a Best-Worst Method (BWM) analysis identified unauthorized direct access
to an external LLM (T1) as the top-priority threat; under an equal-weight baseline, T1 remained among
the top two priorities together with T4 (Kendall's t = 0.8), indicating that the core conclusion is
largely, though not fully, insensitive to the weighting scheme.
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I. Introduction
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Fig. 1. Conceptual Diagram of Security Control Gap and

lterative Risk Assessment
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II. Related Work

2.1 Shadow Al and the Rise of Autonomous
Offensive Al
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2.2 MCP-Based Generative Al Development
Environment (Case)
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2.3 Limitations of Existing Research
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III. Risk Prioritization Model

3.1 Derivation of Candidate Threats
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Table 1. Candidate Threat List (Input for Model Validation)

Definition
Directly entering internal
information into an external
generative Al web service
Connecting to an external

Threat Name
Unauthorized Direct
T1 Access to External

LLM

Unapproved MCP

T2 Client Execution agent VI? a portable
IDE/plugin
Transmitting assets through
3 Data Exfiltration via | an encrypted tunnel via Tool

Local MCP Server Calls on a custom MCP
Server

Agent executing internal
commands or modifying
files with excessive
privileges

Unauthorized installation
/execution of unverified
open-source plugins

Excessive Privilege
T4 Exercise by
Autonomous Agent

Unverified Plugin
T5 | Supply Chain
Intrusion

3.2 Design Principles and Risk Scoring Formula
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3.3 Weight Determination Method

& AN AEshe wl-wie A A7 H2ofA
LID-G U 291 AKIS A1 uliLste] @e glolch, x4t
£ § ¥ 2400 S, BM A 15K T 2
A7t Ul 89 5 7P 583t 8R1(Best)} 71 & 5
Q3t @fl(Worst)Z AI7get #, Best Q2lo] UHA] 7k @
olgt} doft % Q3HK|(Best-to-Others, BO)2t LHA]
ZF QRlo] Worst  @olWch ot FQSHA]
(Others-to-Worst, OW)E 1~9 A& & St3ioict A,
ZF Ae7te 570 S8 AR(TL-TS) 242l disll L1-D-G
H 2910 $EE 59 ePAe M1l 5 - ofe

2 Z ==

& Risk Bk 3H 291 B4 29T 02 /1%
A'e] o2 AEIITL Ao RAVIEAE Tk A
g (min-max 2E)0 2 ARESHH13]:

min § s.t. lwp—ag; - wjl <&,
lw; —a;y - wyl < €(j=L,[D,G), (2)
ij =1, w; =0

o714 &x= olig SEAY Blugt YA Feg UE
Uy, 2¥dele2 CRx = &x / Clla_BW)=2 7|1ttt
Cl(a_BW)= Best-Worst A1&4| 13}t a_BW(=BO HIE| &=
Worst @2l0f| sligsk= holl thigshe ¥R g,
[13]o] AAIgH H(a_BW=1~90] tjs] CI=0.00~5.23)5 A}
SAITE B APE CRe > 0.19) SHS SHHA AR
(13][14]e] T2t R& SFoIAM Aelste AS 24 7%
02 Apgel AEplgon, of Tl 4 204% el
7] 9fall ALsol ZAE ol ozt BWM 2RO 58
B g dAReIY. 2F 7Rl RS 7HEAY 7]
SRz AAE 5 ol 0] El=2 Apgelaict 4%

oAl o] At A AHE AupE AAlRI:

[e]]

_E_A‘



A Repeatedly Applicable Risk Prioritization Model for Increasingly Advanced Al Threats in the Financial Sector 111

3.4 Iterative Recalculation Structure and
Empirical Re-validation Procedure

& RHo) SR JHE A +HE o ¥ Agste
w4l 2o] ofyet, Qlmel1A] o7io] vhE wioct (1)
Al O] Altstol 4e90E 73S o8 20 9
t}. Fig. 2 o] $8 &2 Uepd Zolck. oj7]A 27}
‘A=A A 7AZS(Empirical Re—Validation)' A7} bt
E5to] mALE of AR Bt gt o] EojA
71@she =Y PoC R+ 21 AARL RUEY 7|8t

A S DA & AolM AR 238
Aol ofyz}, e o] kg Al AEE o wefop &

78R AdA|(conceptual design)2 AAIsH= Zlo]ct,

rin

)

Threat Identification
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Risk Score Calculation (Eq. 1)

4

Priority Determination
v

Control Implementation
L

Infrastructure / Regulatory Change

Empirical Re-Validation (Red-team PoC +
Operational Log / Incident Monitoring)

Risk Recalculation (L-D-G Update)
v
Priority Update

Fig. 2. Risk Priority Recalculation Cycle
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Table 2. Example of Recalculation upon Infrastructure
Transition (Illustrative weights w1=w2=w3=w4=0.25;
illustrative values, not measured data)

Threat Environment L I D G Risk

T3 Legacy 05| 09| 02| 06| 0.70
SSL Inspection

T3 Adopted 05| 09| 07| 0.6 | 0575

New Attack
T3 Technique 05| 09| 03| 0.6 0.675
Emerges

T1 Legacy 08| 07| 04| 05| 0.65
SSL Inspection

T1 Adopted 08| 07| 06| 05| 0.60
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3.5 Recalculation Triggers
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IV. BWM-Based Initial Prioritization
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4.2 BWM Weight Results

15019] ZFof sl 3.389] Hd3ALHS 7iE A-&st
of AkEet 7HQIE Vs AleE CRx= ohgat 2t of7]A
CR+= 7HE 37 ©@9l 2 ZA4teh olr(7]shg+ A7
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Table 3. Individual BWM Weights and Consistency
Ratios (n=15) % CR* > 0.1 (exceeds conventional
threshold [13])

Best/

Table 4. Group Weight Comparison — Full Sample
(n=15) vs. CR*-Filtered Sample (n=12)

Weight Full Sample(15) CR* Filtered(12)
w_L 0.232 0.252
w_I 0.366 0.365
w_D 0.303 0.280
w_G 0.100 0.104

4.3 Threat-Level Factor Scores (Measured, not
Interpreted)

offi= 1291 35 7%, U¥E L1I'D-G YHE BH1-
5 Aw)olck. o] Zre AT 2 AL AE oA

g 7o) ofel, 4.8 FAH A 28 golct.

Table 5. Measured Mean Likert Scores per Threat (n=12)

Threat L I D G
T1 4.333 3.833 3.000 2.333
T2 3.000 2.833 3.167 3.083
T3 2.667 3.667 3.167 3.000
T4 2.667 4.000 2.500 3.917
5 3.333 4.000 3.000 3.000

4.4 Resulting Risk Prioritization

4.2789] J5715X|et 4.389] EAE QOIMLE (1)A
ofl tieysto} AtE3t Risk A4t bt ZLID-GE 5
A AEg 0-12 Fskstel AL8)

Table 6. BWM-Based Risk Score and Priority (n=12)

w_L w_I w_D w_G CRx
Worst
I/G 0.207 0.524 0.207 0.061 0.026
I/L 0.057 0.559 0.240 0.144 0.043
/G 0.196 0.518 0.196 0.089 0.031
/G 0.147 0.629 0.147 0.078 0.397 %
L/G 0.466 0.172 0.259 0.103 0.032
L/G 0.500 0.214 0.214 0.071 0.062
D/G 0.119 0.153 0.651 0.077 0.420 %
L/1 0.572 0.067 0.226 0.136 0.029
I/L 0.067 0.572 0.136 0.226 0.029
/G 0.214 0.500 0.214 0.071 0.062
/G 0.159 0.329 0.451 0.061 0.146 %
D/G 0.202 0.202 0.543 0.053 0.012
I/G 0.150 0.350 0.450 0.050 0.044
D/G 0.232 0.139 0.578 0.051 0.022
I/D 0.243 0.601 0.053 0.104 0.024

CR* > 0.191 3QU(3BAt 4, 7, 11)2 APHof &3t A
2 7100 wet g3 oA Alefstgon, ojx] 129)
o] eure sjstERoR AAstel &% ﬁﬂﬂ% At
=51 TtHw_L=0.252, w_1=0.365, .280,
w_G=0.104). o] A2J7} 27 WaFS iﬂiﬁ‘*%ﬂ ﬁohsm
ofall, 1591 AR 7HEAleH 1291 7HEAIE wl@g At
(Table 4) 91 7 AHRA LA (w_l>w.D>w.L>w.._G
L Sspi] gAlEgon], o2 HlEro 2 ST AF «
9)(4.47) oA] 15011291 7|5 REO|N SAsloic). T
214 3919] Hel7} Zfe] WS vl WAloR A3
A ooirha Wi

-

-

Threat Risk Score Priority (Rank)
T1 0.659 1
75 0.634 3
T4 0.648 2
T3 0.567 4
T2 0.525 5
9% LM P A H4(T1)o] £94 thg 9do2
gelslgick ol TLo) Wks(L4390] cht #u
9 5O £ QWA F 71 2 vIEg Al
E A0S Yoo ge B
(I=3.83)% Wol7] wh&olct.

45 Sensitivity Analysis

w57 714 BWM A& 7HeAlE 2472F Al&-sto
vlwgt duk, BWM 71&E0=2+= TI(19), T4(291), T5'(3
o)), T3(4Y), T2(6¥Y)¥or #5715 7150 =2= T4(1
). TL2%1), T5'(3¥), T3(49), T2(5¢1)= Tl T49] &
Aot HuHQleH, Kendalld] &9/ Ale+ 1=0.802
2 UEY AR 52 589 +9 4RE BT oet
@Ae AX|(1=1.0) oBg, Tl T4 & 9F 255
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Table 7. Sensitivity Analysis — Equal-Weight Baseline
vs. BWM-Derived Weights (n=12, Kendall's t = 0.80)

E-W E-W BWM BWM
Threat
score Rank score rank
T1 0.625 2 0.659 1
75 0.617 3 0.634 3
T4 0.654 1 0.648 2
T3 0.558 4 0.567 4
T2 0.537 5 0.525 5

V. Organizational Application

5.1 Reapplication of Priorities upon
Infrastructure Transition

3.4 Table 29| oAJM&™, IZefr} SSL Inspection
S02 NS D A% o] 2 99| 29k ol
R AL Zo] A2 9]30] £0]7} HALSICE Table 82
RN AHA]) 4842 SSL Inspection & 0]S- o4
Bj SME9)S Uts| 8|t olct. o] L Table 2
o} iR = A& HlolE7 ohd illustrative ofjA]o]d,
oA FAIRE AR BWM AL ZuH(RAR] <9 T1-T4-
TS -T3-T2)2h= =34 7IEA Aluz]eds Heich
% o] By Qlmet Righo] Y +HE o9 MERT
T %%Klﬂ AR =25 Bol7] gt ZolA], 44 At
off tigt AAl A Algefo]ido] ofytt.
Table 8. Priority Comparison Before and After

Infrastructure Transition (Illustrative Projection —
not measured; independent of Section 4 results)

Current Expected Rank
Threat| (Legacy) After SSL Change
Rank Inspection
3 1 5 v Fall§ dye to
sharp rise in D
A Rises relatively
T1 2 1 as its D increase
is smaller
No change
T2 3 3 (expected)
No change
T 4 4 (expected)
5 (may rise if Depends on
T5 5 G is left governance
unaddressed) remediation

Table 82 2 2] 03 A=fo] x| Al A& 1L
e go= AAlsk= 7o) opYzt, Qlmal Hgh TAutc
Table 2, Table 5, Table 62] HAX}S T}A] gloo} ghS
Hoj&oh & ofg] ©7]-57] 7] A 4489 AE A
HE 71&02 st 1At ALo|i, SSL Inspectionol =
Pel= ARdlE AALE &9E 7IEeE Ais
st} o|2Jst olmal Mgt 50| 49 Wsl, s;_ Al
AR dlolEj7F ZAEH Kendallo] LA 1715
5k25l0] £9] WEo] EAA QoM< 74@3}& "iAl o
2 SE 4+ o

5.2 Short, Mid, and Long-Term Response Strategy

IR AR 9] @4 )(T1-T4-T5'-T3-T2, 4.4%)5 7]
Fo7 g g2 9N Ake A 97](~671
ol 24 ABY TR LLM E'Edr A A5 2
QI T4(RHe oflo]dES] wpwst Het Aol o3 At

e Alzsh) R AAE Al 411\131/\ SN oﬂ st
DLP-L22] 7|3t EAo}, Abg ool EQ] U3t AL
A =

ﬂou MCP 7H 1ol 21§ 7153t 54 Wore 4
gty A71(~2d)oll= T3(22 MC
T2(0]5%1  MCP  Z2o|E  AY)d] ol
Inspection = ¢lmet 1 &3HE kgstyl, 7R} 271 7)vl
MOI=AAM AM|AS Auy|stch

aT 10

5.3 Internal Evaluation and Incentive Mechanisms
¥ Relo] AEEL 9R A7lEe P Aleturt &
U] Hok-elAAA Al A uhege o) of 2 Al

jo

o w2 N2 A
71 X}ﬁ /\1—:1:)f
S7H=1A A15%9]
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VI. Conclusion
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