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[Abstract]

As autonomous driving systems adopt more distributed architectures, communication between ROS2
nodes and resource-constrained microROS devices is becoming increasingly important. However,
microROS uses XRCE-DDS, which does not natively provide DDS-Security, leaving a security gap in
heterogeneous ROS2—microROS communication. This paper designs a security architecture that applies
TLS and VPN-based protection to address this limitation and evaluates its performance on a Raspberry
Pi 5-based distributed testbed. The evaluation metrics included latency, throughput, CPU usage, and
memory usage. The results show that TLS and VPN introduce moderate latency overhead while
throughput and resource usage remain stable. These findings indicate that layered security can be a

practical approach for protecting ROS2-microROS communication.
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I. Introduction
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II. Preliminaries
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2. Security Limitations of ROS2 and microR0OS
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III. The Proposed Scheme
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Fig. 1. Proposed Security Architecture for Heterogeneous
ROS2-microROS Communication Environments

3. TLS and VPN-Based Security Methods
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IV. Experimental design
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Table 6. Throughput
Communication Scenario

and Resource Usage by

Average Average
) Average
. Received Memory
Scenario CPU Usage
Throughput [%] Usage
[Mbps] 0 [%]
Scenariol 0.047 0.91 18.02
Scenario2 0.048 0.66 17.97
Scenario3 0.047 0.76 17.99
Scenario4 0.047 0.77 17.99
Scenariob 0.047 0.72 18.03

Tepd & At

7t WEER] AW

AURlQ 7t owe] ALg-go 2 wsh
X sjaste 2ol Asitt,

Table 5. Average Latency by Message Size and Publishing Rate [ms]

Scenario 128B / 128B / 1280B / 1280B / 12800B / 12800B /

THz 10Hz THz 10Hz THz 10Hz

ROS2 — R0OS2 7.58 6.88 8.05 7.09 9.38 8.36
ROS2 — microROS 7.88 7.27 8.38 7.57 9.70 8.70
SR0OS2 — SR0S2 11.59 7.92 11.54 8.18 12.91 9.31
SR0OS2 — microROS(TLS) 11.76 8.26 11.51 8.41 12.71 9.56
SR0OS2 — microROS(VPN) 12.18 8.52 12.41 8.79 13.84 9.89
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3. Overall Analysis
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