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[Abstract]

Cross-institutional medical image exchange is fundamental to patient-centered care, but transfer
histories of sensitive images must be retained in a trustworthy form. This paper presents VADREX
(Verifiable Audit for Revocation-Aware DICOM Exchange), an audit protocol and implementation
framework that lets patients verify the finality of an anchored consent-revocation entry within the
checked log history. VADREX combines append-only logs and log-backed maps, and uses
cross-referenced entries and signatures to resolve disputes when the required records are anchored. It
does not authenticate the revocation-request time or prove the absence of unlogged physical transfers. In
a two-institution DICOMweb evaluation, proof size less than doubled as the log grew from 10° to 10°
entries, individual proof verification took a few milliseconds, and all 90 supplementary evaluation

outcomes across ten repetitions matched expectations.

» Key words: Medical Imaging, Consent Revocation, Verifiable Log, Sparse Merkle Tree,
Non-repudiation, DICOMweb, Blockchain
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II. Preliminaries

1. Append-Only Logs and Consistency Proofs
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III. Threat Model

1. Participants and Adversary
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3. Security Properties
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IV. System Design

1. Overview and Design Principles
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Fig. 1. System Architecture
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3. Revocation Finality (S2)
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3.1. Consent Chain and Revocation Barrier
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DENIED, FAILED, and REPLAY_BLOCKED use seq=null and remain log-only.

Fig. 2. Consent Event Chain
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4. Transfer Non-Repudiation (S3)
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Fig. 4. Transfer Handshake
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contract Anchor is Ownable {

struct AnchorRecord {
uint64 batchid;
bytes32 rootHash;
uint64 treeSize;
bytes32 mapRoot;
uint64 anchoredAt;

)

function registerAnchor(bytes32 rootHash, uint64 treeSize,
bytes32 mapRoot) external onlyOwner {
require(treeSize > lastTreeSize, "treeSize must increase”);
uint64 batchld = count + 1;
uinté4 anchoredAt = uinté4(block.timestamp);
anchors[batchld] = AnchorRecord({
batchid: batchlid,
rootHash: rootHash,
treeSize: treeSize,
mapRoot: mapRoot,
anchoredAt: anchoredAt
»:
count = batchid;
lastTreeSize = treeSize;

Fig. 6. Anchor Contract Excerpt
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VI. Evaluation

1. Experimental Setup
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2. Normal-Operation Costs
2.1. Proof Scaling (S1)
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Fig. 7. Proof Size by Log Size

2.2. Revocation Anchoring Delay (S2)
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2.3. Handshake Overhead (S3)
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