St2 A2 IE{HlIEHS| =2 X| Vol. 5, No. 1, pp. 35-39, 2019 https://doi.org/10.20465/K10TS.2019.5.1.035

AZQUES SHFollM Ad|E ote] =55 08t ZilA Z4

[ -
Ak
=11 =2*
ox3l’, 0|35
e Acstn HBSAISE, MNen HusAste

Simplified Forensic Analysis Using List of Deleted Files in IoT
Envrionment

.1 2%
Jeong-Hyeon Lim', Keun-Ho Lee
1Student, Div. of Information Communication, BaekSeok University

*Professor, Div. of Information Communication, BaekSeok University

2 o F43% G AR YL ANGEL Y"1 AMSo] §435] TUFEHA o]E BAsHE 7]
3k FR40] F71et) gAY EA4= AFEA7F AHAEE el Prefetch, Recent, Registry, Event Log 5 &
3ol Akl o] AT E EAdo] St wiitel] Eala] B o] x| AREA7) o] &gk st ol tis] gheel sleto)
ofgrte wio] EAgT) upeba] B =i A AREAE AR AAle gl tigk ARE WA metdt £ QRS
RemoveList E17} €415k, RemoveListoll = AESE o] &-3fo] 2bA|E il tidt 4 r7} 45slE o] 2s A74s

WerS Ajtetaizl sttt o] & Fate] AT 274 AFEALS] PCE FHofeli Zlo] offthe wAHS $hshe

=
F Qrks e @ 5

FH0f : HUAE ZAl, HAE S, AL L AR &4

Abstract With the rapid development of the information society, the use of digital devices has increased
dramatically and the importance of technology for analyzing them has increased. Digital evidence is stored in
many places such as Prefetch, Recent, Registry, and Event Log even if the user has deleted it. Therefore, there
is a disadvantage that the forensic analyst can not grasp the files used by the user at the beginning. Therefore,
in this paper, we propose a method that the RemoveList folder exists so that the user can grasp the information
of the deleted file first, and the information about the deleted file is automatically saved by using AES in
RemoveList. Through this, it can be expected that the analyst can alleviate the difficulty of initially grasping
the user's PC.

Key Words : Digital Forensics, Digital Evidence, Trace of using digital file
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