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Abstract Entering the 4™ industrial revolution, many technologies are developing and various threats are
emerging. In order to cope with such threats, research is being conducted in many fields. Even in the
development of various fields, the threats caused by the development of medical technology and
intelligent vehicles are the threats to life due to misinformation about medical care and the threats to
life by preventing the safe operation of people through intelligent vehicles. In this paper, as the
patient's information is important, the private blockchain is used to increase the safety, efficiency, and
scalability of the patient's medical records. We propose an information protection technique using
blockchain technology to hack the car system and threaten the driver's life, solve privacy problems by

identifying personal information and differences, and prevent forgery in the Internet of Things.

Key Words : Internet of Things, Medical Information, Intelligent Vehicles, Blockchain, Threats
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hospital private block chain user

ECU private block chain server

Step1 : Information containing the
patient's medical records

Step2 : Authorized User Verification

Step3 : Share chain after authorized

Stepd : Share chain user authorized

Step5 : Additional patient information

[Fig. 3] medical information system using private

blockchain
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Step1 : data blocking

Step2 : block transfer

Step3 : real time detection and analysis

Step4 : send analysis results

Step5 : abnormal symptoms

Stepb : real time data sharing

[Fig. 4] ECU application model using blockchain
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Home Wi-Fi

Smart door lock Smart safe

Step1 : Create blockchain (A) containing
wi-fi information

Step2 : Connect blockchain (A) and newly
created blockchain (B)

Step3 : Secure authentication by sending hash
value of A to iot device

Stepd : Connect blockchain (C) with
approval of blockchain (A, B)

Step5 : Security authentication by sending hash value of (A, B) to loT device

Step1 : Block chain creation

Step2 : QR code generation with hash value

Step3 : User authentication and Block chain creation

Step4 : Generate QR code after connecting
with previous block

Step5 : User authentication

[Fig. 5] Smart home using blockchain
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