St A= QIE{SIStS=2X| Vol. 5, No. 2, pp. 103-110, 2019 https://doi.org/10.20465/KI0TS.2019.5.2.103

e

+871 ML BAAS 93 ABQUEY SUE o

32
AHALOIH St 7|AH0iS St u

A study on IoT platform for private electrical facilities management

Kyung-Bae Jang*

Professor, Dept. of Mechanical and Control Engineering, The Cyber University of Korea

o
12
o
r

[
=2,
2
rlr
>~
i

= QAEY(oT) 714 H83o] A0 MY A4S BeHoR Belshy] ot AEY ZAE

£ Akt £8H PeIB AT EU BAEL 4B AL g3t B4 W4T 0] mE mReE, 197 8ot

Balo] 7t a4 BAS AASIAT ol B3 AY Gulo] ALEL 712 A4S Ferom AAe AH

4, wlole] o] AH L Bt SR hel L wele AN 8, A

Au] o] SRBA AFE 4 It B4 BE N2ED U Hol TS AT, ol Belsi L5} 97
O]

Abstract In this paper, we suggested how the Internet of Things (IoT) technology could be applied to
an internet platform that is used for managing the customer’s power grid efficiently. For an internet
platform with efficient management, analysis is done by several sections; communication method, and
its protocol, and also security element. From this analysis, with currently used sensors, we have
presented a development method for the sensor to server data reliable communication solution and data
management server with a security solution. Moreover, this paper suggests a communication module
that could be used for a power grid management platform, protocol and security algorithm and also a

way to build a server for managing those systems and modules.
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ARERIEYl E31E-2 A4 =9} o Ho[EE wot
Aok AHE FAHET A4 ol AH 9] HlolH
A2 fA FA0E tpofolA A=A ToT #oF
o] AA9] A9 [ 9 HA, 121 7HE9] Ajte®
Qlsto] SFEQo] Affo] wrom, ARG 9|7} thefelE R
R Hole A2 FAog FAdEojXItt. oo wt
2t FAEAS Aokt 2lo] @A Wi-Fi, Bluetooth
oF 22 7|& FAFAl WA BLE(Bluetooth Low
Energy)®} Zigbee, 18|11 Z-wave?} -2 [oT E3}=
oA SAMAIT LoRa®t Sighox@ 22 A B4l
wHalo] A8E1 Qlrt,

ARERIE Yl EHE2 A4 =9} dloje] 3 A&
A5t Auee] BALE 7[Hto 2 FAEH, o]of tig] &
A YELS F5stoiof gitt. o]of wet ARERIEY &
AFoA ARESH] Qg MEY 4L A8ox T &
UAEL BlE ZAR 7|E9] §-FA UEQAE €8S
T ULE o] U AFEX| L ek FHZol=
MQTT(Message Queue Telemetry Transport)2}
CoAP(Constrained Application Protocol)@} Z-& 91
Ul 7]5ke] YEAo)A ARERIE Yol A3stA AR
7hsgt ZREFo] ARME AL Qa1 of2] EHEA A&
Eoj x| Qlet. SpA|TE ol QIFYl W& ARSI 9
i 71 Sa3F Q48 Heto] IE{Eofxof Jith. o]
= ARERIE Yo AREEl= HEof dis 2% 7ol 9
S ZAZE AAE DA 5= AL o] gk mgo] HAk
FHi=lo] & 4= k. o]0 weh S8AIT 22 Heto]
HAE HAE AREQIEY] Yo A8 5 SlEs
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Sh, HQt gMl: Eoof otz EAIE kL itk ole]
ot 2 Afolss H4AlY AREQIEYe] &g 7hset
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(Table 1) IoT Commercial Communication Method

Wi-Fi BLE Zigbee
. »60m Depends on
Rang 10-100m (10m for Classic BT) specification
Very Low
Power Low (High for classic BT and High
medium for others)
3ms
Latency Low (compared to 100ms in Variable
classic BT)
Se.lf Yes - Yes
healing
Topologie | Mesh, Star and Star Star,
s Cluster-tree Point-to—Point
11Mbps &
Data
e 1TMbps 54Mbps
transmissi | Up to 250Kbps (BT va.0: §5Mbps) (250Mbpps:
on rate WiFi Direct)
2.4GHz
. ' 2.4GHz 24,36 &
Bandwidth| 915MHz & .y .
868MHz only(BT+HS:6-9GHz) 5GHz
Transmiss .
) Adaptive FHSS DSSS, CCK &
on | DSSSDS/FA | (cjassic BT: FHSS) OFDM
technique

3 13} Zo] Wi-Fi®} BLE, 18|11 Zigbee?} 7P &
o] ARG glom, o]o wet FAHoRE HAEo]
Aot Ag AuY] A Al A AREol 7Rsstedof 5t
™, AlAjof o5t 11-85F tlo]E ] o] WRT 4= 1o
Wi-Fi7} 71 Agtsietal thsielct. ojQjoe X 4=
Km?] &gl dsiA%x s 2] WA glol: Z7|7F
SAlo] 7153t AHE FAE LPWA(Low Power Wide
Area)7t AFEE|IL oft}. 11 F WA} HHI G
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o, Z|Zole W3t HolA 285= LPWA HEHZ 7
0] ARzl FFgE ] AlgE A1 . ® 28 5
3 A R oz AMEEIL e 2 LPAW e 2

42 FAF & k3]

(Table 2) LPAW Technology and Specificity Comparison

Main SIGFOX LoRa LTE-M NB-IOT
Technology
Coverage ~13Km ~11Km ~11Km ~15Km
Unlicensed | Unlicensed Licensed Licensed
band band
Frequency Band Band LTE LTE
band 8~900MHz | 8~900MHz frequency | frequency
100Hz 125KHz 1 4MHz 200KHz
Communicati
on speed ~100bps ~50Kbps ~1Mbps ~150Kbps
Roaming No No No No
Battery life ~10years ~10years ~10years ~10years
Availability Under review| SKT applied |Under review |Under review

(Korea)

A I E 913 54 FHE [oT EAFIA=
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75t B4l BES ARstolok gt
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Zro] AR Wi-Fi &9 4<% PCB FEH=
AREALOA] AT, 9 AHler AB-S 9IS UARTS}
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GPIO(General-purpose input/output)2 A|Q3tch,

[Fig. 11 Commercial Communication Module
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(Table 3> IoT Commercial Communication Protocol

PROTOCOL MQTT CoAP XMPP HTTPI
Transport TCP/IP UDP TCP/IP TCP/IP
Publish/Subs Publish/Subs
M ) cribe Request/Re cribe Request/Re

essaging
Request sponse Request sponse
/Response /Response
Cellular Excellent Excellent Excellent Excellent
Low Power Fair Excellent Fair Fair
Primar Message Web service Message Web service
Y g Document g Document
Energy Low Low High High

X 30 dE ZREZL [oToA dRtyoz Alg
He #E ZREZo|h AR A8 o] ot #
F I2EF F Adsto] A T 4= Stk ol A
ojgt TR EZ| gt Ak s AEHIL glom,
ol FF [oT ZFo| A5 A%°l 7Fssto] o H|
olg9] 2o g 7]E9 FAE Holv E84E Jdist
o 5 Qe Tk WS 2HE Zo' Helth

AFEQIE Yo A AR == SFEfo] HRE-2 A5k
YAAE 7R, olof wt A8 o 5 Sl B4l R
EF2 A& farE ARESte] o] ZHsstofof
3ok 3 3941 olgt 8FAIGE WHEohe AoEE
MQTTS}F CoAPo] Qlom, o [BMI} 22 th=4]
71994= MQTTE #=42o2 A|lstal oy, MQTT
D2EZL2 QR We g4t 7t g0 mUEFE Al
A, B4 AA 59 24, AEtke 43 717189 A4
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JE dolg HAFE fgt ZREZolth ol& OASIS
(Organization for the Advancement of Structured
Information Standards)ollA] AFERIEIYl BE Z2E
22 ARt MQTT Z2EEFL o ZIEZZ
TCPE ©]-&3taL Broker= AHE &3l sldo] Z2E
Z HlolHE AR ol=fEt SA IgoA AET71E
Alolo] AgE= &4 HolHEs Htcte] Ao s
A A=Y =2 tlolg Afo] 7hett ZEEFo|Th

CoAP< IETF(Internet Engineering Task Force)
oM EEIFE LREZE YO H2 MG 4l
skal, AE Qe A4S AlBo RN, AREIEY &
7ol TRt AHIAE AT 4 Qlrh CoAP ZEE
=2 UDP 7]8r9] Request/Response Z@Z 525
w, o] mHo FxE= 7 29t o] UDP 74te]
CoAP(Message, Request/Response)7} 1L tpx]eto.
2 Application®& F4J=o] QJt}. tlojE A=E
off S L EolH #WEE o &= Stk E3F HekE 9
3] DTLS(Datagram Transport Layer Security)”}
UDP2}F CoAP Atolofl 2857 2Ho6].

| Application

Request/Response
l CoAP

Messages

UDP

[Fig. 2] CoAP Hierarchy
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E5lo] Agslojof i}, HOl] 71E 9 4Ql Q1T 7]
U, 1] F4/go] BE BAE|ojof 5l o]F 9]
ZZoll&= ECC(Elliptic Curve Cryptosystem) 7|HHO.
2 HeF G &S Jdete] HEotal ok & 49 &
o] ojg] EIAA FollA ECC7F et 7FF w2 &
AAE AHGSHESR o, o] ARERIEYl 40 Kt
3ot duEjEo R HriE QITH7).

(Table 4) Cryptosystem Type and Performance

Symmetric Minimum Size (bit) of Public Key
Security Bit Encryption
Algorithm RSA ECC
80 Skipiack 1024 160
12 3DES 2048 224
128 AES-128 3072 256
192 AES-192 7680 384
256 AES-256 15360 512

ECC(Flliptic Curve Cryptosystem)s& AREQIEH
7171014 AHgsH] YA MCU 2 76 &
sl7] Hrbe oln| J83kd AR Sl EF4= AR
Sh= Zlo] aapAoln, oo wt 19 39] of7 FFY
R HRMIAE [oT &ofoll AgsiA 48 & 4= 3=

&S50l

Certified Hardware (e.g. Common
Criteria, FIPS, PCI)

- Keys & Certificate Provisioning
- Strong Authentication

- Communicationencryption

[e—p-

loTConnectedNodes

- Keys& Cerfificate Provisioning
- Strong Authentication

- Communication encryption

- Secure Boot

- Physical Protections

Accessories or Disposable

authentication

- ContactorContactiess authentication/
identification bythe hostMCU

nnnnnnnn

[Fig. 3] Types of security solutions
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ECDSA(Elliptic Curve. DSA)S £3f 7]0] gt o1=x
AR S FEslsin, FA) ECC ¢S 7dteg o
3 71 F 7P wol Akgsle S garE|Eoltt. Al
A t5sh= HY 7] AL o]F ZEolAE HA| ]9} ]
4 712 Al TAE(Host) 41 I3 TAET}
vl 715 olgsto] sl H HAIXE AAlehs Y
o7 ZPLATHs].

Client Authentication with ECC

Challenge

Rindem. |
2 i =
Signature

[Fig. 4] ECC operation flow chart

ECC ¢ae|&2 19 58 Zo] oju] &3k 54l
HEo] A= itk HEE=  AlAY
MCU(Micro Controller Unit) 435l A3glo] 7idts
Hob duaES d¥d A A& 7hesHl e Ex
BAAE FE T 4 UL E g} o= Wi-Fi o]
ok BLEY Zigbee®} 22 A3 ARESIEH U] AlA
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4KB Flash
1B RAM

TCR/IP
TLS

WiFi Stack
W o

[Fig. 5] Commercial communication module with ECC
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[Fig. 6] IoT Service Structure

2.4.1 SI=EY MA|

AREQIEIYl AHlz 71E S2-E AHIA AH S} StE
ol o 2= Zpo|7t Qirt. olof wet F 33t st=gof
T2 19 73 Zo] Rt ST9E AHIA AHS} 5
A3t L Zh=rt. ot F2of ¥ Hlolg Ao thgt
59 TANE FESH] oA EAAEE HH0R
1% 73 Zo] Name Node®} Edge Node, 183l o
2 9] Data NodeZ St=golE E4lsto] 4451,
olg #es}r] fIsto] B4R 7L 7hsgst OSell tiwke

ARE AT & e 24t §8 ZTRIHS T YUY



108 e=AEQIHNSEI=2X] M5 H25, 2019
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(b) Server Diagram

[Fig. 7] Server Structure
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[Fig. 8] IoT Platform Structure
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