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Abstract Recently, interest in blockchain technology has increased. The data industry is increasingly
growing around the world. In addition, databases which obtain important information such as personal
data are targeted by hackers. Data exposed by attackers happen frequently. In 2017, OWASP announced
SQL injection is a top 1 threat to web applications. However, the proportion of data security is the
smallest in the data industry. To prevent data exposure, this paper proposes a method that can protect

databases by using hybrid blockchain.
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Hl E2X91(Private Blockchain)S &35t slo|HE|E
E2X(Hybrid Blockchain)& ©]-&3t dlo]gHo]A
HOKERAS AIjtotaA}l gict.

2. ZL/2| Hlole 4y S

2.1 HI0[E] AHQ| = &

A =y dlolg A A rEE 20109 =R EH
20189 =71R] &3] Z7)6kal Ttk ofdl9] Table 12
glojg A HEY AR g LRI

(Table 1> The Amount of National Data Industry
Market. (100 Million ¥

2016 2017 2018
Data Solution 15,720 16,457 17,561
Data Constru(?tion and 55,850 58.894 61.934
Consulting
Data Services 65,977 68,179 72,050
Overall 137,547 143,530 151,545

Hlojg Hel A2 Hlojg &4 Al &3 Q=
o], oF & 1,2819] 9 A RS 23 Qlok o= &
FA AR 5 7P A2 R A7)0l ZARE e
ot#9] Figure 13} Zth.

The Proportion of Data Solution Market in 2018
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[Fig. 1] The proportion of Data Solution Market in 2018

DBMS®] Aol 36.5%2 &34 A 5 7V A%
T2 H]go] Eorom, Hole] Het AL Hole &%
A ARl &30 Qs AL A 52 7.3%2 Aok
QUEHI]. ol wH oz} Holy Bete] FAES
UFehiIc}. ok9] Table 20141 Hlole} Bet AR
2 o, AN, SRS ol

(Table 2> The Amount of National Security Data
Industry Market. (100 Million ¥

2016 2017 2018
License - 789 831
Data _
Security Development 133 128
Maintenance - 291 320

20184 dlolE HQF Y F ZolAA} {A|/HS
Hok= 20179 Rt 42 6.3%, 10% A53F3ATE, 7H
gk RROAE 235]8 3.7% #r4stdtt. 2017 OWASP
1917} SQL Injection©2 BF&] %l wf, Xk 7j3t Fofo]
H|go| ZAstts A2 dlolE Eete] tigh Ql4o]
WA gt AL HojErh

2.2 HO|H Aol =9 Zgt

Skt dlojE A1 XE(Kdata)oll W=, 20199
9] HA &FAH AP 9F 1,1099 @39 g 2t
I 9lor, 20179HE 2022W71A19] A¥+t AZFE0]
10.3% 77h& ZolzkaL skgitt. oFfl9] Figure 29
2ol 2022¢ell= sf9 Hlold &34 AP fR7b oF
14619 gl g Aolgkal ajlidstirHll.

ol% 7H& & A2 ‘Operational Databases’ A%
o= 20184 7|& °F 4009 2 ol AlFEE 2%
I 9lom T WA EE Reporting and Analytics’ Al
Aoz 2009 €, Al ¥WAEE= ‘Analytic Data
Platforms’ A& 1509 & W2 F71= ]It} =
Wet vE7EAI 2 DBMS, dlolE] &4} Hlojg £4 &
ANF APgo] A F 2o eyt wiet 2 9]
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The Ameount of Data Sclution Market Overseas
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[Fig. 2] The Amount of Data Solution Market Overseas
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3. 20179%= OWASP - Injection

3.1 SQL 2IH™M(Injection) &4

20179= OWASP(Open Web Application Security
Project) Top 109] £¢& A EH, Q& H(Injection)
FZ40] 191E A5kl Stk 1A 342 3AAP B
MOl FHoF S ol-&sto] /ARl SQL £& Aot
of glojEHo] AT} HFgH o= 57*6]'71] Sk= 34 7
He O3tk o] 3AL Holy &, 1Y 52 AT
4= o, Egto] ¢l A}Q‘X}Oﬂﬂ] AE7L e2d 5 A
o}, Zet] AL, JAH FACE SAE HshS FAA
oA wjotd = qlt}. o|F sidsly] YsiAl= HEolet
HALE & Yoo goH2l E3h SQL JIFA
(Injection) 34 BAlok=s W 5 54 24 W, &
A 54 o] QIAIRE ZF W] o] el
Ast7]ol RE FALZ Wolstr] gt st 34 '
WS shuRt 127171 o Pe3]. SEA|RE ofefe]l At

o]

ﬁ rl~)l

S stol el 2EANL ol
e Aze 34 ol g AN Aol

3.2 SQL Injection 215 23
SQL Injection A%< 9ol JAVAR 2H/3gh 113
T2 ofget At

—_

29 A4 F&

String query = "SELECT * FROM members
WHERE username= " + userld+ "
AND password = " + password + "

Souce Code 1. Login [4]

JAVAZ AR 219] Source Code 1S AHHEH
userldg Y+ HEY} passwordgE g+ o] ok
0]% userldo] adming& ¥Zs}al, passwordo]
1=1 71—0 U_;ll_ﬂ X]—__E H]-_Q]—O] 1:4‘-— .?__,_PQ_ 1:1‘——\:}-]‘1:‘{
password F8o] x4 207 QA %o} admin 0]
b2 27%lo) AgFstA "EoH3,5.6]. olERt ofyzt
passwordE @& 780 ‘or 1=1 # &2 ' or 1=1 --
o 22 F4E golFo] fAYES] Y glo] 29
AAE At 4= dtH3,5,71.

3.3 AR ZY(Secure Coding)

74 SQL A A4S lolA Aastect SQL
QS B7] 93 Y B SRt whR Ale] o]
o} ol oFEe U b TEAQ WoE, Aula

ke 9sly] A FHoFde A|ASH= Ho| g7 T F
& 2L OL FHE AASE ARt B AT
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4.1 E=A21(Blockchain)

29 EZA91(Blockchain)®] /Hd-2 AFEA] UL
HE d= Q&0 s At=ct AP W E=
g YA E AT HIEFR] 7[eS Ajterl=t, of
£ 71EHor EEA /ol V&S HEe R Adlst
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Ak 71EACR EZARIRE HlofElE 0] E5(Block)
of AL ARt E55& A= AZ(Chaining)sh=
A& Witk 552 55 27160 A E o
5Pt Hv, 1gE Aol9] silgte Zet she &
52 ol £59 sl RE sS4 2 A=,
FE Sl 111 o= 7 EFo] et sialgkS 7t
AL Yol "k &, RE Sii3tE e £53 Hlast
o] gho] ths A%, HlolE7t xE Atk A& A &

% UoH10). BEAQle] P2k o} Figure 37 dth
[111.

Block Block Header (Block Hash}
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[Fig. 3] Blockchain Structure
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£2 £2X2l(Public Blockchain)
52 EEA49(Public Blockchain)& F7=X] 4
Q= g EEAQ EYIAR, RZF o]
ol §lo] FEA] AFE, LEE, AUlEE
59 IT 71715 olg3to] 2491 JEYA Foidt
o Aok olAgE HEY EEAQIY FY-, ESE0] =t
oHAI7} YEHA| B EA] @] o] A3F 7t =
(node)9] HHE & 4= Qrhe= wo] &R stcH14].
Q] AFEE o|n 2 (Ethereum)©] QL &

ulE AEWE(Smart Contract)?] 7fgo] Hx2E =
HATH10,15].

4.3 T2l0[8l S=AQl(Private Blockchain)
matolgl EFA|Ql(Private Blockchain)2 HEH
EEZA4?1(Public Blockchain)¥} Th27] Hj2f&joH 7]
Goluf o] o5 5171 FAERE i 5= Qi
THEA] Zot oiR 22 7|19 E5AIR] HESR A
v ¢ glom mE FolE 9t eI E Ueyet
A gote "rk= o] HEY E5A°1%) =k 11
U, 159 E5AQ1 b2 metolyl E54912 7t
AT 7ol = 2Zo] Hasto] g sigs| 5
= 24o] EEAIS Tt @o] Sitti4,16].
& AFEA YR EZL st E343tE 93t E5A|
Q1 7ol BHE)SHA == 7]Holth
Q] A= s ThedlolA(Linux Foundation)
o] gt AFE sfoln Y W HE(Hyper Ledger
Fabric)o] 9low 49 ¥, 74K 25 9 7|d &
A 9 ARl ZE Y YEYA 752 ALETH10,15].

[¢]

4.4 3l0|E2|E SEA|QI(Hybrid Blockchain)
stolBE|= EEH91(Hybrid Blockchain)S ¥
EEARIT} matolsl EEAIE AR AT 37
EA|QloltH17]. &, Zetolyl EZAQ19] 7|42
o] FE k&2 goleH o g E5AA
< 2950, HEY EEAIQI 7leo] = HeY
& AFAIRl Aot
ol& ARESH thEZAQ! A=, IoT(Internet of Things)
oA, 714 2ol= [oTE Zeto]dl EF5AQlog A}
8311, A ZA A2"HS ol HEY EEA A
Zoh= W4lo] QIHH171.
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B A0] AS AFRAIES] AR L Fuh|slA] kZEo] Q)
& 7Fs7gol At SRt EEAIS o8t JEE
AA5HA ki 251 dlogEo| A7t k& EH T
sleele 255 7153 di4l(Hash)d+2 4st
7k =0l Q7] el Hef msirt glct.
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[Fig. 4] Database Structure Based On Hybrid
Blockchain
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