St A= Q1B SIS =2X| Vol. 6, No. 1, pp. 39-43, 2020 https://doi.org/10.20465/KI0TS.2020.6.1.039

=SH2SE 0l8et XSAt ECU dHAUS 718

"UAMTHERD ICTSHE SHA, uiAMThStm ICTEHE W4
Automotive ECU Biometric Authentication Using Blockchain

. 1 2*
Ji-Hoon Hong', Keun-Ho Lee
!Student, Div. of Information Communication, BaekSeok University
YProfessor, Div. of Information Communication, BaekSeok University

2 % AU 43 AEHEY F2T 24 VEEA A4S @S Utk 2 dFe A2 1T 7leS H8%
Asd AsAE MEsta e ‘3% Asq AsAtel tietk Ado] ZEsHA o] Fo|AHA 1o tigt YEYA o
Aol 7FestA & Aol Aot ARt oA HEY D] JYPste] BgE HEE &+ AeH %
GAR7]o] 2o mE HbERAo] Bttt 2 =RolAe Asd ARsAtel Het ZA7F TASHA] oAl Held
0|71 AsiA EF5A9 7ae A&t ARAY AAPEE ol&sto] AAAT 71 Adstal FF A&
Bl

kA S

FHO : EFAR], A5 ARsAL, BA|, AR AoIAIAH, [1S

Abstract The Internet of Things plays a role as an important element technology of the 4th Industrial
Revolution. This study is currently developing intelligent cars with IT technology, and is at a time when
the development of intelligent cars is active and network data communication is possible. However,
security solutions are needed as security is still at a weak stage, which can be threatened by intrusions
into the network from outside. In this paper, in order to improve security of intelligent cars without
causing security problems, we will apply blockchain technology, propose biometric authentication

techniques using users' biometric information, and continue to study them in the future.
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(Table 1) System performance comparison
system
Com Existing system New system
ponent
Efficiency Normal good
Danger high Normal
Performance good very good
Security Normal very good
data management Normal good
Situation judgement Normal good
6. 48

7407 SIol AP A5A BARE shastn oz
o £2 712 Hgstel AFuct BAYS HEshy
Hs 2R B3to] A2HS Attt Aot
T AZN2FE J)E A2HIE A A R o
E9i510] F25] 9190 AR AAHRE T NOR F
n2 LS Fole] AHRE 169 457t D 5 9
on] 227919 742 olg3te] HoleE Bt

RTAYES BAjstel HEaH A]ﬂuw A% A%
2ol Tjgh Bek 7ot S erg ¥s1E Jst
A e whe) RsAe s }r& A @477} ool

Aoz Yzttt ksl oz uq AZxte] o 7]
&o| Aed Aoz AZetHA AT

REFERENCES

[1] J.H.Hong, K.H.Lee and S.H.Yun, “A Scheme for ECU
Application Technique using Blockchain,” Korean
Society of Internet Science, Vol..4, No.1, 2019.

[2] Y.K.Kim, “development Technics and Future Trend of
Electronic Engine Control Unit,” The Korean Society
Of Automotive Engineers, Vol.19, No.2, pp..26-31, 1997.

[3] H.C.Moon and J.H.Kim, "Electronic Control System for
Vehicle Performance Improvement," Journal of
Institute of Control, Robotics and Systems, Vol.16,
No.2, pp.20-25, 2010,

[4] Y.SHong, ‘Evaluation of Function and Safety of
Autonomous Vehicles,” The Korea Transport Institute,
Vol.11, No.12, pp.13-18, 2015.

[5] G.M.Lee, HJ.Cha, J.CKim, “Model-based Design and
Validation of ADAS Control Software on Multicore
ECU,” The Korean Society Of Automotive Engineers,
Vol.2016, No.11, pp.335-335, 2016.

[6] JH.Ahn and Y.HKim, “Implementation of Android
Application for Intelligent Vehicles,” Korea Institute
of Information Technology Summer Conference,
Vol.2011, No.5, 2011.

[71 SHBaek, J.GKim, SHPark and HTJu, “A Development of
a Trip computer based on Android,” Journal of
Korean Information Science Society, Vol.37, No.2B,
pp.397-400, 2010

[8] H.R.Lee, KJ.Kim, K.HJung, KH.Chio, S.K.Park and
D.K.Kwon, “Studies of the possibility of external
threats of the automotive ECU through simulation test
environment,” Journal of the Korea Society of
Computer and Information, Vol.18, No.11, pp.39-49, 2013

[9] Y.SKim, Y.CKim and B.Y.Lee, “Security Model
Tracing User Activities using Private BlockChain in
Cloud Environment,” The Journal of the Korea
Contents Association, Vol.18, No.11, pp.475-483, 2018.



ok

St XtSKH ECU A2

1=

o

7|eH
=

43

[10] KHLee, “A Scheme on Anomaly Prevention for Systems in
IoT Environment ,” Journal of the Korean Society for
Internet of Things, Vol.5, No.2, pp.95-101, 2019.

[11] HY.Kim, “Analysis of Security Threats and
Countermeasures on Blockchain Platforms,” Korean
Institute of Information Technology, Vol.16, No.5,
pp103-112, 2018.

[12] H.J.Chu, L.H.Song and B.G.Choi, “A Decentralized Test
Management Tool Based on Blockchain Technique,”
The Korean Institute of Information Scientists and
Engineers, Vol.25, No.7, pp.321-328, 2019.

[13] J.O.Hwang and S.G.lee, “Study on the 3GPP
International Standard for M2M Communication
Networks,” The Journal of Korean Institute of
Communications and Information Sciences, Vol.40,
No.6, pp.1040-1047, 2015.

[14] N.SKim, “Hybrid Spectrum Sensing System for Machine-
to-Machine(M2M),” The Journal of Korea Institute of
Information,  Electronics, and Communication
Technology, Vol.10, No.2, pp.184-191, 2017.

[15] J.H.Song and S.S.Kim and M.S.Jun, “A Study on Group
Key Generation and Exchange using Hash Collision in
M2M Communication Environment,” The Journal of
The Institute of Internet, Broadcasting and
Communication (IIBC), Vol.19, No.5, pp.9-17, 2019.

NEL)

[

T9,I-

E X| E(Hong, Ji Hun)

=20144¢ 3¥ ~ @A : HYgw
ICTSH
(FEop
FAAE, HIFEES,
0] 2 3(Lee, Keun Ho) [ENEEE]

= 2006 8¢ : 1HUstw AFESH
sHolahatAp)

s = 20064 99 ~ 20104 29 : 4M3
A2 DMCAT4: AJA7Y

220104 3Y ~ @A : WAQstL

ICTEH Fus

A Bofy

OI%%’H Het, SRESE, MAFEES



