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Abstract The mobile application based on the Android platform is simple to decompile, making it
possible to create malicious applications similar to normal ones, and can easily distribute the created
malicious apps through the Android third party app store. In this case, the Android malicious
application in the smartphone causes several problems such as leakage of personal information in the
device, transmission of premium SMS, and leakage of location information and call records. Therefore,
it is necessary to select a optimal model that provides the best performance among the machine
learning techniques that have published recently, and provide a technique to automatically identify
malicious Android apps. Therefore, in this paper, after adopting the feature engineering to Android
apps on official test set, a total of four performance evaluation experiments were conducted to select
the machine learning model that provides the optimal performance for Android malicious app

detection.
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[Fig. 1] Number of Detected Stalkerware and
Adware in 2018 and 2019 (Kaspersky)
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[Fig. 2] Dynamic Analysis of Android Applications
Using the Droidbox Tool
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[Fig. 7] Extracting Properties from TFakebank’ App
Using Androguard

[Fig. 8] Implementing a Function to Extract the
Property Values of the App Using Androguard

PERo|E § APK WS 7T TE o]85td
1% JSON Td=E AASHgich JSON mg9] o]F2
[Fig. 913 Zo] B4k APK 9] SHAS12 Fo& A3
AEE A3t Talk To Me Cloud 99 JSON =}
4 ¥ o2 [Fig. 1013+ Zo] d9 &432
key-value FEIE Q1g 4= ot 181 AT ob4
o HE malware £A2 2 Z7Hmalware & &4 7+
o] falseo|H A W& Yu|ghste] dlolE Al gt &
B8R 78S &4 JEE ZFAFH

[Fig. 9] JSON Files Created by Preprocessing 6,000
APK Files
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I v 2. Feature Extraction Function
inport json
def read_json_file(fileliane):

with open(filelame, "rt") as fp
return json. loads (fp.read())

—J

@~ pp Data

Feature
Extraction
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(Table 1> Machine Learning Environment
Environment Description
cPU Intel(R) Core(TM) i7-9750H CPU @
2.60GHz
RAM 32GB
oS Ubuntu Server 18.04.3 LTS

Web-based interactive computing

Jupyter Notebook 6.0.1[6] open source software

Web-based user interface with

Jupyter Lab 1.2.6[7] improved Jupyter

Python 3.6[8]
Androgaurd 3.4.0[5]

interactive programming language

Android APK file analysis library

Python-based machine learning

scikit-learn 0.22[9] library

(Table 2) List of Machine Learning Models Used

No. Model Options

1 SVM Random state=0
2 Decision Tree Random state=0
3 Ada Boost Random state=0
4 Random Forest Random state=0
5 Gradient Boosting Random state=0
6 Gaussian _

Naive Bayes

7 Logistic Regression Random state=0
8 k-NN N neighbors=2

42 CHNRY M5 T} XE
HAlHY BEs A851E A5 AEEo|lE HAY/
0“3 ol thsl <Table 3)3 Zo] v 7H4] BHY &5
I(Confusion matrix) &5 A7} YefA Hrt.
Eq’a"ﬂ 7719 &5 P 2IE EYE AMgE &
Z+o] wAleld Hdo] g W J5-S vl Brr 5
Jlom, olE EYiE Qt=go|= APK ¥hdo| 71 23
gt oAl 2ds Al £ e AR 45E7E A
HE ARSI

(Table 3> Confusion Matrix

Predicted : Yes Predicted : No
Malicious APK True Positive False Negative
Normal APK False Positive True Negative

QeERolt A/ A wEo] Aget A9 HAl
2y 2dE AAsks o] "asith A9 82
QtERolE APKERE & 9 $X3g 54 JEE
gdoR FHuo Wl 455 Hole HAld HdS
= Zlo|th. o] 9ol A AR AF dhido] He <t
E=o|E APK & 2 WhE 4% wE 452 v
WA, F HARE o BFo) AR 7Hs HulA
o] EA AR NeE DEstHA 2ol mAled &2
AHZ PBT (accuracy)@ F1 2701 H|Wslo] =
Eo|E A4/ 9 whdo] A3kt A9 miled B
4S st BE sFstih

PERo|E A/ A wWH AR 7HsE Al
g 2@ A7gstr] 95l (Table 2)%} 2] & 8712] #
Aeg 2S4S EH‘JQE Z}7+9] HEZ o853l

2 79 W 52 vl B

dvkdog miley Rdo] 45 Hlu/B7loke
Ag2E= Zé%lE(Accuracy), AU (Precision), AE&
(Recall), F1 score(F-Score or F-measure) 5°] |
t}. o] FolA Fl score= FUEY} &S 25 §HY
Sk B7RAER Bl 2d9) 45 B RE 7P
ol ARgstar Sl

(TP + TN)
Accuracy = 100 1)
P
Precision = TP+ FP) (2)
TP
Recall = m 3
Fl score — 2 (Precision* Recall) @)

(Precision + Recall)
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(Table 4) Number of APK Data and Features Used
per Experiments

] Number of Number of
Experiment No. APK Features
1 200 9
2 5,992 9
3 5,992 '3
4 4,700 429

5.2 A3 1 (20074 GIOJE], 971 EX ALE)
A% 12 2018 AHES R&D Hlo|E "X 4] 2

=3+ glolgAl 6,0007] oA 200719 Qt=Rol=

{Table 5) Used Features on Experiment #1

=z
o

Feature Name

Number of Permissions

Number of Activities

Number of Classes

Number of Strings

Number of Librarires

Number of Files

Number of Services

Number of Receivers

O | N | |W[IN|—

Number of Providers

APK TH-E o2 walely 78k ¥ H5S v
Sttt €58 APK 13471, HAEE APK 66
Z- A8, (Table 5)%F Zo] Z4Zre] Qt==z
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[Fig. 15] Discriminating Performance Comparison of
ML Models on Experiment #1
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[Fig. 16] Discriminating Performance Comparison of
ML Models on Experiment #2
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AHESE. o™ (Table 6)3 Zo] & 137019 Z2H A g
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(Table 6) Used Features on Experiment #3
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[Fig. 17] Discriminating Performance Comparison of
ML Models on Experiment #3

5.5 &% 4 (4,7007 CIO|E, 4297 £ AtE)
A3 44 4,700702] APK TS ARESIFC
A A I F 66.7% 3,14970= k5 HolHE,
33.3%% 1,5517= HIAE dolHz ARgsigth A
3(5,9927H Hlolg ARSET A9 mde] £7} 47007
2 Hlolg a7t E0lE ol & dollA HulAd oI5
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ARE Thse muld 21708 BE 508 AN
((Table 7))3t90H. ol& #3f 421749 =Hv]4d & AR

Z0] Hu]AHdL Al85Hz] oF= Hu]AHdL o =
No. Feature Name U U2 18, AMESHA] Y= Huld2 028 Q1x
1 Number of Permissions
2 Number of Normal Permissions
— (Table 7> Used Features on Experiment #4
3 Number of Dangerous Permissions
4 Number of Signature Permissions No. Feature Name
5 Number of Signature Or System Permissions 1 android.intent.category.MASTER_CLEAR.permission.C2D_MES
— SAGE
6 Number of Activities
2 android.permission. ACCESS_ALL_EXTERNAL_STORAGE

7 Number of Classes
8 Number of Strings 421 | com.android.voicemail.permission. WRITE_VOICEMAIL
9 Number of Libraries 422 | Number of Activities
10 Number of Files 423 | Number of Classes
1 Number of Services 424 | Number of Strings

- 425 | Number of Librarires
12 Number of R

uoer © ecejlvers 426 | Number of Files

13 Number of Providers 427 | Number of Services

428 | Number of Receivers

429 | Number of Providers.
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[Fig. 18] Discriminating Performance Comparison
of ML Models on Experiment #4

E3H A% 33 vl EE SVM, k-NN 2L A9

3 THE 679) MAle el Mok @ Fl Aol
So] TS S BT & rk

=

5.6 A& ZAn} HW M

yl 7HA19] A9 Ay} t=go|= ob /AL f whE
‘g AE F1 A3015 M=Z B|wshd (Table 8)3 Zth

(Table 8) Experimental Results

Classifier EXP EXP EXP ExXP
#1 #2 #3 #A

SVM 4413 54.16 54.13 43.12
Decision Tree 75.74 86.04 85.24 90.64
Ada Boost 68.17 82.87 83.28 91.50
Random Forest 81.82 89.21 89.98 94.57
Sradient 7273 | 8546 | 8740 | 93.15
oosting
Gaussian Naive 6137 | 7750 | 7097 | 8042
Bayes
Logistic 8175 | 8268 | 8163 | 8581
Regression
k=NN 53.67 76.52 81.80 72.59
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[Fig. 19] F1 Scores on ML Model based Detection of
Normal/Malicious Android Apps
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