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Abstract The elliptic curve crypto-algorithm is widely used in authentication for IoT environment, since
it has small key size and low communication overhead compare to the RSA public key algorithm. If the
scalar multiplication, a core operation of the elliptic curve crypto-algorithm, is not implemented
securely, attackers can find the secret key to use simple power analysis or differential power analysis.
In this paper, an elliptic curve scalar multiplication algorithm using a randomized scalar and an elliptic
curve point blinding is suggested. It is resistant to power analysis but does not significantly reduce
efficiency. Given a random r and an elliptic curve random point R, the elliptic scalar multiplication
kP=u(P+ R)+vR is calculated by using the regular variant Shamir's double ladder algorithm, where
1+20-bit v =rn+k (modn) and v =rn—k(modn) using 2'P=F cP for the case of the order n=2"+c.

Key Words : IoT, Authentication, Elliptic Curve, Scalar Multiplication, DPA, Randomized Key, Point
Blinding
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BRI 435 dare]EE RSA 95 darelEat vl
sto] 719] Zo|7} ot 7] £Hlf, ARAE Sl A=
QItH1]. E3E IoT(Internet of Things) &30 Zgslo]
& JEYF, ZAH ITS(Intelligent Transport Systems)
Y AN HEES AH|AE AlFst=r 9 A
=3 QUeH2-3).

EFTA s duEES A8 ol FoE Bl
A & o8 A Hole AT FAZ PR 7t
A3 St IHAY A4S E8AdTE FRe Ad F
A AL Ag ol wet MEEAT At £4 59
g FAe] sl FHeFdol Aol dHA UTH4L

EHESA 9] Fofl et Az FA2 A H|
Eo] wjgt & e} R34S Sli= Double-and-add €L
2]&, Addition-subtraction ¥E]E& So0] A=}
I8y o2 e AgEA FA™L SPA (Simple
Power Analysis)oll 93 2Ze7F =&5+E EA7F QL
TH4L. olo] gt -SHoR = Hije} [ A4tol Z-E
FAE ARgSte W, T oule SIS A ARSSE
H, Montgomery A& ARSShe W, SIAIRE ARS-
sk gag)E 5ol AMEATHL-6l. 1Y o] s
AT Bauer 9 HCCA(Horizontal
correlation Attack), Goubin®] RPA(Refined Power
Analysis), Akishita &9 ZPA(Zero-value Point
Attack), Hanley %9 A% Z=(Correlation
collision) 34 ol 93 FHIFHE ZH=rH7-10L

. AHEA DPA(Differential Power Analysis)
T AR o7 §9] JZ FYsHAA AH|HE
Ao, 2+ I FEY ATAAE Fot vl 7]
JEE gohfi= TAR oIt A& HEES TH0 &
Sk WO R Corond] AZEr U3}, MU A &
71719+ AMIFE ARR, Clavier 59 A4 B3
(exponent splitting), Ciet 52 W< 7] E3l(random
key splitting)e} & v Q4T F<=3}, Smart] Yol ZE
2 Al v 5ol AIEATH4, 11-13]. o]F e3>
AAtk9] BE17F =AY Doubling 324, 2-Torsion 524
5ol tisiA FHedS HRlTH14-15].
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Aozttt of7jolA O F3F PP = iAol it
HolTH16].
| F, 9ol Aod gd=A + E(F,) 9
273} k9] FA kP= 2748 kS olASE B
T et R4S HhEste] 3k o= QleH14]. 18
2} H|EQ] Zlo] 1Y vt Al St Slof &
E4E& Fole WL SPAY 93| 717t k&
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Ho]3l, Double-and-add ¥ilg]&o] A& A
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scalar), 98 EFIZA A %7]7]|(blinding point), &
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TSR] ZR} o] 3k AFdE HI O R Feix 52 4H|
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2 Axksls gHE AR
add FEEI Akl L
ATH121.

ottt 1831 double and
22 Algorithm 1& A5t

Algorithm 1. Regular variant of Shamir's double ladder[12]

(kn_p "'7k0)2,
7d0)2

Inputs: Point Pand S k=
d= (d”,l,
Output: Q@ = kP+ dS
1. R PR« ReP+5,
c—2d, | +k, _;R<R
2. for @ from m—2 to 0 do
2.1 By<—2h,
22 be— =(k; Vd,);c2d, +k; ReR,+ R,

3. return 73,
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Algorithm 2. combined random scalar multiplication

Inputs: Point P, k= (k,_, - ky),, order n,
reduction depth €
Output: Q = kP
1. generate a random 7 and a point /2
2. P—P+R
3. u<—rn + k modn; v<—rn — k mod n
4. B<—P Ry<—R R<—P+R
0(72v[+f*1 +ul+?*1;%<;RC
5. for @ from n+€—2 to 0 do
5.1 Ity <2HR,
5.2 b ﬂ(ui V1)i); c<2v, +u; R—R + R,
6. retun 73,
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