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Abstract Although various home services are developed as increasing the number of home devices with
wire and wireless connection, privacy infringement and private information leakage are occurred by
unauthorized remote connection. It is almost caused by without of device authentication and protection
of transmission data. In this paper, the devices' secret value are stored in a safe memory of a
smartphone. A smartphone processes device authentication. In order to prevent leakage of a device's
password, a shadow password multiplied a password by the private key is stored in a device. It is
proposed mutual authentication between a smartphone and a device, and session key agreement for
devices using recovered passwords on SRP. The proposed protocol is resistant to eavesdropping, a reply

attack, impersonation attack.
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(Table 1) Definition of System parameters

Parameter Description
q a large prime number
a prime number, N=2¢+1
g a generator of Z;
H() a hash function such as SHA-3
k a multiplier, k= H(N, g) or k=3
S a user's salt
7 the username
p a cleartext password
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a,b secret ephemeral values
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T the private key, © = H(s, p)
v the password verifier, v = ¢* mod V'
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Parameter Description
q a large prime number
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