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Abstract In this paper, an error tracking platform is designed for enhanced-reliable IOT system. The
platform is designed to enhance reliability of IOT system by analysing additional informations(OS,
Browser, Device) and by notifying error detection to developers. Especially, in the case of an error in
the service which it is difficult for developers to recognize it, The platform also supports notification
services through various communication media(Email, Slack, SMS). The common interface is designed
to accommodate many languages(typescript, Swift, and Android) in the development process, and the
interface allows users to analyze errors that occur on various platforms, including mobile/web/desktop
applications. By presenting each error in groups through issues, developers can easily identify issues

in the service. The visualizing function is included to recognize various error type by dashboard.
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2.1 QIEIo|A HA|

AEHlo]A HAA B4l F2F 72 API Server2
Application 7Fe] 5AXI([Fig.1]), API Server®} Error
Notify =iAl 7te] B4l FZboloK([Fig.2l). WA,
Application SDKOA API Server® HEE HW uj
API ServeroAl Error Notify "ix|2 FEE B o
L% JSON P& folgE 7Haid BEujA ot
[7.8].

Http Request

Errorify SDK

f

Application

Error Notify Module

Dashboard Module
Integration Module

Errorify API Server

[Fig. 1] System Interface(1)

- Http Request )
Error Notify Module {i}

Dashboard Module
[

Integration Module

Errorify APl Server Project Dashboard

[Fig. 2] System Interface(2)

2.2 DB &4

DBE G871 o7 F40o] 7Is3t=S (Table 1)%]
& User, Comment, Tag, Team, Project, Activity,
Error 5 [Fig. 3149 7719] g g L4dsto] dAst
FATH13I.
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(Table 1) Entity List

ENTITY

USER User Information
COMMENT Comment Data for Team Member of Project

TAG Tag Information of Error Types

TEAM Team Information
PROJECT Project Entity
ACTIVITY User Activity Entity

ERROR Error Type Entity

708 [} o Anoarange Hghight

[Fig. 3] DB Structure
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Class Diagram

[Fig. 4] Class Diagram(1)

@ @ Notification

® & message  String
® & source String
© & destination String

*® @ send() void

@ @ SlackNotification
@ @ send() void

@ & SMSNotification

@ @ send() void

@ & EmailNotification

@@ send() void

[Fig. 5] Class Diagram(2)

2.3 SDK

[Fig. 6] Application SDKO[A API ServerZ d|
o1& B o A3 JSON F4o|t}. project ZHO|
4] project IDE 7F&oliA HLEokal, error ZHOA
type, line, message, stackTrace, wheng HE3ic}
user ZHNAE userlp, userNameZ, tag ZHoA=
key, value @402 7o) tfst JHRE HdstA =
oh A EEo M= AW Fol BTl 82 T 5= 3
oun ToAs tHAEEA 2F FHTE 375}0]
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Holo] 7H3dt & HIsitH11l.

object {3}
v project {1}
projectId : 1
v error {7}
type : TypeError,
line : 7,
message : test mesaage,
stackTrace : Exception in thread "main" java.lang.NullPointerException
at com.example.myproject.Book.getTitle(Book.java:16)
at com.example.myproject.Author.getBookTitles(Author.java:25)
at com.example.myproject.Bootstrap.main(Bootstrap.java:14),
when : May 21, 20 )7:52 AM UTC
v user {2}
userIp : 203.252.17.149,
userName : hosu Lee
v tags [4]
v 0 {2}
key : browser,
value : Chrome 74.0
v 142}
key : browser.name,
value : Chrome
v 2 {2}
key : level,
value : error
v 3 {2}
key : 0S,
value : Mac0S
v 4 {2}
key : url,
value : http:
v sdk {1}
version : 1.0

[Fig. 6] SDK JSON Data
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[Fig. 71 Sequence Diagram
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[Fig. 9] Dashboard
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[Fig. 10] Project Page
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[Fig. 11] Project Team Modal
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[Fig. 12] Issue Page

[Fig. 13] Issue Page(Detailed)
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[Fig. 14] Event Page
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