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Abstract Recently, epidemic of covid-19 causes rapid increase in demand for untact video conferences.
In existing server-client based video conference systems such as Zoom, Google Meet, etc., the server
generates the conference key and controls the access rights of meeting members and their contents with
it. In this case, the server can fabricate or repudiate the meeting. So, the privacy of the meeting
members is not guaranteed. It's necessary to make the conference key distribution scheme where all
participants can verify the trustfulness without help of the server. The smart contract is the program
stored to the blockchain. Its contents cannot be altered due to the property of the blockchain, and
everybody can verify the execution results of it. In this study, we propose the smart contract based
conference key distribution scheme. The proposed scheme is consisted of smart contract deployment,
conference key generation and verification stages. The smart contract replaces the role of existing
trustful server and the meeting members can generate the conference key according to the protocols
implemented on it. The proposed scheme can be applied to the video conference systems and only the

meeting members can access the conference key.
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[Fig. 11 The Smart Contract based Conference Key
Distribution Model
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struct UserPubkey {

address addr; // 29| WH9] F4
uint pubKey; // 319 W9 I717]

}
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struct ConfKey {

string confName; // 3]9] o]&
UserPubKey usersll;
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