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Abstract In this paper, we developed a web-based DApp system based on a private blockchain by
applying machine learning techniques to automatically identify Android malicious apps that are
continuously increasing rapidly. The optimal machine learning model that provides 96.2587% accuracy
for Android malicious app identification was selected to the authorized experimental data, and
automatic identification results for Android malicious apps were recorded/managed in the Hyperledger
Fabric blockchain system. In addition, a web-based DApp system was developed so that users who have
been granted the proper authority can use the blockchain system. Therefore, it is possible to further
improve the security in the Android mobile app usage environment through the development of the
machine learning-based Android malicious app identification block chain DApp system presented. In
the future, it is expected to be able to develop enhanced security services that combine machine

learning and blockchain for general-purpose data.

Key Words : Machine Learning, Blockchain, DApp System, Android System, Malicious App Detection,
Mobile Security.
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machine learning

[‘"emxl
EER

2.2 FIAHAT| & AETE EHX|
FIAT A7) HE FAHTE Eul—x]
Tl ZF gAMEE HAlEY
= M FE gA S FPES oItk A4 AL
FAEE AuEY HFE FHRE Y| Pre-execution
@Aet Post-execution TAR FEsto], A A
(Pre-execution) YA = HFE A glo] 44
7Fsdt AEEHY 29, Hio|E, F&H "AE FH)E O
o= mAleld BaojA gk BYE S3sto] A
EE gXok= IS gt T2a A oo 7]
249l EAHH(Lightweight Features)Z F-AH3 dljA|
(Similarity Hash) 3<E ShgAIXl & A4 ohdat of
d ZEE BERote IS Tk fAM Sl
= —lf:‘ 79 5.0] SA] gholl wt MRS A HA

H5ohs S Aleshd, v #zlo] AT
_:’1_‘:7]' AT A4S Ast g erxé = stk A
A Bol = A fdofA & 7HsT e
H(Heavy Features)Z o|-835}o] SAM] Al T
AR & PIE LTSS of8sto] Fadat
g EFoks Y SYPES ot vl 7
Ftof] A da} YA ETE S - gd 715t

or
IS

o

A

ol

ol o oo
o_>|:. ) o_u Um ox,
J{m o

i, 4



o

Held JIg =25

A2l DApp AIAE HA & ¥ 67

o
=1

-
O_L,
&
I

= St9TH4,5].
P re-execution IFFORE

+ Post-execution

)
e
od
1
mEli ‘L
-
iy
o i
olﬂ

4
m
f

[o

oxl oX
= 4 r
| o

e
)
rOlt
o
©
ox,
i
i
ife]
o2
ol
Sk
_&
>
i)
)
rr
ox,
E
e
i

o M

—_ =

)% olgsiel Hei
/Jo]]:]— wEbA] obA
=2 7123 = 1
éi— Ediz g4t
S3tcH8-101. A¥
d, Azl& 5olA &

o
S

N
& "

19 wE i,
o2 o L
ot >

oy e R K oz
ox
%-11
i

o B oIm m g ot

ox

48 wolol, cjge] opgE A=l etk
ek ShAle, FRaw2r) B Fof 8T
ohergais o] dee deRe A9
"7} glo] £ AFolHE 2SI
oo} W A BelSE P 7

rr
J{m

_ll-ru o e

ol [ % o
1T
-LE

o

2.3 52 7[2te| DApp

2249 DApp(Decentralized Application)S 7]
£9] Y3k ol ZgjAolA S&E go] EZAQ A
£ 7HIo R F& ot BAE ofETACIHCR £
Al A A"oA] 5Tl 58 —ili'éi n2H &S

HE BAok= Aot} 71& F2 & o] B o g
EojoA A tRE g 5 01% 712 ol EgA/]

A3t 2] DApp B4 Al2H HollA] AREst7] ¢
o A2k ApEstE ofEEAoldS vt} webA 2
Aol HAlEd sy REE H-8oto] Hddat
QYIES AFoZ S & olF EFAIQ] AAH
Yol AA/Hejsk= DAppS 7Hatsto] oje] Qt=zo]
E mukd il s B/ o RE Ao R wad
T e AlAEE FEstTh

ﬁ mlm

m

o412

3.1 DAl2fd 7|8t QLEZO|E oy

Q.4 ottt 2ol ok of mhHo| 71 &
Ql mAlEY e fesio] QtEgol=
A 2AES ottt A¥AT) Fl Scoreas EHZE
A A%s0] 7} £ Random Forest 2 0]-831%

o, 9Jojo] mdof| tisl FA/HIAEE a5
== walEy 78k APK ©7] 289 <
ooz Tt

APK ML wto]id Qloj= Hdstal o, A7} AJ/d
HA AR _init_ HAEE B9 WAlEY RS
Z7|3k8te}. T Al o] HlolHE SEAIA
obd o TS o 4= JYEF FH[Th APK ML t=

Eo]E APK 1td-& ¢JE o} o33} 2ol 4 oA |19] oF

Q) W e g

O APK T}d9] FJA|ZS AAFsIT]

@ APK ”—]‘?—-_!Oﬂlv] vi'_./(é% _i[_%ﬁ]_cq JSON _%EHE_ ]:H
skalct,

@) &4 Zo|A EAS 2Z3)0] CSV FE|2 Wslsic)

@ Predict WAEAE WYY 2o 35 3
o] A3} A FE 2 ojt]o]| 7ke-A] A3},
ulz]eto 2 Predict WAEES E3] HAl# o] o
ool AgAT o f gheo] 2 HAIE Q1] vl

Hash Module
-I Get Hash Digest |-~
|

| Get Hash from File

Feature Engineering Mcdule
Extract Attributes |“

~0

i
ol

Extract Features |-~

Machine Learning Module
Get Train Data Sets

Get Feature Importances

Predict

Normal? ..%
Malware? ..%

[Fig. 2] Machine learning-based Android malicious

app identification process

w

==
="

Ex|Q1 7|5t A|AEI D
=eolAe PERCIE ofEEAlol Aol A
42 AL =+ e E5AQ AaEe 75
Zal QFERCIE g SFAR] AlLE gt o
ofZ2ACl ] WSk APK ML AlAES B3
SAR] 7I9ke] el opy < AbE W AL
NS

A2ES A L T AT @ R ARRARE

2
=

w
Q, m-l)ll
=

o ¥
T

Ll _I

>
o e o,

ol



68  HRALSQIEYIEE)=

I’-IEI
Pl
>
>
rH
>
~
loh
)
o
N
o

AERol= ofEA I 24
AE Alde] 8%, T2 @ Zﬂ *1

E
rlo ¢
fo

. 1el7 #28 EHo5 vlzh o] o
£ A5 Egi PAled o2 e s oy
Ul ALg A} HOl WESL WE SIS 5 otk @ B
AE7Fe G4} gL oby ofjZagAo)de] iy ZAx}
golste] opy ojng BEA Alxdo] SEkct
(13,

w3OL-J

on
Security
Engineer Normal/

. ® Malicious Apps
"v}l\,‘ I ]
Lu Submit

Ui?f Unknown Apps

2 °F 4
T 2
:}r 4T ol oxt fo

HJ

m]m r$

Blockechain
System

&

o i
S8

(1]

PR 3
2] >
g B E—
? -

[Fig. 3] The proposed machine learning-based
blockchain DApp system operation structure

4, AEZ0|E ¢ FY/AY TE SEX

IAE‘“ °|_:|

41 QETOIE o B2 AAY PX
wHalggo] g E5x ﬂo] 7|5ke] QtE=olE oy
ofEg Aol T AAH TR thg 1A Zoh A
QF AAEI2 DApp with APK ML, Hyperledger
Composer, Hyperledger Fabric 372 A= ch
DApp with APK MLZ mo]# 7]gto = &stodry.
A= DApp with APK ML E3) wjAlejd s B

(o], =5
=

ARl AUAE W=t} Hilgyd Aulaes B4 Fohat
At obd e sk Yt wAlEdo] Et
E5A9 AE|AE Hyperledger Fabric¥}

Hyperledger Composer® QtE=E0|E § HHE BAF
Aol #E)gic}. DApp with APK ML £ A
H[A0]  AF  $o] A& ¥ Hyperledger
Composero|A] A|&3dH= REST AHE o|-85}o] a4
st 14l

@“‘k Feature

Engineering

Hyperledger Composer

Hyperledger Fabric

L E

Fabric:CA

orderer

[Fig. 4] Detailed structure diagram of the proposed
system

42 AEZ0|E & SEX|

At AlAFe] A8H 7|&2 APK ML, E3A|2,
DApp AlAHICo® FEECDL APK ML A&
Androguard[9] Zto|E g2 QFERo|& ofjZAol4
24 °d E% 35k Y5 scikit-learn o]H ]
2 iy =g :rL—_-T 9 LAzt E2AQ] AlAES
Hyperledger FabricO & #3Fy Ztoldl EEA9] Y
EQIFE %t ESAIQ HEYIE wE2A +4%
F M 5= =42 Hyperledger Composers

o] &3 t=Eo|E ofEFA Ol HHL} AR ARE
A% & A= O}CEO]': d EEA)N HEYIE +
ggtth. APK ML, E5A91 AlAglo] /d=H Tlo]
4 m =l Flaski DApp ¥ AHE Fdstal
DApp ¥ AlHe] 2RI AREA AldE EEAI] AlA
7] fAE 5= A=E JSON ¥ EFQ1 JWT(JSON
Web Token)& -85t

ol AARIS| Hg Tl

CY]
DApp with APK ML SRRl

gy_' @ python QlaSk
Engineer

Blockchain
System
HYPERLEDGER

© COMPOSER

~™.. HYPERLEDGER

3 FABRIC

42 8s

Androguard To[ SE20[ % HHEH £7 D240 Bag S52e 7

mo|H fdl2fd 2oj=aig UREERE R ]

Hyperledger Fabric oty ZEH0[Y SEXQ ZH U3 SO HEYI A
ESHY YE43 9 gEA 04 HesT

scikit-learn

Hyperledger Composer

Jwr JON B E2 DAppt| 2301% A8 A H % =542
I*E*WW A7 $fE E
Flask Do & 293 2 7]t DApp 73

[Fig. 5] Detailed system operation flow and list of
tools [11,12] used



Hi2ld 7|8 S5XQ DApp AIAE HA H 71 69

4.3 QERO0|E ¢ SEHOl AAY TH 1

QEgols g BEAQl A2 T@sH] Sie 3y
o the It Pk A WA, BEA YEYSE 44
Bk, T wA, 2EA) Y=Y dold & L 24
2 FH% sAsto R 74 A7 224 YEAD
of ¥ty QERolE @ ANE BT 4 G B4
o] AAETHIS).

DApp with APK ML

serer [
L
|

[Fig. 6] The process of storing Android malicious app
identification results in the blockchain

o2 1¥2 Hyperledger Composer®] Web
Playground& ©]8&sto] QtERo|E ¢ EEAQI A&
29 glojy & 9 2AE FHTE Aotk £4HA
AE tERo|E i, AR HE 59 Hlolgof gt
TZE Model Fileo| F@353ch EFAIQ1 A|AH H]
olHE AT 4 AEF Script Fileo| EAHAA 23S
T3ttt ACL File ARGARRL Hot HE27PE E5A4)
Q1 Al&”lo] gt & Qe TS AASel

— Model File ] | .

e ) ==

[Fig. 71 Detailed storage information in the blockchain
5. M4lgd 7|8t DApp & Zut
DAppe Flask 9 ZHYLE o|gste] 73t

on] ARgAtet Het 7= fe &3 DApp Al&E
A 4= Qlek 283 APK MLE} QEERojE o B

[Fig. 8] DApp implementation result (1)

51 ABA 2101 & S5

DApp with APK ML-2 AH82} 2791 9 553 €
5 Utk ARRA SEOlA dut ARAF = HQF AETF
£ AEs 4 Qlot. a3 E24Q YIEYI] AREAE
AR7T SE2EHY 2 182 DAppollA Userl AREAF

=
2 el Aole

i al

[At8% 5% (DApp)| | AH8X 210 (DAPR)

AndroMalML DApy

AndroMalML DApp

a

a ==
H3 Al HEZI=Z S5E

Userl ALEZt S5 E-AY
(Hyperledger Composer)

[Fig. 91 DApp implementation result (2)

w]l Hell= DAppell $2F &< HAlHY HRE
HojEr}. H|]l Hojx|9] & wido] =%t AREA
EO} vl 5 HolErh 271 JHoA ARl Bk
A271e] w2t BAJEE= ofo]Eo] th=A St HoA]

FE2 ok HlolH F A8 el Mg Holeth



70 A QIEHISS| =2 X MeH H4Z, 2020

Hlo|R] sldof= HY EHAEOA & EX FAE
(feature importance)°llA A9 2071

<ot

i
I
1=}
i
T
a

HHEYHAE EXH ZQF J2iZ (Top 20)

[Fig. 10] DApp implementation result (3)

5.2 DiMlaid 7ot QIEZ0|S ofN o KIS

Upload Ho]AolAE APK Y-S DApp with
APK MLell = Eate 447t obd o #ds & = 9l
o T2 12 ARSARR 2IQI5H APK e =
Eshe 3ol IERolE Qo] AfHo] J=rsd
APK ML Al&”loflA o]5 EAste] AIkE ARSALe]A
Analysis Ho]A]2 HojErh Analysis Ho]A|ollA w41
gdo] AhE Wt Qt=gol= 1) A Ex o o
TS I £ Ao

=

Cﬁ DApp® Upload HOIXI0IA 2 B2= 7Hs
. o
Normal 22l 24 23t

Malware ¥2| 24 Za}

: m

.Y

[Fig. 11] Android malicious app automatic detection
result (1)

=3l tERolE g BAH JE Y HEholHE
L 5+ AEF 6719 HZ HiAIskeItk. Machine
Learning ¥ T mAlzdo] Hd7 S o
¥t A9 £ 4 ]Itk Analysis B2 Qt=Ego|E i
9] SjAl gk, WA g, HE JEE AT & Sl
Permissions H< PEEO|E YoflA] ARG F<1 Tu|H
EEZ HojEr} AndroidManifest HoflAlE Qt=20]
T o &= AndroidManifest.xml LS &Holst 4=
9tk DEX ®2 Qt==2o|= i9] DEX mo] Multi
DEX oj%, ASCII F=3} oF 55 HojErh Files ©
oA FERC|E ¢f Yo EXjsks Y £ES g9l

¥ % ek

°

Analysis

Analysis Holx| |

T st s el by mumching lnaming,

Machin Learning S ‘

Permissions

et o AndroidManifest

[Fig. 12] Android malicious app automatic detection
result (2)

5.3 BRI QIER0|E ¢ 2

— - o L——

HOPE M= t==20|= 84S DApp with APK ML



EX2 DApp AA” A & 7 71

o ZE=3519] Anlaysis HO|X]ofA] JF=EZo|E ¢} N
T HAHY ZAFHE EQISHt. Analysis FO|X[ofA]
Decision H< Hot AEIIo|A Hol= 7]5o|t) B
¢t A7 24 JEE 5o Deicision B E9
S qgo] HARAR] AR E AdHsto] AJARIe] ¥y
sHA "t

o2 1904 553t FEE0|E B& Normal®E A
eistqint. 4 oy o RS AEishd Ho] X7} o]
EH: 739 HolR] Ade] EAIEo] Qld W&ol H
Al Ao Het ARV A" At HAH.

133 Hyperledger ComposeroA EQF A&7} &

E3t Decision 210 gt ERHHE 1% 4= qlrt.

POl Analysis
~ Hot HEIlo| A2
Decision & 2 ¢

Professionall H ¢t ME7}7 S5
Normal ¥ £4 3} EMHH

DAppD{M‘l *fﬂxl'
nalysisResponseTrx E

=

b
2= BE0l St

[Fig. 13] Android malicious app automatic detection

result (3)
5.4 71F A4eto| Hlw 24 Y Hs It
7189 gtERo|E o f €X] AlARE B =70

A AARE AlAEE Blwet A3t oy 19 Z.
3,154719] Rt=zol= g AIRF Al 4/ o

RE A5 WEY A3 96.2587% FHEE Kt o]
T AYEE 7Y E3E HAlE
At AT obg B T A

e

(Table 1) Android Malware Detection System Comparison

Pattern DB Bitmap DEX PSroposed
ystem
Platform Android Android Android
Class/
Target Method DEX file APK file
Name
Algorithm KMP CNN Fandom
orest
De;‘:‘t’teb" 88% R 96.2587%
M Data Database - Blockchain
lanagement
6. 42
B E=RoME AT FE5h b PuRol= oy
WS =o AL AFHoE wEsy] 95 HZHY
A5 ABshe HAleld 7S A8sto] mefoldl &
=49 74 DAppS Lekick. TAH 02 Fol A
tlolElE oz 7P w2 Wl A2 ASste |
Al HElS =E5519]0m, QtERol& of4 qiof thgh

Az o A3= Hyperledger Fabric 52491 A]lA
g Woll A7t/eElstal o]& AWt Hgto] Fojg ARE
A1eb Bt TERTE A EEAIQ] AA"S /o]
& 5 =S ¢ 7INke] DApp AlAEE skl
£ AAH S Bof tERolE mHY ¢ o] ¥
A9 HOFHS T2 Ak ] 4= 9o, dorr

HEAQl HlolEE diidew HAHYH E5ARE 2%
& AEAE AT 5 AS AR 7|dEH.
REFERENCES

[1] SAS Institute, “Machine Learning: What it is & why it
matters”,
https://www.sas.com/en_us/insights/analytics/machin
e-learning. html (November 1, 2020)

H. Lee, S. Chung, E. Choi, “A Case Study on Machine
Learning Applications and Performance Improvement
in Learning Algorithm,” Journal of Digital
Convergence, Vol.14, No.2 pp.245-258, 2016.



72 SrAEQIE WSS =2 A Me# M4z, 2020

I'-IEI

(3]

(4]

(5]

(0]

(71

8l

[9]

(10]

(11]

(12]
(13]

(14]

(15]

Machine Learning for Malware Detection, Kasperskey
Lab, Edward Raff, Malware Detection by Eating a
Whole EXE, NVIDIA, 2017.

The Linux Foundation Project, Hyperledger Project
URL: https://www.hyperledger.org

Security Technology Research Team, “Introduction of
malicious code detection research by foreign
companies using machine learning,” Financial
Security Institute Technical Report, 2018-029, 2018, 4,
http://www.fsec.or.kr/common/proc/fsec/bbs/42/file
DownLoad/1520.do

Dong-Hyeok Park, Eui-Jung Myeong, Joobeom Yun,
"BEfficient Detection of Android Mutant Malwares
Using the DEX file", Korea Institute Of Information
Security And Cryptology, Vol.26, No.4, pp.895-902.
2016.

Da-Hye Kim, Myeon-ggeon Lee, Min-Su Song,
Seong-je Cho, "Machine Learning based Android
Malware Detection using Gray Scale Images’, KOREA
INFORMATION SCIENCE SOCIETY, 1245-1247. 2018.

S.J Cho, “Latest Android malicious app trends and
detection techniques,” iitp technical report, 2019, 9

Symantec. Internet Security Threat Report. Volume
23. March 2018.
https://docs.broadcom.com/doc/istr-23-2018-en.

Victor Chebyshev. Mobile malware evolution 2019.
February 25, 2020.
http://securelist.com/mobile-malware-evolution-2019

/96280/.

Androguard.
https://github.com/androguard/androguard.

scikit-learn. https://scikit-learn.org/.

S.M.Hwang and H.W.Lee, "Identification of Counterfeit
Android Malware Apps using Hyperledger Fabric

Blockchain," Journal of Internet Computing and
Services, Vol.20, No.2, pp.61-68, 2019. DOI
10.7472/iksii.2019.20.2.61.

H.S.Lee and H.W.Lee, "Consortium Blockchain based
Forgery Android APK Discrimination DApp using
Hyperledger ~ Composer," Journal of Internet
Computing and Services, Vol.20, No.5, pp.9-18, 2019.
DOI: 10.7472/iksii.2019.20.5.9.

H.S.Lee and H.W.Lee, "Optimal Machine Learning
Model for Detecting Normal and Malicious Android
Apps,” Journal of Korea Internet on Things Society,
Vol.6, No.2, pp.1-10, 2020.

DOI: 10.20465/KIOTS,2020.6.2.001.

0

& 2(Hyung-Woo Lee)

= 1994 2¥ :
33t (3h4D
19964 24 :
st} (HAD
19994 24 :
Skt (A}

EELEEEEE

e AE

ek AHFH

= 19994 3¢¥ ~ 20039 2¢¥ : WX gisty PRSI
e

=20034 3¢9 ~ @4 :
(TR

AFEQIEY, AEES muie Het 9 fjx]

)
H
i
)

of gt

0>

d(Hanseong Lee) [Halg]
= 20179 2% At HitE
T Z(sHAD

=20184¥ 9¥€~20209¢ 8¥: SHAl

dfst Auichetel AHEBoL
(414
@y Eop
BEA9 7%, wHte 8ok, PALRAL, us AAY
oY %



