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Abstract The IoT market continues to expand and grow, but the security threat to IoT devices is also
increasing. However, it is difficult to apply the security technology applied to the existing system to IoT
devices that have a problem of resource limitation. Therefore, in this paper, we present a service that
can improve the security of IoT devices by presenting authentication and lightweight cryptographic
algorithms that can reduce the overhead of applying security features, taking into account the nature
of resource limitations of IoT devices. We want to apply these service to home network IoT equipment
to provide security. The authentication and lightweight cryptographic algorithm application protocols
presented in this paper have secured the safety of the service through the use of LEA encryption
algorithms and secret key generation by users, IoT devices and server in the IoT environment. Although
there is no difference in speed from randomly generating secret keys in experiments, we verify that the
problem of resource limitation of IoT devices can be solved by additionally not applying logic for secret

key sharing to IoT devices.

Key Words : IoT, Lightweight encryption algorithm, Access control, Security.
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(Table 1) Feature comparison between Lite, Basic
and Standard Level(Lite, Basic, Standard
feature comparison)

Rating Contents Apply
Minimum action items to maintain .
. Suitable for
product security
e small
. certification: Users, products .
Lite A - . . firmware-base
Application of encryption algorithm d products
when storing important information, p
< . . such as sensors
Data in transit protection
Key measures required to improve Suitable for
the reported vulnerabilities of small and
hacking cases, etc. medium-sized
Basic certification @ Users, products products with
Application of encryption algorithm low
when storing important information, | specification
Data in transit protection oS
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Comprehensive security measures medium to
Standard | items at the level of international large sized
requirements smart home
appliances
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(Table 2) A definition of Actions or Messages

No Name Description

1 CONNECT Request to connect

2 CONNECT_ACK Connect Acknowledgement
3 SUBSCRIBE Subscribe request

4 SUBSCRIBE_ACK Subscribe Acknowledgement
5 REQUEST_SER Request Connect Service
6 REQUEST_AUTH Request Authentication

7 REPLY_AUTH Reply Authentication

8 REPLY_SER Reply Connect Service
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{Table 3) ESP 8266 SPEC

Spec. Detail

Operation Voltage 3.3V

Tensilica L106 32bit running at 80

CPU MHz o 160MHz
Current Consumption 10uA - 170mA
RAM 32K+80K
Input 17 GPIO pins
Network support 802.11
Maximum concurrent TCP 5

connection
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[Fig. 41 Compare of Average times for AES & LEA
encryption, decryption and key generation(ins)

5 AES m LEA

[Fig. 4]9} 2ol 7]&2] ®afo] £ ==ollA AHAlsk=
Aol wisy, Fosh Al 2,48 Frof AJZto] T 48
oH, Foot Al 2887 B 285U, B[] A4
oM & 587 it [oT 71719k jPgsto] &
ggtoll weh 71 WY gAT 2 Aol A AARE 4
o] Apold e A Yot 5% Bl A4 avdE o
AstA o, HA| £28AZES & Aol AR ®F2o]
AESeF e vL7] A wFAoll Hlsf 40% P =] AZE
€9 7 AAEES Flokrt. E3H HE] S 9
Ao} FAEES 0T 71710 A-83HA] ot IoT 71
o A e EAHE AT & A

5. 22

2 dTolMde Ak AR 7L = ToT
717191 F=AEUNEL [oT Ht ARIS7IES

of, B1=7] el o] o1, 1T 7171 2 Ael A
3 AE 7o) Al Jo R Wdy] 4 WA Ak
Hgstgor] 1 452 Bk,

A% 23k 54 10T 7171014 7% ARk 40% o]
4 Swrt e e Selstg. ol AstE AU 7t
A 1T 71710141 A%} dlolele] ast 59 74e
AR 5 9 Juigh

ER 2 AT AT vlD7] G4 AL 712

St Haste] 54 Bel At ww] A4 e
2 AAFORA A5 HEA) A9 T A BEE

99 4= USiTh o= Hdy] B9 W) 7] &
9] B&4 19 AR grF /MR A Hdske
ZAZpo| igt BQMIS TEE 4= 9IS ACoE AYZHEHC)
2 2748 114359 et [oT 71718°] =1
= AZA 718§ 74 HEYIA NLEHAE %
9] HMIS [oT 71719l &H3al7] o]zl [oT 717] 7]
v M) AlA" 9 AES T A4 SO =8
9] A+ A A8t thFst [oT AlAH: g
AENAZY] [oT Ht AHAS7|ZofA 2738=
Hob 452 AT 5 IS A= 7|ttt

i)

ol

39,

~

0.

E

|

Of

REFERENCES

[1] IDC [Internet]
https://www.idc.com/getdoc.jsp?containerld=IDC_P29
475, Worldwide Internet of Things Spending Guide.

[2] N.HKang, “Standard technology trends for IoT
security”, Information and Communication Magazine,
Vol.21, No.9, pp.40-45, 2014.

[3] S.R.Oh and Y.G.Kim, “Security Analysis of MQTT and
CoAP protocols in the IoT Environment” Proceeding
of the Korea Information Processing Society
Conference, Vol.23, No.1, pp.297-299, 2016.

[4] ISO/IEC, “Information technology - Message Queuing
Telemetry  TransportMQTT)  V3.1.1.  "ISO/IEC
20922:2016, 2016.

[5] H.Y.Kim and J.N.Kim, “A Study of End-to-End Message
Security Protocol Based on Lighweight Ciphers for
Smart IoT Devices”, Journal of The Korea Institute of
Information Security & Cryptology, Vol.28, No.6, 2018.

[6] Zach Shelby, Klaus Hartke, and Carsten Bormann,
“The Constrained Application Protocol(CoAP)”, IETF
REC 7252, 2014.

[71 J. Daemen and V. Rjimen, “The design of Rijndel:AES-the
advanced encryption standard”, Springer, 2013.



12| 7[Et |oT 29F MH|A

7

[8] D. Hong, J. Lee, D. Kim, D. Kwon, K. Ryu. and D. Lee,
“LEA: A 128-Bit Block Cipher for Fast Encryption on
Common Processors”, ISA. LNCS Vol.8267, pp.3-27,
Springer, 2013.

[9] J.MJeong, P.HKim, KY Jung, EJ.Yoon and K.Y.Yoo,
“Key Management Method for LEA Lightweight Block
Cipher”, Proceedings of Symposium of the Korean
Institute of communications and Information
Sciences, pp.959-960, 2017.

[10] R. Rivest, A. Shamir, and L. Adleman, “A method for
obtaining  Digital Signatures and Public-Key
Crypto-systems’, Communications of the ACM, Vol.21,
No.2, pp.120-126, 1978.

[11] N. Koblitz, “Elliptic curve cryptosystems”, Mathematics
of Computation, Vol.48, No.177, pp.203-209, 1987.

[12] K.H.Lee, “A Scheme on Anomaly Prevention for
Systems in IoT Environment”, Journal of The Korea
Internet of Things Society, Vol.5, No.2, pp.8195-101,
2019.

[13] KISIS [Internet]
https://www.kisis.or.kr/kisis/sublndex/307.do

[14] Namuwiki [Internet]
https://namu.wiki/w/LEA

[15] Wikipedia [Internet]
https://en.wikipedia.org/wiki/ESP8266

Z M E(Sun-Jib Kim) (&3]

20014 29 : SAEHT AR
g3t (FEHAD

= 20104 29 : SAosta TSt
(A

= 20144 39Y ~ dA : At

ITS ICT gt we

TAEoR
HEEN AERIHY, SEPE, SHALH



