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Abstract Internet of Things (IoT) connects devices with various platforms, computing power, and
functions. Due to the diversity of networks and the ubiquity of IoT devices, demands for security and
privacy are increasing. Therefore, cryptographic mechanisms must be strong enough to meet these
increased requirements, while at the same time effective enough to be implemented in devices with
long-range specifications. In this paper, we present the performance and memory limitations of modern
cryptographic primitives and schemes for different types of devices that can be used in IoT. In addition,
detailed performance evaluation of the performance of the most commonly used encryption algorithms
in low-spec devices frequently used in IoT networks is performed. To provide data protection, the
binary ring uses encryption asymmetric fully homomorphic encryption and symmetric encryption AES
128-bit. As a result of the experiment, it can be seen that the IoT device had sufficient performance
to implement a symmetric encryption, but the performance deteriorated in the asymmetric encryption

implementation.

Key Words : IoT, BLE, mbed Platform, Cryptography, Binary Number Ring,

0] Hit= HE(E|ag2ESAR)| AR SIAATARH| X|gig gop $3E HTA(No.2021R1F1A1052129)
*WAMXK} : S (jaeho.kim@gnu.ac.kr)
e 20213 128 229 £HY 20229 28 9 AMAIRAEY 20229 28 129



80 AEQHUSSSH=2X| HM8H M3, 2022

1. ME

AREClEl(Internet of Things)< $-& 4ol Wy}
A 012t lom A AlA 24 O] AFdEo] ARES)
I e} dEu A4E A9 £27F F7FHHA QI
gk 2214 FofollA 7k S AlZE 9 ] &40 o]
271704 et 9go] F7sta Qirtk d& H7])E A4k
ok WA E= F5E A% J3h Alade] A7 2
= Slth. ol=fgt [oT AlHo|Lh AARLS oju] FAdky
At ToiE Hop| wiol] AlAY HE7E X9-Ao]
o} [oT 7|&o] o] wet A2 AdE= FA9 5
T Z7Feka St ol=eh AR = TS AEskal Alof
Sk 710 QI9E 715 AlFEith AR il AEE
= AlA] HlolEl= BA4E Y84l AR Asd 4 Sk
AR AEEE 7]e9] Bk B0z QbHskA] ¢
7] wigo] & A7 2 4 ok dHitE AlAFS] A
§ oA AEL HRF BA7} ofyrt [1-5]. =T} 2

o} [6-8].

[oT 7Hg o] /HE} Hheft Zofoll A o] 72 o]
e =49 FAE AL Ao Statista ZEO] o}
21 201790f= olv] 2009 7 ool ARG 1o
™ 2025d°= 4 7509 7] ol§ AL= odHt
FAE 7 UEYT 9285 EYAE 53 7Is
of sigst= ElolEE At AAollA Y4 Hlol
Eot 75 BF s4% fidelnE HEs|ok jitt.

loTolA= 712 Bt 7|5 o= 7|8/ g% efsfof
et B2 loT AHIA B ofES Aol 3447t &
M o A= 71E 2 FEE ASeh ZeHA
%2 712 dolHe A3AeIA A5 & Aot w2 A
Al AE Ho &R JET AFEY AHU AIE
&og AN 7Y &4 dikdow Aut
Hl-go] @o| == dest 7l 845 7|Hte s Bt o]
oF FAst] F= ANA7F AlRbE AANA Asshe
loTef gt kst avpaol 7|4y &F:4e N
She A2 vd A= "o .

B AFolA F2 B Rt AR dubAl
Y23} 71 247t ofEA BRRHA] HolFEAl [oToA
7194 fAlske 2 7 e e HojFe A

ol

2 =RolAE ohegEt AAolA g AR EE Aest
Y E0] H5-S AN G W] Agto] i =0t
. IS oot ESiEolA FSs A4S FEck &
Ao A E2AL mbed E3&2] BLE Nano 7|
9 BLE Nano 1.5 "lo]2AEEZ, MULTOS &
9] Smartcard ML3-36k-R1°[A4] ©o|& <A} 9]
Y Ad5st 9 ES d5or 72 24l 45 g
52 J5 958t 9 dfEoks Aotk el i
27} Al 10T A|et 1735 [oT AAollA thafet of
A 9 B darejEe] AY AlRkS vttt [9-13].
o] AR2HEE = AR A BgS Alofsh] Ash
dH9] 75S FPoteE TR THYS 4 U= [E
FR(IC)0ltt. Z2IHYE Bd vo|a=RAEERE
Yok 7152 3T = A TE 5 Yt vrojaEx]
EEYE F2 37], 11dtt opr|EHe] FHoE Q|
oheFek 8 g9t o TRt 3-8 otoll FA A
4= Qltt. BLE(Bluetooth Low Energy) Nano+ 2
22 ZYES 7k vlo|aRAEEH] dFolch
BLEE= 7HQl @9 WEF thgh F4 7% H#Eolrt
[14-17]. BLE= € & = 2 | 59 F90 A vigg
2 AYPT 4= Q= 2A4HY Aol BLEE AM&she
AREAQl fE Aol A7 T, JEYA F47],
HIE, AvtE g HeL AHERIUE, &4 AlA, 4
9 ZpEA} Golt B AoAE= BLE Nano Kit®} BLE
Nano 1.59] & 7H| $72] vlo|ARAEEHE AHRE
t}. BLE Nano Kit ¥ BLE Nano 1.5% AlollA 71
22 BLE 7Y HEolrh ol ZAAY AHE
16MHzolA  Ad=l=  Nordic nRF51822(ARM
Cortex-M0 SoC ¥ BLE 7]5)¥Utt. ToT ¥ 7|Et 5
n2e TRAEES QI3 TREES] 9 Hi el w)
27 A4 4= 3lck BLE Nano Kit®} BLE Nano 1.5
= AHlE, 24 0S T, oF AaA E 42 AMS
7|50 Qs et uggol Ak8E 4= Sk At
Hog o] FRAEAN Tzt s 58§ ZEIHS
N 4= Slth. AULE 7lER ZQS S3sty] Ll
ML3-36k-R1 AFIE 7FES =g
=2 ot o] " 2304 oA At
JoA EE doot Hd 59 deste] 8 75
& 78S NEHor AYditt 3goA= o] &
AEEY, AFE 71E 9 PC &S A¥stal, 473
A el gaElRe] AY A7} EAIE AASL A
& 219 Ao g =olgtt}. npre o2 57 =
=R 2T AEE Ayt

Mo i (m oX
oo g

o o 12 B
ofh

)
ox,

[=HTia)



M

A ALY loT HXIZto| S8t ALES

iy
or

Hx 81

2, 23 A7

rk

o] AollM= deollA ArgEl= des) W T2A|
0] tsf) AAS] dggict. T12ja Ak F 7]&9l o]
A FoM £5F d2o &1 53 d=ote] +8 E4
W GRS R ARt

1ok WA Holee) /1D 4E KA Siel o

&S AHESh dY] ARREE
AES(Advanced Encryption Standard) ¢&sls A=
SFRICE [10-121. E3H AESE ©lolH 9] AJ7F S £4
of AMgHT). AZIlJA EF dsE EF0lEL Sk
117 Zo] HlE oA AEcls APE4 dalgEol
H A 712 A== B HES AR E5 4%
= B2 953 ZREEF A4 8% 71 14 8
Aol tigF glolE A5IE Fdok= vl g AR
ot 2 QoA 128H]E 717} Qe ABSE ARESto]
dol8E dodletal Hoolth. AES-128 455} 9l
E355} goly sEx= I9 13 At
AESE 27H9] 8 FEo= dHrh

1) ¥45st B= 255t 34
7k oA EE doE thE Yl 7HA] A4S AL
st
a) SubBytes: W{& 2] Z} Hlo]E= AES SBox#tal of
= HAY A ARE ARl Wdkeith EE
A5l S-Boxe AFSHA =IO dSE

op

PlainText

RoundKey AddRoundKey } 1¢t RoundKey

SubBytes
ShiftRows
MixColumns
AddRoundKey

U

SubBytes
ShiftRows
MixColumns

!

CipherText

Repeat
N-1
RoundKey

RoundKey —»|

Last Round

RoundKey —»|

(a) Encryption
[Fig. 1] AES encryption and decryption

A5s}t AAo] bt S-Boxih AREEITE
b) ShiftRows: H{E9] RS} A gJo] t}& =9] v}
O|E AT o] FHES sk A dHAolH
) MixColumns: & %2 g4k& 7571 913f of#lo]
o 7+ 4 =T
d) 7] 7} ¥ E® XORE AR8ote] wige] 7 Hio]
E= g2t 7|2k 5k oFY] 7] ARY HiolE
oF 3Tt 19 7l 7] A CE WEoiAH
Rijndael 7] ¥4 AM&Sto] 712 A2 7104 o}
Ayt
e) ¥=8t #4: Key0o] Y= AddKey= AJZFRit.
I8 o2 FXF 0|55t SubBytes, ShiftRows,
MixColumns, AddkeyE <Ati= 9719 Hof tiaf A
2 OE oA 71§ ARSSir O™ o3 vpR]et @A) (A
£ 10022 o]53la MixColumnsE A|Q|5tal FLof
Al YT ol 75 RHERITE 9% S mEAA:
RE dAofA g5} 2L o AT

2) 7] w3

U553}, Bost IgollA] Z Ao tisf FESt 7S
YA517] 98] RotWord, SubBytes @ XOR H|E %14t
o] ARGttt 7+ TA9] 7] A4 mEA|AA BAH
£ 7|12 Zol7] wioltt. o] Yesh= HEe} 717}
& AREARO] S B A e S Fol E2E &
Ut} AES ¢EjE2 St 58 T2 I3 JHolA
ARSEE dloly dest E& daE|Eolr)

e

o
A

==

2.2 O]l Eol 2H

o
0k

2sst

CipherText

RoundKey - AddRoundKey } 15t RoundKey

InvShiftRows
InvSubBytes
AddRoundKey
InvMixColumns

U

InvShiftRows
ShilnvSubBytes
AddRoundKey

)

PlainText

Repeat
N-1
RoundKey

RoundKey —»

RoundKey - »|

I Last Round

(b) Decryption



9
oA st e A r o Ao 5 9 EHT
olt}. 59 QEsie Qushe dolgo] dis Aol A

I} 2ees A8

R

S e Y 1H0H 94 5 AT 7148 A8
Sk Aol A, A, wsp], JaRel de 4
He B4l X (16, 17)

= JAlo]
& 59 ¥SSKHFully homomorphic encryption,
FHE)= 99 BARY] taste doje o gt kst

Aol 7]'— 1o}, Craig Gentry= oAl AZE A
Boto] & 53 doolo] it REAES 7|t 53
plieeis ¥‘_;Ji‘jr Ty o] A4 Fof o7t &

Exo] 1 3717F 94 5 HolA W Y% 55}
7} B7Fse SA7E ltk [18-201.

1) =3t

tlole 453} ZRAAE Tt 2t

a) HD wj7fHpR /1oje] &5 ARt

=2k+1, me{0,1}0]g} 73ttt
b) 7:1]- 2E€ 7, & 23} o] z = 2r+m ALY
Hoh o7|A r& 199 Aol A= thadt &
t}. z=mmod2.
o 458l FHGoNN 2t mS ¢ = z+ pgst A
ojf  g= o= A"g"Eyg. IaEx
c=2r+m+(2k+1)qg 2 EAHT}
AEsd emod2 = (m+ ¢)mod2 9F 2 wjetbA
AR = 45st 99 et 24T 5 ok

2) 553}

IoskE Mo o vl M3 prt 9od Ik glo]
B 4% dfE ZRAAME the Aol "asi.

a) Hd w7/fHEE AMgo] B53) gt

pir=cmodp=(z+ )modp

= zmodp+ (p )

ol r=cmodp & },;O]za} HHAs]
3) <A
mymyEZy, T 7i9
z1 =21t my, 29 = 2ry T myd AZE0] Uil

71geit), Jen v uAEs p = 2k + 1S A-85}

ME AT S4 4

o ots3} Hlole ¢, = 2, +pa,.
T8 4 9c
o] 4Ae] Fe Thet o] Ak & it

¢ty

Cy = 2y T PpgE

=2z, TP+ 2T pgy
= 21t 24 +p(q1 +q2)
= 2r; +m; +2ry +my

+(2k+1)(g; + g2)

o] %ol AAC] B53te AAE YR HEY]
oJt}.

mymy : ((¢; + ¢, )modp)mod2

= (2 (r; +7y)+my +my)mod2
= m; +my

124 pE BE Atole HlolE Eost E7kssi.
((¢; + ¢y)modp)mod2 = m; +my +q; + ¢y
79 2 wiolule] Wo] S AL AT EAIG

Plain Text Cipher Text

| Encypt |
Encrypt
- PR
Encrypt
1 1288911594
Decrypt !

[Fig. 2] Result of homomorphic encryption with add
operation.

Add

HJHU

o] ZolAl= ToT T4 AMEE= mlo|AZHE:
2, 3 7tE, PCeF 22 tofet EiEolA AP 3
st A Argtith AP flsiA viojde] F9f &
;q 50:] o}i_g} jui] AES 01—‘§_§],9]. 71—0] 7].;(]— oh:l gi
AEEE 423} 712 E AAE FESHI ol gt o
53} duEES w2 [oT He £F40A ARgHt

garrt Ak FAAE [oT Axato|A 71 wol
AMEEE AR ARET AR 2as, & BLE
Nano 7|E wlo|32AEZ, BLE Nano 1.5 mlo]3&
FEZ?, 33MHz Multos 7F=0] 8% 42s} 712
849 H5 235 HojErh 3 [oT ZAolA] Hls)
Al 11/d5<1 PColA AE3} 5= S5kl

ARdof| A Mgt tsst dagE Ao wet F
7R 2T ?i‘ﬂi TSI Ao ARHEEY
9] 53} 7|5 FE2 C ZEIIHY °1°1§ 2Hd5k3d
o} Multos 7tE8 HIAE &AL CE A/H

o2



M

A ALY loT HXIZto| S8t ALES

al
oIr

Hlw 83

AFUT. C++ RI0lE ol8ste] PC
A A

dtt. g A A= A £8 ==
2eg 2esly] 95 me ey 7hsst
A

2% BLE Nano 7|E mlo]32AEZEY, BLE Nano
1.5 nfo| A R2AEZ, Multos 7FE A=A, PCY AlRAF
T2 19 A

m
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(Table 2) Encryption/Decryption test results of

algorithms
. BLE BLE SmartCard
Algorithm .0 kit | Namo 1.5 | ML3-35k-R1| "C
AES 1280t | gae | 149ms | 14.62ms | 0.11ms
Encrypt
AES 1280t |y 95 o | 1.72ms | 16.05ms | 0.13ms
Decrypt
FHE in a binary | 591 700 | 3906ms | 2892ms | 21ms
ring Encrypt
FHE in a binary | o5 66 | 623.3ms | 5453ms | 46ms
ring Decrypt
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[Fig. 3] Test Result of AES 128bit encryption/
decryption
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[Fig. 4] Test result of FHE encryption/decryption
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