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Abstract As various services are linked to IoT(Internet of Things) and portable communication terminals,
cyber attacks that exploit security vulnerabilities of the devices are rapidly increasing. In particular,
cyber attacks targeting heterogeneous devices in large-scale network environments through advanced
persistent threat (APT) attacks are on the rise. Therefore, in order to improve the effectiveness of the
response system in the event of a breach, it is necessary to apply a data enrichment mechanism for
the collected artifact data to improve threat analysis and detection performance. Therefore, in this
study, by analyzing the data supplementation common elements performed in the existing incident
management framework for the artifacts collected for the analysis of intrusion accidents, characteristic
elements applicable to the actual system were derived, and based on this, an improved accident analysis
framework The prototype structure was presented and the suitability of the derived data supplementary
extension elements was verified. Through this, it is expected to improve the detection performance

when analyzing cyber incidents targeting artifacts collected from heterogeneous devices.

Key Words : Internet of Things, Security Information and Event Management(SIEM), Cyber Incident

Response, Data Enrichment Mechanism.

0] =22 2022stAL SHAICHSIW Sa || X0 2I5t0] HTEUS.
"WAXKL : 0|8L(hwlee@hs.ac.kr)
T 20224 78 20 £HYU 20224 9¢ 3Y AMAAZ Y 2022 9% 5



YDA AREStE 24 B4l 7171E0] HiEE
IoT(Internet of Things)-F-& 541 =t 121 0|9}
AT thofet o] AH|Aet AFEHA i 71719
HoF oS oR83t AlolH FAo] FFskal jlom
E3] X538 A&EAEAPT) 34 62 Sl 1=t
Asdhd F40] ALEHI JArH1,2,3]. %} g4 1
g3 AR £ 94 {FE9 4GA 2 $Y=EE APT 54
of dhgt Atarate] £4 9 g AA F50] AlFsit
mebA ojet T2 APT 349 55422 tf-gshH ¢
A EA 2 2 Pl B JE 2 ol E |(SIEM
. Security Information and Event Management) A]
AHl[4]o] 7 9 wj = Stk FAH 0 ® |53}/ AL
LolE= APT 54 50l 554 2= th3sh7] flsirl=
Z+& 10T 9 End Point PI=ERE $=3H o]7|F o}F
HE dlo]gfof] gt BHData Enrichment) IS 4=
Ysto] wettolE HRE FE/FH 5] AtolH AL
3 B4 3g0)A ToC(Indicator of Compromise)©l
gt Age 9 {8485 A davt gk g &
of, Alo]H Hsjatal EA49] Fe s A7 FI6l
Domain/DNS info, Gep IP info, Whois lookup
info & oFE|HEQ] x3te &4 HHo|| ot 7140
& gloleg BAets IS 3T E87t qirk v
ZF o] digt OS X, Logged-in User AH,
GeolLocation &, AF&A} [P/Machine & Ownership
AE 5 ofFHE U F7HHQ] JRE BHAeke S
3 Atoly] oAt B4/0-S 3ol B84/
B E FHAA & Qich

ojof] & dAtolxt= (1) 719 SIEMI4] % CTI(Cyber
Threat Intelligence)[5] & Atol8] AL tf-g7|&
o] tigt 71& FFS A, (2) 71E ZE|AdY=olA
Zy5k= glolg H¢HData Enrichment) TZA|A 7}
A 9 7leE 451, (3) 71€ SIEM ZEd9i=o]
S5 Hole Eeh 3go] o vl EAsto] (4)
NAE AR EA T lYa ZREEYS AA 9 74
o] FEES o], it o715 HEHA 7|9t A
53 AlelH 34 A Al "A" EZFA(Digital
foresics)[6,7,8] 718 Ato]H] Zsfafar EA ZpAJo] A
S B I = dE FoR 7|gHrh

2. SIEM 7|& 2ig B4

2.1 SIEM 7|8t A0l 34 HE =8 ¥ 3R

ke YEYToA9] Hel YFo] TS F&0HA
AME|aL Q1 BE oyt AEHH 0w 2L F0
Aokar Qlrt. HHbYg ARAL YAR] 9 YET AAA
tjuto] A 427} Eofdo] wet End Point YIEYA Y
A H(Edge Node)e= H43] S7F5tal Ut 53] IoT 7
7] & MEE tutolA A3} At fEACIA AE
o= ot ] HEHA oA EF HeFdol S71
st} M2 FEHY FZ0] sk T2l HlE
A&7 = gt whehA] ojeh 22 ZAIR ] ti8sh]
Hsll 7ikE SIEM(Security Information and Event
Management) AZE¢o] & QI ol 1Y
13} o] Edge Node #¥ & ARGAIA] AA U E
A3 52 e r 75 208 44, A E EX4051=
7152 Algoh, E9HAQ1 Hot Bl 9 1A 4= T
of oA A&7t 34 'R, At 9 SHE B9l Het 9
AL AARte 2 BHUEH = 7s2 ATt 1
B8 A SIEM AZEfJol= 204 YE T tf
3 A H 9SSR = Qe AR Ty,
SIEMOfA] Algdk= Eet o[HlEC] thgt £4 75 4
AlZE Bl 7152 &9 2219 IT Hetof et =34 v

ol AAE FAZE = Ut

ol ok

@lm‘s
¥ ="
L}
TUNELYPN :
:l 8 1

[Fig. 11 SIEM-based incident management and
response system diagram
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