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Abstract Today's payment systems are becoming unmanned and changing to a way of paying with
kiosks. This has the advantage of convenient payment because consumers can select a menu and specify
the number of products to be purchased with just a touch of the screen. However, from the point of
view of system security, the actual kiosk system has various vulnerabilities. This can hijack the
administrator account, gain system privileges, and perform malicious actions. In addition, it is exposed
to a number of security threats, such as the possibility of wasting unnecessary resources by abnormally
increasing the number of payments, and causing the device to fail to operate normally. Therefore, in
this paper, if any node of a participant in the solana blockchain approves an incorrect fork, the stake
of the voting nodes is deleted. Also, since all participants can see the transaction history due to the
nature of the block chain, I intend to write a thesis on a system that improves the vulnerability of kiosk

payments by separating the access rights through the private blockchain.
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[Fig. 1] Kiosk Payment System [10]
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currency management device" released by
ShinhanCard[11]
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