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Abstract Anonymous networks are designed to protect information and communication by avoiding
monitoring or tracking traffic. In recent years, however, cybercriminals have evaded law enforcement
tracking by exploiting the characteristics of anonymous networks. In this paper, we investigate related
research focusing on Tor, one of the anonymous networks. This paper introduces how Tor provides
anonymity, and how tracing technologies can track users against Tor. In addition, we compare and

analyze tracing techniques, and explain how a researcher can establish an experimental environment.
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(Table 1) Classification of Timing Attack

The attacker stores the timing patterns of the

Passive S ] o
victim’s traffic flow at one communication end.
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Active
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information as well as make modifications to the
network flow.
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(Table 2> Comparison of Timing Attack

Rainbow SWIRL
Communication delay Low Low
Concealment High High
Tracking ability Medium High
Parameter setting
difficulty Basy Hard
large—scale analysis Hard Medium
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Replay Injection | Modification| Deletion
Effectiveness High High High Medium
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