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Abstract Cases in which personal terminals or servers are infected by ransomware are rapidly increasing.
Ransomware uses a self-developed encryption module or combines existing symmetric key/public key
encryption modules to illegally encrypt files stored in the victim system using a key known only to the
attacker. Therefore, in order to decrypt it, it is necessary to know the value of the key used, and since
the process of finding the decryption key takes a lot of time, financial costs are eventually paid. At this
time, most of the ransomware malware is included in a hidden form in binary files, so when the
program is executed, the user is infected with the malicious code without even knowing it. Therefore,
in order to respond to ransomware attacks in the form of binary files, it is necessary to identify the
encryption module used. Therefore, in this study, we developed a mechanism that can detect and
identify by reverse analyzing the encryption module applied to the malicious code hidden in the binary
file.
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[Fig. 1] Difficulty in reverse analysis of basic
ransomware encryption module
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[Fig. 2] Signature-based encryption module reverse
analysis process
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[Fig. 3] Constant-based cryptographic module detection
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[Fig. 4] Code chain (sequence) based encryption
module detection
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[Fig. 5] Analysis of cryptographic modules based
on fuzzy hashing and measurement of
similarity
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[Fig. 6] Proposed cryptographic module detection

procedure
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[Fig. 7] Improved code chain analysis method
based on Yara rules
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[Fig. 8] Analysis Method Comparison
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[Fig. 9] Encryption module identification process
based on Yara rule matching
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[Fig. 10] Cryptographic module identification algorith

OpenSSL 2to] B 2 2|E o]-&3t SHA1 Hio]y g A3
oYL A0 = DA ProolA 2E% A" F= Aol

SES 8% Avks the 19 ol 43 T o

@ CoseChain resuts

25 5 00 075 £ 5 24 1785

5300400000 C3

63 00 00 03 00 68 00100 01 00 6A 00 £8 77 77 77 72 83 C4 0C 85 CO 7.

Line 1 01551

[Fig. 11] Result of code chain generation when
applying the proposed technique
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[Fig. 12] Encryption module determination
process based on Yara rule matching
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[Fig. 13] Improved code chain analysis result
applying the proposed technique
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[Fig. 14] Comparison of discrimination results through
the existing technique and the proposed
technique
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[Fig. 15] Encryption module identification result
through the proposed technique
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