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Abstract The development and distribution approach of applications is transitioning from a monolithic
architecture to microservices and containerization, a lightweight virtualization technology, is becoming
a core IT technology. However, unlike traditional virtual machines based on hypervisors, container
technology does not provide concrete security boundaries as it shares the same kernel. According to
various preceding studies, there are many security vulnerabilities in most container images that are
currently shared. Accordingly, attackers may attempt exploitation by using security vulnerabilities,
which may seriously affect the system environment. Therefore, in this study, we propose an efficient
automated deployment pipeline design to prevent the distribution of container images with security
vulnerabilities, aiming to provide a secure container environment. Through this approach, we can

ensure a safe container environment.
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Kubectl logs image-scan-vhks?
2022-12-04T07:28:47.226Z
2022-12-04T07:28:47.228Z INFO

‘client’ subcommand is deprecated now. S
Vulnerability scanning is enabled
Secret scanning is enabled

If your scanning is slow, please try '—-
Please see also https://aquasecurity.git

2022-12-04T07:28:47.228Z INFO
2022-12-04T07:28:47. 228Z INFO
2022-12-04T07:28:47. 2287 INFO

2022-12-04T07:28:49.957Z
2022-12-04T07:28:49.957Z

This 0S version is no longer supported t
The vulnerability detection may be insuf

Library Vulnerability severity | Installed Version | Fixed Version
apk-tools CVE-2021-36159 | CRITICAL | 2.1@.4-r2 2.10.7-re
CVE-2021-30139 | HIGH 2.10.6-r0
busybox CVE-2021-28831 1.30.1-r2 1.30.1-r5
liberyptol.1 | CVE-2020-1967 1.1.1c-r@ 1.1.1g-re
CVE-2021-23840 1.1.1j-re
CVE-2021-3450 1.1.1k-ro

[Fig. 5] Image Scanning Result (by trivy)
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