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Abstract In order to proactively respond to increasingly intelligent and sophisticated cyber-attacks
targeting heterogeneous IoT systems, there is a need for techniques that efficiently share threat
information collected when intrusion incidents occur. Techniques should be presented for generating
various loC(Indicators of Compromise) information from various digital forensic artifacts collected from
various IoT devices, and for sharing this information through CTI(Cyber Threat Intelligence) systems
such as MISP. In this study, when various artifacts are collected upon intrusion incidents in IoT devices,
we propose a method for generating detailed attack information as IoCs and sharing threat information
efficiently by applying the Hub & Spoke model in CTI systems like MISP. The application of the
proposed threat information sharing model is expected to enhance response time and detection
performance in the cyber incident analysis process, thus improving the ability to detect and respond
to intelligent cyber-attacks targeting IoT devices.

Key Words : IoT, Cyber Threat Intelligence, Cyber Incident Response, Indicators of Compromise, Sharing
Model
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1. M2
A3t LEskEE Aol FHd 5540 gt
7] 9EIAE [oT o]7]% A|AHS Aoz §F ZAd|

gk A FEREE TR 4 s 7IMol Basit
[1-3]. < F355kL 3= lo
7% "AE xZA:A] olEw
of Compromise : loC)Z A%t & Oﬂ o|& AtolH ¢
g AdZ|AA(Cyber Threat Intelligence : CTI) A
AEE B RS S e 7IHo] FEEofof gtk
[4-6].
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AE Bl AAHoE 3T 4 UrH7.8l.

o|& 9ol £ =wollA= At ZeEda +5
W Al ToTolA 8 E== AR #(IoC)E °l-&5t
CTI A2HS &5 2+ QPAHE geFor L&
OFL iy H]JJ- -‘?—510}@‘:}. £4 A3} Hub&Spoke
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[Fig. 1] Expression of IoC-based Threat
Information on IoT Device Attack
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[Fig. 2] MISP instance event storage for IoC
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[Fig. 3] Convert MISP events to STIX2.0 Data Format
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[Fig. 4] MISP Instance Events Registration and
Conversion
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[Fig. 5] Detailed Storage Process of MISP Instance
Events
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[Fig. 6] Inter-MISP IoC Threat Information Sharing
Model
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[Fig. 7] Inter-MISP IoC Threat Information Sharing
Process
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[Fig. 8] Conversion & Sharing of IoC_of_IoT into
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[Fig. 12] Hub & Spoke Model based Threat
Information Sharing and its Representation
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{Table 1) Comparative Analysis of Threat Information
Sharing Model Functionality

Complexity
Reliability

Scalability

Novelty

Flexibility
Propagation Speed
Duplicate Elimination

[ NG S R R

Management Efficienty
Detection Rate

Incident Response 3.5/5 4.6/5 4.3/5
(Comprehensive) (711.1%) (93.3%) (86.6%)

[Likert scale (5-poing scale)] : 1 strongly disagree, 2 disagree, 3 neutual, 4 agree, 5 strongly agree
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