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Abstract Malware files containing concealed malicious scripts have recently been identified within MS
Office documents frequently. In response, this paper describes the design and implementation of a
system that automatically detects malicious digital files using machine learning techniques. The system
is proficient in identifying malicious scripts within MS Office files that exploit the OLE VBA macro
functionality, detecting malicious scripts embedded within the CDH/LFH/ECDR internal field values
through OOXML structure analysis, and recognizing abnormal CDH/LFH information introduced within
the OOXML structure, which is not conventionally referenced. Furthermore, this paper presents a
mechanism for utilizing the VirusTotal malicious script detection feature to autonomously determine
instances of malicious tampering within MS Office files. This leads to the design and implementation
of a machine learning-based integrated software. Experimental results confirm the software's capacity
to autonomously assess MS Office file’s integrity and provide enhanced detection performance for

arbitrary MS Office files when employing the optimal machine learning model.

Key Words : MS Office File, Malicious Script, Machine Learning, Auto-Detection System, SW Implementation.
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2.1 OOXML 7|8t MS-Office AIE mfY X FM
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2007 olF WHog FgH mtd ZIP 5 o] 4
850 glol I8 13 o] MS Office AIE HL9| U
B Z22E 3Qg 4 ok rels &H9 docProps,

word 267} A= [Content_Typesl.xml T+o]
2GE o] = AS ERIS 4= 3121 docProps EEU
app.xml, core.xml, custom.xml TLES E3 z} £A
7+ vlEHolE, &4 RS 23otal QUrk oHA] word
Et Wollz o9 719 AR E67F B85 MS-Word
EAYW HIAE JH= document.xml B4 T Qb
A/E71=o] QL EAol xHE olw|R] W F
media EH o] A=l = FFo|Th

ZIP o ZH P = AFstHA MS Word o]
+ o18] 79 Central Directory(CD) 3&] m}o] &4
3o Z+7ke] CD 5ol Local File(LF) SIS 71
713 1Al LF 9¢] AKof 714 @A fX|ofl= s
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SiAsl 2, MS-Word o4 o] 23He Z47ke] il
o] AZH JBE H7|sk= dlH(Local File Header :
LFH)7} 9™, BhA] LFH A Eof gt JHE xefsial
Q1= 3f|tj(Central Directory Header : CDH)7}F 11,
CDH 3le&9] W vpA B2 Yehli= sis(End of
Central Directory Record : ECDR)7} £0] 9= 1%
o|t}. Z1ZB & ECDR dlti= o] W mpx|eto] $14]
skl glow, QlofA] A Fo] A Al&eh= CD ST
T AA JH(AZ} offset, HA| Central Directory
Afolz 5)E EFelal Qitt. webA ZIP 3 25 &
Aot H A|Y WA ECDR 95 E 22 & 0= o]
SolHAl CDHS ZH7H9] LFH 3lelE ZopbiA 24
& XIggstofof SrrH8].

Local File Header
File#1
File Data
[ File#1 o
Local File Header
File#2
File Data
/ File#2
Central Directory
File#1
Central Directory
File#2 o
End of Central
Directory Record

[Fig. 11 OOXML based MS Office File Structure

o E=°] MS Word H7|E &3 444 DOCX 1
g2 ZIP ot EH 2o FAT FEE A= QL
ow mA9 %L 2 HFO]EOJE= File Magic Number
AR7F HAA=o] 9low, ECDR, CDH 18|11 LFH9]
I Signature # ZHF 0x06054B50, 0x02014B50,
0x04034B50°]™ o]e} 2 JHE o]-8sto] OOXML

ot oft



Hil2d 7|8 &4F CXE I We

—

rlo
In
]
2ed
[>
U
m
H
NE
>
>
=
%
kY
=}
n;
w

7]k MS Office ol thet vf 728 243 4 9k

- o x

DOCX Format == ZIP File Structure

fc9eb02c1f911d449d8. docx

[Fig. 2] File Magic Number (Signature)
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[Fig. 3] Malware Analysis and Detection Process
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[Fig. 4] Hidden Text Analysis Process
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[Fig. 5] Proposed ML based Detection Algorithm
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e a1 Tanetaanddcal bra 1203119827311 ahct7 6324560615997 0a4 363578 pP1",
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[Fig. 6] OLEVBA Analysis and Feature Extraction
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"Data slack”: 12

[Fig. 71 OOXML Analysis and Feature Extraction
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[Fig. 9] Malicious Script Detection Function
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[Fig. 10] Feature Extraction & Integration Function
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[Fig. 111 ML-based Model Traning Function
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MS Office A1GY] EIX|g shelo] chat &4F ol 2
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g 719t S5 B2 oS (Table D3 22 A9 374
oA Aegstoict. 2JAA+= Ubuntu ServerE 718t
o= stglom AAH Wi 7M) wAlS MX|5te] 1t
ol mEIHYE T 4 e BN, 181 ot
ol# 7]Hko g MS Office WY W& OLE VBA i3 =2
R FFE A& T &+ e ZEF OOXML 7[8t +
B4 3FE YT ¢ e ZE E 9F
VirusTotal A|l28E& o]-g3to] FAH/4] o7 E 2kl
T & Qe BES Foto] sy S AP
HAlgd 2dS fL@st7] Y3 scikit-learn 2Ho]E Y
2§ ol-&alo] Ztzte] mAlyY mddEa W 458

Hli Bt

(Table 1) Machine Learning Environment

Environment Description
CPU Intel® Core™ i7-8550U CPU @ 1.80GHz x 2
RAM 15GB
0os Ubuntu 22.04 LTS
Python 3.11 interactive programming language [17]
scikit-learn 1.2.2 Python-based machine learning library [18]

slleid o] WAt BE WAMS Office A%
Sh)e Seis) LbEA B A5 Blmsia, A4
a4 A B8 el AHg Rs s B4 Ane] B
sheiA Zzhe) MAleld naEE HEE

FHoz MY

>

G EESY
(accuracy)®} F1 AF0]E v|walo] X
MS Office IS tjAroz 2% Tl HLo] 5
A9 m4iled 2dS AHsiott. A wE B
AHg 75 vl wde As] 915 (Table 2)
o} Zo] & 8719 mAleld Bda 4S A5t 4
5= Hlu A58

(@)
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(Table 2) List of Machine Learning Models Used

No. Model Options

1 Random Forest N estimators=50. criterion="entropy”
2 SVC -

3 k=NN n neighbors=5~30

4 | Gaussian Naive Bayes -

5 Logistic Regression Max iter=400

6 Decision Tree -

7 Ada Boost N estimators=100

8 Gradient Boosting N estimators=100, learning rate=1

4.2 g5 HlW Ft JlE & XE

HAlHY 718e 285HAS 4% (Table 3)3 Zo]
Yl 7Hx] Feje] stk YE(decision matrix)S EEY
= %loH, olF Edig Z4Zte] mAley mof tieh &
o 7 4= Qloh

5 W A2 v

(Table 3> Decision Matrix

Predicted
Malware : No

Predicted
Malware : Yes

Malware True Positive(TP) False Negative(FN)

Normal False Positive(FP) True Negative(TN)
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AY dlo]g 2= MalwareBazzar, DigitalCorpora
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= dFeE AYE FHsigict wAleld o] AR
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"Wrong CRC32" 0.0,

"Wrong uncompressed size™: 0.0,
"¥Wrong number of LocalFileHeader and CentralDirectory”: 0.0001,
"Unknown compression method": 0.0003,
"AutoExec": 0.0005,

"Append data": 0.0019,

"Failed Data validation": 0.0023,
"Inserted data™ 0.003,

"Hidden data In extra field": 0.0055,
"IOC™: 0.0069,

"processes_killed™: 0.0073,

"Unknown code in Extra Field™ 0.02798,
"processes_injected": 0.0352,

"Failed cross velidation™ 0.037,
"Suspicious™ 0.0562,

"Data slack": 0.0604,

"Extra field": 0.0615,

"files_deleted": 0.0754,

"Structure anomaly™ 0.0903,
"registry_keys_deleted": 0.1014,
"files_attribute_changed™ 0.1173,
"registry_keys_opened": 0.6614,
"files_opened": 0.6766,
"registry_keys_set": 1.108,
"files_writien™: 1.2349,
"processes_terminated": 1.4071,

}

[Fig. 13] Estimated Feature’s Weight Value
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[Fig. 141 ML Model based Detection Results (1)
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