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Abstract Windows operating system generates various logs with timestamps. Timestamp tampering is an
act of anti-forensics in which a suspect manipulates the timestamps of data related to a crime to
conceal traces, making it difficult for analysts to reconstruct the situation of the incident. This can delay
investigations or lead to the failure of obtaining crucial digital evidence. Therefore, various techniques
have been developed to detect timestamp tampering. However, there is a limitation in detection if a
suspect is aware of timestamp patterns and manipulates timestamps skillfully or alters system artifacts
used in timestamp tampering detection. In this paper, a method is designed to detect changes in
timestamps, even if a suspect alters the timestamp of a file on a storage device, it is challenging to do
so with precision beyond millisecond order. In the proposed detection method, the first step involves
verifying the timestamp of a file suspected of tampering to determine its write time. Subsequently, the
confirmed time is compared with the file size recorded within that time, taking into consideration the
performance of the storage device. Finally, the total capacity of files written at a specific time is
calculated, and this is compared with the maximum input and output performance of the storage device
to detect any potential file tampering.
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(Table 1) Previous Researches
Researcher Contents R| A T
(Year)
Bang et al. Timestamp rules in files and folders with 6 different Windows versions ol -1 -
(2011) (Windows 2000, Server 2003, XP, Vista, Server 2008, 7)
Cho 10 timestamp patterns and 7 rules for detecting timestamp forgery in “txt”, “docx” and “pdf” file olol -
(2013) types with analysis of $Logfile
Jang et al. 14 timestamp changing patterns and 7 rules for detecting timestamp modification with $MFT, olol o
(2016) $Logfile and manipulation tools
Palmbach and Breitinger Reliabilities for detecting timestamp forgery of 5 artifacts($Logfile, Prefetch files, $Usnjml, Link| ol -
(2020) files, Windows event logs)
Galhuber and Luh Updating timestamp patterns with application—specific deviations and analyzing the effect and olol o
(2021) efficacy of timestamp forgery tools
Bouma et al. File operations and modifiers(file tunneling, last access updating, transfer from FAT/exFAT, 0 _ _
(2023) directories) analysis for reconstructing file histories
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{ R: Timestamp Rules, A: Artifacts, T: Timestamp Manipulation Tools )
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734 A7 A7kt 2023-12-18 06:19:15.0528196.2.

2 A=k SIA-CE} SIA-E EFIABILO] AJ7H =
1.3753899%& o] A7+ &<t 1024MB9] 1 7|5
7F4 1024MFile.txt BL-E F 744.52MB/s9] &%
2 29t} o] Il QA SSD Exto|Hof A md
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(Table 2) Screen Shot of MFT Entry

Hex Value

0 00 FS FB 77 DS 07 00 00 00 FILEO...8GwU....
SC 00 02 00 38 00 01 00 EO 01 00 00 00 04 00 00 :

00 00 00 00 00 00 00 00 04 00 00 00 DO AA 00 00
03 00 00 00 00 00 00 00 10 00 00 00 €0 00 00

00 00 00 00 00 00 00 48 00 00 00 18 00
4E 31 64 16 7A 31 DA 01 00 20 Fé 81 OD 15 DA 01
79 OF 36 17 7A 31 DA 01 C4 C2 D2 1F 7A 31 DA 01
20 00 00 00 00 00 00 00 00
00 00 00 00 86 OE 00 00 00 00 00 00 00 00 00 00

50 B3 05 12 01 00 00 00 30 00 00 00 78 00 00 00
00 00 00

00 00 00 00 00 00 00 20 00 00 00 00 00 00 O
0C 02 31 00 30 00 32 34 00 4D 00 46 00 7E 00
31 00 2E 00 54 00 S8 00 S4 00 00 00 00 00 00

Explanation
c 2023-12-18 M 2023-11-12
SIA 06:18:59.2287054 02:11:12.0000000
£ 2023-12-18 A 2023-12-18
06:19:00.6040953 06:19:15.0528196
c 2023-12-18 M 2023-12-18
FNA 06:18:59.2287054 06:18:59.2287054
£ 2023-12-18 A 2023-12-18
06:18:59.2287054 06:18:59.2287054
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Created:  (SIA-C)  2023-11-21 10:03:03 PM.8174239
Modified: (SIA-M) 2023-10-26 12:20:50 AM.0000000
Accessed: (SIA-A)  2023-11-21 10:03:03 PM.8646451

[Fig. 1] Windows File Explorer Timestamp
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(Table 3) Pseudo Code

file_path = “path/to/file”
if timestamp_pattern_applied(file_path) {
c_time = getCreatedTime(file_path)
e_time = getMFTEntryTime(file_path)
file_size = getFileSize(file_path)
write_time = e_time — c_time
file_write_speed = file_size / write_time
max_rw_speed = getFromDatabase('max_rw_speed")
if (file_write_speed ) max_rw_speed) {
output “File is manipulated.”
} else {
output “File is not manipulated.”

else
output “This pattern is not applied.”
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