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Abstract The efficiency and quality of healthcare services rely heavily on the secure protection and
transparent management of individuals' medical information, which is becoming increasingly important
in the digital age. To address this issue, we propose a distributed identity management (DID) and
electronic medical record (EMR) integration system based on Hyperledger Indy, which aims to ensure
the ownership of medical information to individuals and increase the accessibility and utilization of
medical information. The system will allow individuals to manage their own medical information and
share it transparently when necessary, which will improve the efficiency of healthcare services. In
addition, the system will securely protect and transparently manage medical information, increasing the
transparency of medical services and strengthening individuals' control over their medical information.
Thus, the system will contribute significantly to improving the quality of medical services, protecting

individuals' medical information, and improving the efficiency of medical services.

Key Words : Hyperledger Indy, DID, EMR, Indy Plenum, Ledger

"WAIXK} ;0|23 (leekeunho1004@gmail.com)
£ 20243 01€ 172 XY 20244 02¢€ 102 AMAAZY 20244 022 13Y

it}



48 AEQEUgES=EX H10H HM15, 2024

1. M2

A ALSloA Qm AH|AE=
o, AHE e, Xgshe d glo] ARl A4S
st Qirk. ey 98 AMuA9] At 58442 TR
2 JEE dupt 2 st E8ok=Ad 2
A ek oA WEolA], oj& HFHO] QP He}

F9% Bl A F24E Wi itk H8ol, o
A" Ao HojgH olg 9= AR+ AT = o
et FEHIE FEEI Qlof, 1 F84L HE FREL
At

o3t £A| siZ2<= 93l Hyperledger Indy 7]4t9]
B4 A9 #E|(DID)*F A7 Y= 71Z(EMR) B8 Al
HE FAotaA} giet o] AIA’IE om AH|AS] B
At FadE SHielel, o= FEY AfdEE 79l

oA gas] BAst=s SAlol Q1Y o= AHo| gt
AT E8EE =ole U E#E 51 At

Hyperledger Indy= E4F HIAAEHE Bol 2 7
Q19 A AR E —”?—5—’5]"1], 7fQlo] A ApAS] AR E
st FRote AL 7oA ok EFolth olF
o7 Au|Ao] HEAIFIH, WIS A4l o7 FRE
Ay dEotal, 22 A9 i FEE TP TH
T 4 QA "k ol= 719 9= HHo| gt AR
I FAEE Aol o AulA9 aEdS
At

shH, H2k 9= 71EEMR)S /i19) 9= JRE
gqrgdalste] A%, By, EASHe AIARCE, 9=
B A0 AL o]y, o7 H|ES Folk ©] 7|ofsta
Utk o] A|AH”lT} DIDE B&sHH, 7919 95 F=
£ 68 A BHosky, EYs T £ A
)=

ol2jgt ot AIAFE 7iQl9] OF HRE HIE,
ol 718} 7iRIZHY] HE F/E AFSHA o], 9=
AH|A9] B84E Eol= H 719 Aozl F4%t
ok &3 o] A|A”IE Og FHEE JiQle] Y #est
1, Zgo] wgt dAHEo R F/ 5= QIES stof, 9
g AH|A9 BPAE o, Q19 & AFE it
BAEE A5 Aolgtar gttt

w2bA], Hyperledger Indy 7199 DID9} EMR &
o AAE 7S Boto] om AHIAY AE AT
7RIS o= FHE BHoshH, 98 AH|AY B84
FolaAt M2 w9 AlAH 7S skt

.

Mele] A7e A3

10 o2
o
il
)4

(¢}
0

Q] X
== T

oo R

2.

e

o7

2.1 Hyperledger Indy

Hyperledger Indy+= 419l ¥ EopolA AMGE=
OF 24 BRAR) TSR R A9 B AL
Hs s g EAFoE UESITh

FE TAd 44 ‘3—1 A ”’ﬂoﬂ
Hyperledger Indy= #4t 9% 71&&

R S RUR = el el = i =) 1) %1‘:}

ESH Hyperledger Indy® 8 /\‘131/\9} &2 Ad
of glo} F 83t Au|AE0| thsto] A& 0w Asto]
AR5 Q)

Hyperledger Indy+: Verifiable Credentialsﬂ-
Zero-Knowledge Proofs®} Z-& OPEEW 71 A
L35t AF8A7 2 QS R0 AHE T 8SHAE 7Y
A ARE HUet Bod 4= Qe SHEZ AlTIH2L.

olF Bdto] AMEAl= R34 FRE AlFsin
A5 5= o, Wzt iRl AR= EEARIA ¢F
;do]—?]] B35 Eh Hyperledger Indy9] &9 &1g]=

= Indy Plenume°] AF&-EH, Indy Plenume =
2 AT WETEE AlFste B4 AL oy
Foltt. ol 71ed 44 B4 004 FdsHA
FHI FEGE FAT & e 718k AIBRITH3, 41

THe €

7WOE ol

lo OF

=

Ir

3

Floﬂ

2.2 Indy Plenum &9 &2

Indy Plenum2 HAHE A]A=E]0]
A3t LaEFolt,
Hyperledger IndyollAl A=Y, HEY EEA
EQIFE F=3l= ° AHgETH5L

Indy Plenum-2 H|3HE &of 5]-8(BFT) &< ¢are]
E08 A glom ol EAME AAFA Aozt
T 5= Qe SHIAE FE =5 & e €1
g &olrHol.

Indy Plenum 37149] 83 7/f9&
=51},

Aoz

A, FYE =&V -,—]o]—Cl:] LEES B4 Bot
of ARE Wt oy, =EEL2 YA E A5t
ALE HEoH, HAAY & 1% 278tz sl &
H 732E T,

=4, Indy Plenum2 £84& EA45t7] 98 £

A NS ARSIt o] EEAQIS BE FoREolA &
FEH, ol &5l =52 FoE EARNYHS F8
AL s, BxE AAT 4 Stk



AR, Indy Plenum-2 H|ZHE ol & 5]-8sk= &L
gEo=z AAE vE ot AAR FoHE
dorlg= Gl Lro ERE 9uste] Indy
PlenumZ oJ={gt 93l =] iz A&
&5 ¢ JEE A

Z Indy Plenum2 £41E A A=A golE =&5}

7] A% GaEEe R, JH we, T4, uztE Agof
388 7|uto 2 A=3la] 0|2 E5ta] ok} AlEA
o] 37E= HEYANA g =& & Uk

2.3 DID

DID(Distributed Identifier)2 SAF A|Ex}2, 7)Q1
9] AU oA Ao gt 7[&eltt. DID+ %
o} &4 A1Y Q& HFAo] ofd BAlEoZ 2.9y
7RIS} A1Y ARE HAsHA st 3R 4 Sl
A4 DIDE AAsIaL &850 Wadh AYd FRE
QrdsHA Eoe & 9t

Schema

:0123456789abcdefgh
[

DID Method DID Method-Specific Identifier

[Fig. 1] DID Schema
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3.1 Hyperledger Indy AFEXt 115 & #Hot

User Group

Hospital Admin Doctor
R/A to EMR
W/A to EMR
Diagnostic Procedures
Prescription Authority

R/A to EMR
W/A to EMR
System Configuration
User Group Management

Nurse Patient

R/A to EMR
Personal Health Records
Appointment Scheduling

Communication Log

R/A to EMR
‘Care Documentation
Patient Monitoring

[Fig. 2] Permissions by user group
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