-
o
o
m
S
(o]
T
II°T"
I'-IIZI

==Xl Vol. 10, No. 1, pp. 53-58, 2024 https://doi.org/10.20465/KI0TS.2024.10.1.053

AOIE & 280N 22 2y A S Leto det H+

*

pd |
(=]

St |

Srx

oo mA

1

Sk

efetat w

A Study on Security Threats and Countermeasures in Smart Farm
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Abstract IoT, Big-data, Al, and Cloud technologies, which are core technologies of the 4th Industrial
Revolution, have recently been applied to various fields and are being used as core technologies for new
growth engines. Accordingly, these core technologies are applied to the agricultural field without
exception, contributing to solving the problem of labor shortage, reducing production costs, and
reducing environmental burden through remote and automated production without time and space
constraints. However, as these core technologies are utilized, security incidents are occurring in the
agricultural field as well. Accordingly, this study divides smart farms into three stages(Basic, Middle, and
High) and presents the characteristics and security threats of each stage. In particular, as the number
of container-based services and research increases under cloud platforms, we would like to suggest

countermeasures focusing on security threats.
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Precision
Agriculture

Object
-Optimization of resources,
Minimize environmental
burden, Reduce cost
Tech.

- GPS, Drone, Sensor, ..
Range
- Product

Digital
Agriculture

Smart
Agriculture
Object
-Increased productivity and
Object income, Farming efficiency
- Increasing agricultural
sustainability
Tech.
- loT, Al, Cloud, Big data,
Platform solution
Range
- Production, distribution,
consumption and forward and
backward business

-Increased productivity and
income, Farming efficiency
Tech.

- loT, Al, Cloud, Big data
Range
- Production, distribution

[Fig. 1] Smart Farm Steps
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[Fig. 2] Overview of Digital Agriculture Steps

(Table 1> The Threats to digital agriculture

Step Threats

Physical attacks, device/sensor alteration,

End-points  |side—channel attacks, eavesdropping, malicious code,
forgery, etc.
Gatewa Protocol vulnerabilities, authentication, routing,
Y jamming, DoS/DDoS, etc.
SQL injection, IP sniffing/spoofing, encryption,
Storage confidentiality and integrity, cloud infra attack,

flooding attacks in the cloud, etc.

Social engineering, phishing, privacy attack, access

Application User control, service interruption, etc.
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(Table 2) Characteristics of Smart Farms by Stage

Cat Field Farm Resource Supply
. automation operation management chain
H Big data and Linkage of all Producer
| Full Al-based farms (based on Consumer
G Automation |diagnostics and Linked Value
) cloud platform) :
H operations Production
Automate
M automatic
| agareqation Collaborate
D 90reg Real-time farm| Single farm on Single
and control of A ;
D control operation Variety
farm
L ) Development
equipment
E
data
B
A Automation of | Modernization . Single
Operational B
S farm of farm : Equipment
: ) functional focus
| equipment equipment Center
C
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{Table 3> Smart Farm Threats by Stage

(Table 4) Threat Factors by Cloud Attack Target

Cat. Security threats

Description

Contains a medium level of threat and has risks from cloud

High platforms

Includes the risk of the basis and Tab. 1, has security risks
Middle |for storage, but is not cloud-based and has security risks for
legacy systems.

Tab. 1 End-points and gateway security risks and physical

Basic security risks

User Spoofing, Repudiation

Attacks Data tampering, Information
disclosure, DoD, Elevatin of

Privilege

Cloud Service

Abuse functionality, Data Structure attack, Embedded
malicious code, Exploitation of authentication, Injection,
Resource manipulation

Threats
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[Fig. 3] Automatic Deployment Pipeline Diagram for
Security Consideration
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