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Abstract Over the past few years, IoT edges have begun to emerge based on new low-latency
communication protocols such as 5G. However, 10T edges, despite their enormous advantages, pose
new complementary threats, requiring new security solutions to address them. In this paper, we propose
a cloud environment-based IoT edge architecture model that complements IoT systems. The proposed
model acts on machine learning to prevent security threats in advance with network traffic data
extracted from IoT edge devices. In addition, the proposed model ensures load and security in the
access network (edge) by allocating some of the security data at the local node. The proposed model
further reduces the load on the access network (edge) and secures the vulnerable part by allocating
some functions of data processing and management to the local node among IoT edge environments.
The proposed model virtualizes various IoT functions as a name service, and deploys hardware

functions and sufficient computational resources to local nodes as needed.
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Step 8 : temporal model averaging

...........................................................................

W(t) = Average(W”(t-1), W(t))

Step 7 : spatial model averaging

| W(t) = Average(Wi(t), Wc(t))
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Step 4 : The transaction stored
in blockchain triggers smart
contract

Step 2 : The network reaches the
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Step §: IoT device carries out
the task

[Fig. 1] Proposed Architecture for IoT Edge Security
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[Fig. 3] Al based IoT Edge processing
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Storage Processin Blockchain
Parameters Upstream Downstream ca abilitiesg/ RAM | canabilities /gCPU Communication Blockchain Processing
bandwidth (MBps)|bandwidth (MBps) P P latency (ms) | Instructions (M) | Power(Idle-Max)(
(GB) (MIPS) W)
Cloud Networks 60 36 16 15000-20000 20 12 20-40
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(Table 2) Model Hyperparameters

Model Hyperparameters Model Hyperparameters
RF num*trees>:10 KNN numfneighbors‘ =5, metric = Euclidean,
num_attr_each_split = sqrt(70) weight = Uniform
SVM C = 1.0, kemnel = RBF, g = auto, num_tolerance = 0.001, iter_limit = 100
ANN neurons_per_hidden_layer = 100, activation = RelLU, solver =:At?jem. regularization = 0.0001, max_iter = 400, replicable_training
DT induce_binary_tree = true, min_num_instances_in_leaves = 2, smallest_subset_split = 5, max_tree_depth = 100,

stop_when_maj_reaches (%) = 95
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{Table 3) Model Performance

Model Accuracy Precision Recall F1 score Training time(sec) | Prediction time(sec)

RF 0.987 0.97 0.93 0.97 150.86 6.67

KNN 0.991 0.96 0.97 0.96 7.23 1151.89

SVM 0.997 0.97 0.98 0.98 4.89 1.41

ANN 0.992 0.97 0.97 0.97 200.04 2.54

DT 0.989 0.96 0.95 0.96 5.15 0.09
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