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Abstract In the Internet of Things environment, new security requirements are changing rapidly. In this
rapid change, if a breach occurs due to a security threat, great damage will occur. The SASE (Secure
Access Service Edge) environment is highly vulnerable to security threats, and if a breach occurs, serious
damage will occur. In order to strengthen the security of the SASE environment, a specialized
curriculum that covers the unique characteristics and problem solving of SASE is required. In this paper,
we propose a curriculum model for responding to security incidents in the SASE environment. The
proposed curriculum model is designed to cover various aspects of SASE security, including threat types,
breach scenarios, and response procedures. The goal of this model is to increase security awareness and

prepare professionals to effectively handle security incidents within a SASE framework.
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2.3 SASE(Secure Access Service Edge)
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(Table 1) Infringement response training course model customized for industry

No Lecture content Method Time

» Understanding SASE Basic Concepts and Importance
1 - Understand the basic concepts and necessity of SASE, and get an overview Theory 3/0
- Introduction to SASE definition, components, differences from traditional networks, and SASE overview

» SASE Architecture

9 - Detailed understanding of SASE architecture and components

- SASE network architecture, cloud-based security services, global private backbone, unified management
console

Theory 3/0

» SD-WAN features and implementation
3 - Learn how to understand and configure SD-WAN features Theory 3/0
- Basic concepts of SD-WAN, SD-WAN features, setup and management methods

» Network Security Functions

. . . Th
4 | - Understand the network security functions of SASE and learn how to strengthen security through them Prae;ili'::/é 2/4
- Firewall, Threat Prevention, Zero Trust Network Access (ZTNA), Intrusion Prevention System (IPS)
» Remote Access and Mobile User Protection] Theory/
5 - Learn how to build a secure access environment for remote workers Practl;Ze 2/4
- Remote Access Solutions, Mobile User Protection, Client Installation and Configuration
» Data Protection and Compliance] Theory/
6 - Understand how to meet data protection and compliance requirements Practli’(y:e 2/4
- Data encryption, data loss prevention (DLP), log management and auditing, compliance requirements
» Performance Optimization and Traffic Management] Theory/
7 - Learn how to optimize network performance and effectively manage traffic Practge 2/4
- Traffic engineering, QoS (Quality of Service) settings, bandwidth management, optimization techniques
» Monitoring and Operations Management]
8 - Learn how to perform continuous monitoring and operations management of CATO SASE solutions. Theory/ 2/4
- Real-time monitoring, setting up alerts and notifications, troubleshooting and reporting, and using operations Practice
management tools.
» Practical Training and Case Studies] Theory/
9 - Develop the ability to design and configure SASE solutions based on scenarios Practge 2/4

- Practice designing and implementing solutions and solving problems in various environments
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