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Abstract The core of blockchain technology lies in the fact that instead of a centralized approach,
individual nodes autonomously create blocks, but go through a consensus process so that eventually,
all nodes have the same blockchain ledger. The technology used in this process is the consensus
algorithm. Additionally, the consensus algorithm also helps solve the issue of double spending. To
address this, the consensus algorithms used, such as Proof of Work (PoW), Proof of Stake (PoS), and
Delegated Proof of Stake (DPoS), have been examined. Therefore, this paper aims to examine the types
of double-spending attacks in blockchain and propose a Delegated Proof of Stake (DPoS) consensus

algorithm incorporating Counting Bloom Filters (CBF) to prevent double-spending attacks and collusion

among delegates.
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[Fig. 1] Blockchain Architecture
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[Fig. 3] Block Generation Process
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[Fig. 8] Counting Bloom Filter
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