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Abstract Small and medium-sized enterprises(SMEs) in IoT environment are continuously exposed to
evolving security threats, necessitating effective response strategies. Security vulnerabilities in SMEs can
result in severe damage due to external attacks and internal security incidents, highlighting the need
for a systematic information security consulting model to prevent and mitigate such risks. This study
aims to design a security vulnerability analysis and response model based on data obtained through
information security consulting for ten SMEs. To achieve this, major security threat factors identified
during the consulting process are analyzed, and a tailored security consulting framework incorporating
vulnerability assessment and response strategies is proposed. The proposed model is designed as a
security consulting process optimized for SMEs, encompassing threat types, breach scenarios, and
response procedures. Furthermore, it suggests practical response strategies that can be effectively

implemented in real-world SME environments.

Key Words : IoT, SME, Security Vulnerability, Security Consulting, Response Model

*OI =22 20248HAE WAMINEN STl XS ot RYEQUAS
AKXt : 0|25 (root1004@bu.ac.kr)
Y 20249 108 12¢ MU 2024 128 24 AA2Z Y 2025E 01 06Y

F_I



10 AEQEYgEa==X H11d H15, 2025

1. M2

42 B WA A AR 7o) B
A A, B4/ AEME)S TAY P4 B
HEUA B24E Foln AT, FA0) HAH B

A 5ok 9o =253 ek F4719L H1e

Hlel Bok Qlaebt nlgska AR o] FEste]

Aol 34, W4, B dlolel §2, YEAD FoFd

B 2 1ok 910 FoRt oIk, olefet 91

71949] S FE {29 T, 244 H9 52
ZHT £ glo] ARAQI tf-§ o] o[}, 131
U @4 247192 95t 2ot AME mde 7]y
419] HeF MRS whe F8oke WH4lo] Wol, 474
3ol HAshE SEE Het ok 24 9 giend

o] gHrt olo] & A= T4V 1070 719 W
oF FHES AHYS 3ot Bl o B4t

ol 7Hte 2 3 RIS AAshe AL BRE

‘fz}E}. B7 YA =2 Fa 2 ARaLE 24
s, 919 %9, x1oﬂ A2, o8 S
Ecg EOJ kL

= F47149 giﬁi 9—]‘ g XlDPo}_]_ EO} .,—]Obg o
BAR T, o2 /Mo 3 959 hende A4t
L abge wgste, AaYe Woistel A4 ere A
Qi B Aol Atk Bok the BEle F4]
Qo] A419] Het Hokde AAH o Bty thed
% QUES sk, Bol Qlueb} REIt 75T A
7oz A8 5 Uk AT FAY B AHS AF
st B, T F2/19S hPOR F HuES

g U He HH 5
2 7|t

2 Aot Het A4Y B ATS 5 )=
HHEES AdY HES B35, o] e
714S o= g Hel Fokd B4 I ffg 2dS A

0.

ASHe A BHEE ek 0| Slof 7|29 PEEE A
49 AE WSk, A4 A8 YoM 229 2
2 Bok Hople BAjste] T ok mEUh ES,
AHYL B Ak £F 4L PO B o
§ B AARR, YRl A8 FHse Her e
A8 AstuAt ek, B ATolA Agtele By =
We F4719 §40) HAskE Bol ke EFS,
S £ B4, o) Aele Ao, e AR A 5
2 EGRI ol B3} F47I90] AAHOR 1t

FES NESHY 3T 4 Y=F AUstv], Hek ol
289 4 Yt 2d

2 ARt 2 A9 ks S48 des
HED A4 3 Heb FH £9o] 7|2 Arm &8

% oopt Auns A9

=

up
Heol %Z}%Elil ALeH, ol 7[Hto® x&j9| Het 4
2 BBl AiAdstke Aol A, 53], T4
719ES SRt v Het A4Y HHES AAskE A
T=0] #YEeH, Bl A 9 7% 52 ZAE S
Zsr] ofst aeAeQl Het A7 ko] A=A 9L

o
-0,
)
i ok
ot
k1
i)
[o
i)
oX, oo
[
o,

)

Ade PHES FESIL, olg 7HeR 4
¥ 959 148 2de HAIstAt tH1-8]

Hob FoPy £42 HeE ALE AHetal iS5t
A A5 PHo =, 7]—"‘3 AtolMe 34 dE 24,
o Ad = 28, Al 7|5t ol 'A] AlAH] 59
2 Aol Xﬂ%ﬁ%itk 3], OWASP Top 10, CVSS
(Common Vulnerability Scoring System), MITRE
ATT&CK ZE|U9A 55 &8st IS H7lstar
EFote A7t e JgEIh E3 719 00
A Aok AA B J5f AlelE EAISte] 8 FH<F
A& AdEotal o ¥k AAsks A= SPEA
oh & dFolAls 71 dAFollA tE HRtF HoRd =4
S g8t 4719 10704 HiAde = 3t 7149
JHE 7|Htog 9 HIl HFHE =&d1al, ol&
A5t ti3EdS AAsIAL H9-171.

ru{ru m

gle

|

2.3 2o HS2E &4

BoF AR WA A] 3R]

= lsiMe sk Al



HeEH

fol

r
nx

OFX
=1

tnd

s

al

fujo
ro

Hot

1z

gg 5 2 gow 4 11

ds 249, Ad 294 9 oS A3t Al
AlE 2d Fo] AFHAL ot 7]E AT
oM AR o B AARE FHAE A d5AS 7IRE
Het ofg 2y, Hot o9 3 & Wi E4E %
ZA4] 719 g 2 So] AU 53], Al=E
2E 5l EQE A AfH]A of ] RElS B89 Hel of
AAZE 2 A7te] SHo] Hat 3loH, FeheE 3
%Zl AFE PN E 2E 7hedt Het mdo] &
3] AFE AL Ut ol 7|E AT Falste] $47)
A eFolM ddHor A & e WEF U &2
2& AAska, 7ol AAIHeR FHepde Adstal
g8 =+ A= AF FHY Hel ZHJYIE Ast

[e]

1, 719 LH“A Het g3 Z31E g5t A A 7tol=
ZRlS ATt AS ZERZ SHH18-19].
3. HEES AME FoMy 24

E ATE FEAY EsAe] S47|Y HHES &
AA FHFd At RIS 7[HIo R F47]h9] Het
S AFFHoz BYsta, a3E S ndS
&5 ZS ZEZ i o]F 3 & 107 119
Atz HRRG AMEYS F3sio, 7# 71949
Ho AAE gde=z FAste] F2 FFdS &35

th. 53], & AFolME F47199) YHEE SRS
AN717) 98l 71e BB E Bt aas £
Aoz iAo, 7 Het AT 4] BN
W 9EE HoF Ak SuEoith B 2EH F
oFdo] digh AAAQl Het XA Albela, A2
Hoh 2 GAS T FHH-29F A kS =AY
sioleh. ol2fet AT TP Bl F471%0] Hust 1
o APL Hrt aTHoR Bt 4 ws AAHY

0101_5

Hopy 24 WuEe Fgslglon, B4 e o
3} o] Bk
3.1 Ot Flopy 2N H}

3.1.1 APH ZH| £bj

-1 B 9 Bok APARE B4

o)

7198 me BE % 29 $4 et

. gelololEe] A FHAN U WS gy B

71909 JENE A 2 Heh B 3 m2A)
A HE

- AR PAAISMS-D) FN B P 4
7199) Bek 522 B71s] 919 ISMS-P 71

o B4 B2 4%
W g P BQk Ve Bl Beld mol

31.2 ol BE 24 A

- AERE FAAUSMS-P) 718 Hopd 94
L %9 B9t B JYL Yo Bt Sy

o=
CWZE R B HA, B AL Qe L s
E 59
- 7144 8ot Y 49

-HEZ 9 AIA” HeE HA
w5 IDS/IPS, VPN 59] Heot 4% A&
FA YEY(Wi-Fi) Bt ¥4
AA F4 4 YEQA EfY HYEH
- d 4 ofEAeld et AR
OWASP Top 10 7|8t 9 o Zg#Ao]A
A3
SQL Injection, XSS, CSRF HE
- AR A0l HA
IR g AR AR T
g JIS(MFA) A& o gl
ek Fo] & HIEA B F44d w7t
- 20 9 B myEY MY
23 54 9 B4 AAE(SIEM) 29 o7
AATE ol B9 FA o7 Bt
_ %g;@ Hor AA & /\'6‘11
: tﬂOlEi*ﬂEi g AuE &Y

_ﬂ OFZA]

-a

A AA

el

54 89l

[e) = 1=
- CCTV, &% T AlA", A Het 34 J4
- o1& Hot HY 3
- HQI W& o] o Ul ug Z2 T 24 |G
A4
- A EQF 914 £F HUHAE AAYolF HA
E 238

-9 W
oRd WA A, 99 WA NEC/E/DoR

‘Eﬁ%‘

4% Wt E

High): 24491 2271 2 a3st A7t FHok
Z(Medium): 7RAo] "HQsAwl, HY X2
25} 7=

SHLow): Bt sprl BastAw, FA] 227

"ashx) ke A



12 AEQEYgEa==X H113d H15, 2025

3.2 FYE "t 7l & 2
- ISMS-P 7I8E #2]#] FHery 37}
- AEES HA 9 2 Ax FJE
- 7199 Het I nEAA 9 g AA B7t
- CVSS(Common Vulnerability Scoring System)
718k 714 #Hkd B7t
- Het S HFHor A5 CVSS

B4 B 9He9 24
8

- 2A9] Het £F 9 HeF 9 PARNS whdste

A7\, 7199 Bt

3, 5ok ) 2 ofg i

AF3E Al oS, A A A3k hed 4 9l
=8 Ausi

- 347199 B $F P JHEET AYIS §

(o]

el
ol
N
=
=
o
i—";
X
it
H
1A
3
)

o
N
I
T
2
)
)
o,
filo
Mz
T
_°|l’,
Kl
S
=
ol
ol
2
R
rﬂ:
&

o]
Hel #28 w9 & At

- AR g8 sk Bl AR WA A] 4143t of
& At Z=AIA 9 97] B2 AA 7= 7Fsst
t}.

- 9F 9TARY £4 ISMS-P 2 AUPE B

(Table 1) Security Vulnerability Analysis Results
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Security Area Description of Vulnerability Risk Level Improvement Measures
Administrative Lack of information security policies, insufficient management . Es?abhsh security pol\uesr
. S High provide management security
Security participation s
training
Account & Access Control Shared administrator accounts, lack of multi-factor authentication Medium Implement MFA, ‘stvrengthen
(MFA) account policies
Network Security Weak firewall settings, lack of external access management High Strengthen firewall policies,
restrict remote access
Apply security patches,
Application Security Presence of web vulnerabilities (SQL Injection, XSS) High configure Web Application
Firewall (WAF)
Physical Security Inadequate server room access control Medium Implement access log
management system
Human Security Lack of security training, insufficient insider threat management Medium Conduvctv regular security
training programs
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{Table 2) Overview of the Security Response Model for SMEs

Security Area Response Phase

Key Response Measures

Administrative Security Prevention (Security Prevention)

- Establishment of ISMS-P-based security policies
- Formation of security teams and increased management
involvement

Technical Security Detection (Security Detection)

- Implementation of Intrusion Detection System (IDS)
~ Adoption of Security Information and Event Management (SIEM)
for real-time log monitoring

Physical Security Response (Security Response)

- Deployment of access control systems and entry log
management
- Strengthening data center and server room security

Human Security Enhancement (Security Enhancement)

- Regular security training and internal threat management
~ Simulated training programs (e.g., phishing email tests) to raise
awareness
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