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Design of analysis indicators for privacy policy evaluation criteria
based on qualitative characteristics and analysis of practical
requirements for writing privacy policy
Mina Shim’
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Abstract In 2024, privacy policy evaluation system was introduced for the first time and is currently
being evaluated. However, it is difficult for processors to understand the published evaluation criteria
for privacy policies. In the case of qualitative evaluation indicators, it is difficult to understand their
actual meaning and level due to the nature of the prerequisites. Therefore, this study designs qualitative
analysis indicators of evaluation criteria and analyzes their practical meaning. Prerequisites are derived
from common characteristics and indexed. Based on the writing guidelines, the practical meaning for
understanding the level is analyzed. In addition, representative cases are analyzed when applying
evaluation indicators to privacy policy. The results will serve as a support tool for managers and
evaluators to deeply understand and respond to the core characteristics of evaluation. It is also
expected that it will have the effect of strengthening the rights of information subjects.

Key Words : Privacy Policy, Evaluation Criteria, Qualitative Evaluation, The Right to be Informed,
Personal Information Protection
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(Table 2) What to state in the policy

& AR AL A=A, AEHEATES 21 H [ Matiers stated
A 2 AEAD, ASA AT JEFA7E DA 1| Title
i}o]-a]. 2 c})}\}:_ l:ﬂ-lg oz %7H'5_]'1 %\_E_ ]) 37H Ho]:o] 2 Purpose of personal information processing
— _ = 3 Items of personal information processed
o} S & 267 = 427] ABHE B8] HA oFANS}
4 Processing of personal information of children under 14 years
o]g) ofF W JAARA IR =8 52 FHrIstH3] of age (Recommended) (If applicable)
5 Period of processing and retention of personal information
Matters concerning the procedures and methods for
1M HiX| IH{ Z gl =] ; : ;
2 2 7|'| oE X‘I E’l oo o7|' 7||_ = k”‘l‘ XI-l-L 6 destroying personal information
;qaﬂ}—;d 717128 Table 13} Zo] 37] 71, 2670 5 | Matters concerning the provision of personal information to
’ third parties (if applicable)
Agl=g] A ol
427“ Z]ﬂ" 637H /\ﬂ_,—Z] e éﬂ Eﬂ % 8 | Judgment criteria for additional use and provision (if applicable)
A4 AdE= 47 2870, 357000t} E3 HAPA4L ohA 9 Matters concerning the entrustment of personal information
= =7 rocessing work (if applicable)
AR, AYRA, ko s FLETTH6]. P 9 PP
10 Matters concerning cross—border collection and transfer of
personal information (if applicable)
{Table 1) Evaluation criteria and indicators 11 | Matters concerning measures to ensure the safety of personal
information
Sector Evaluation Contents 12 Possibility of disclosure of sensitive information and method of
Compatibility(8 items) selecting nondisclosure (if applicable)
* Whether required and recommended information 13 Matters concerning processing of pseudonymized information
has been written (if applicable)
¢ Compliance of the information with the law . - - -
: ) . . Matters concerning installation and operation of automatic
* Legal basis and items for personal information . . ] ; .
processing 14 pers_onal information collection devices and refusal thereof (if
» Specificity and appropriateness of retention and applicable)
use period, etc. Matters concerning collection, use, and refusal of third parties
Adequacy Rights guaranteed( items) 15 | collecting behavioral information through automatic personal
(19 items) « Whether the information subject's rights are information collection devices (recommended) (if applicable)
protected by privacy policy 16 Matters concerning rights, obligations, and methods of
* Whether it actually works, etc. exercise of data subjects and legal representatives
Safety(6 items) Matters concerning the name of the person responsible for
* Compliance with the law of items imposing 17 personal information protection or the department in charge of|
additional obligations for personal information personal information work and the department handling
security management complaints
* Specificity and appropriateness of items
P Y PProp 18 Matters concerning the designation of a domestic agent (if
* How to structure privacy policy (line spacing, table applicable)
Readability of contents, etc.) - ;
(4 items) * Appropriateness of sentences and vocabulary 19 MEthOdS. of red_ress for infringement of the rights of the
+ Methods for improving readability, etc. information subject (recommended)
« Evaluate whether the data subject can easily 20 Matters concerning‘ the op_eratiQn and‘management of fixed
pocossibity check and access privacy policy video data processing devices (if applicable)
3 items) * Appropriateness of the disclosure method and 91 | Matters concerning the operation and management of mobile
ease of access video data processing devices (if applicable)
* Applies to both web and app privacy policies — - -
Matters voluntarily included and determined regarding personal
22 | information processing standards and protection measures
(recommended)
2 3 7|'| EE X‘I E_|t|bé!0| 7|XH*|'§> Matters concerning changes to the personal information
23
privacy policy
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(Table 3) Type and number of evaluation target

Type Total
Big Tech 4
Online Total Shoppingmall

Online/Offline parallel

Online Shopping

w b~

Home Shopping
Used Trade

Order/Delivery

Online Platform
Shopping/Trip

Hospital/Medical
oTT

Game

Entertainment

Webtoon

NN oo |o O | Ww
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AR
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(Table 4> Related research classification

Topic Research Topics or Methods

* (2019) Analysis of transparency evaluation factors of
privacy policy from a transparency perspective,
presentation of evaluation method [8]

(2013) Study on necessity of privacy policy review,
concept classification, review factors and legal
analysis [9]

evaluation

@

(2024) Analysis of elements of privacy policy,
analysis of cases of implementation of reasonable Al
privacy policy [10]
¢ (2023) Comparison/analysis of terms and conditions
of domestic and foreign digital platform companies,
Content/ comparison of constituent words to identify
Level differences in user protection levels [11]
(4) (2018) Analysis of differences in privacy policies of
credit card/VAN companies, development of legal
standard items [12]
* (2016) Analysis of differences in privacy policy
items/contents, identification of differences in
disclosure levels of privacy policies by industry [13]

¢ (2020) A study on changes in awareness of privacy
policy with certification mark and reliability [14]
(2018) A study on the perception of notification
information and its influence factors [5]
¢ (2016) A study on the differences in behavior and
Perception visibility of indifferent/interested groups when
(%) privacy policy patterns are provided [15]
(2014) Analysis of information recognition
effectiveness and recognition effect of layered
notification method [16]
* (2012) Analysis on the relationship between privacy
policy recognition and confirmation and behavior [17]

* (2023) Analysis of legal requirements for overseas

privacy policies [18]

(2020) Analysis of detailed requirements for the

right to receive information, analysis of best

practices [19]

* (2020) Analysis of the meaning and necessity of
legal terms and conditions control [20]

* (2017) Analysis of legal principles of privacy policies

[21]

(2016) Analysis of US consumer protection

regulations [22]

Legal issues
(5)
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(Table 5) Evaluation indicators of adequacy sector

No. Content Type

1 Purpose of personal information processing -

2 | ltems of personal information to be processed -

3 Period of processing and retention of personal _
information

4 | Destruction procedures and methods -

5 | Matters regarding provision to third parties ]

6 Judgment criteria for additional use and provision of _
personal information

7 Matters concerning the entrustment of personal 0
information processing

personal information

Matters concerning the possibility of disclosure of
15 | sensitive information and methods of selecting 0
nondisclosure

16 Matters concerning the processing of pseudonymized

information 0
Matters concerning the installation, operation, and
17 | refusal of automatic personal information collection 0O

devices

Matters concerning collection, use, and refusal of
18 | third parties collecting behavioral information through 0]
automatic collection devices

Matters concerning operation and management of

9 fixed and mobile video data processing devices

(Type: ‘If applicable’ indicator, marked with O)

(Table 6) Evaluation indicators of readability sector

No. Content Type

20 | Composition and design -

21 | Appropriateness of sentences and vocabulary -

2 Use of various display methods such as diagrams and
pictures

23 | Efforts to provide specific guidance -

(Type: ‘If applicable’ indicator, marked with O)

(Table 7) Evaluation indicators of accessibility

sector
No. Content Type
24 | How to disclose personal information privacy policy -
25 | Changes to personal information privacy policy -
% How to disclose personal information privacy policy 0
when providing multiple services

(Type: ‘If applicable’ indicator, marked with O)
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(Table 8) Analysis elements of adequacy sector

(Table 10> Analysis elements of accessibility sector

No. Analysis Elements Related Indicator
1-1-1
5-1-1
L . . 7-1-1, 7-1-2
1-1 \r:q\/ar\rt](re]elf an easily recognizable 8-1-2
16-1-1
17-2-1, 17-3-1
18-1-1
Write without ambi -1
1-2 exnrt;s\;vi;ngu ambiguous 2-1-1
P 2-1-3
5-1-1
7-1-1, 7-1-2
. ) . 8-1-2
1| 1-3 | Write without omissions 16-1-1
17-2-1, 17-3-1
18-1-1
1-1-1
2-1-1
2-1-3
5-1-1
7-1-1, 7-1-2
1-4 | Write accurately and clearly 8-1-2
9-2-1
11-1-1
16-1-1
17-2-1, 17-3-1
18-1-1
2-1 | Do not simply list, but describe 6-1-2
) 6-1-2
) " 10-1-2
2-2 | Describe Specifically 14-1-1
15-1-2
_ ; v : 10-1-2
3 3-1 | Describe and guide appropriately 13-1-1
3-2 | Guide with up—to—date information 13-1-1
4-1 Describe the actual processing 9-2-1
method reflecting the actual situation 10-1-2
. 11-2-1
Describe the relevant work you are
472 | actually responsible for 1221
4 ¥ resp 19-1-2
4-3 | Actually works 10-2-2
11-2-1
4-4 | Connectable 12-2-1
19-1-2
5| 5-1 | Publicly available for easy verification 18-2-1

(Table 9> Analysis elements of readability sector

No. Analysis Elements Re_lated
Indicator
.| Organize for easy viewing (Table of .
6-1 ” 20-1-2
contents, hyperlink, pop-ups)
6| 6-2 D|sp\_ay er easy viewing (Charts, pictures, 29-1-1
labeling, infographics)
Efforts to make it easy to view(Videos for
63 | i 23-3-1
information vulnerable groups)
Sentence structure is simple and concise
) - . 1-1-
7-1 | for easy understanding (avoid excessive -
; translation and foreign language)
Provide additional explanations for easy
7-2 | understanding (legal terms, technical 23-2-1
terms)

) Related
No. Analysis Elements Indicator
81 Publicly available for easy confirmation 24-2-1
8 (mobile app/web, public location) 24-2-2
| Publicly available for easy confirmation L
8-2 - ; A 25-1-2
(notices, emails for major changes)
_, | Publicly available for easy recognition and a
91 91 - . . 26-1-1
understanding  (multiple services)
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(Table 11) Metrics of case analysis

(1) Appropriateness indicator

1-1 | Write in an easily recognizable manner

Ease, clarity, and | 1-2 | Write without ambiguous expressions
completeness of - - —
content 1-3 | Write without omissions

1-4 | Write accurately and clearly

Specificity of 2-1 | Do not simply list, but describe

2

content 2-2 | Describe Specifically

Appropriate-ness, | 3-1 | Describe and guide appropriately

up-to-—
8 dateness of

a 3-2 | Guide with up-to—date information

content

4-1 Describe the actual processing method
reflecting the actual situation

4 Substantiality of | 4-2 Describe the relevant work you are

content actually responsible for

4-3 | Actually works

4-4 | Connectable

5 Other content 5-1
{2) Readability Index

6-1 | Organize for easy viewing

Publicly available for easy verification

[}

Ease of Verification| 6-2 | Display for easy viewing

6-3 | Efforts to make it easy to view

Sentence structure for easy

; Ease of [ understanding
Understanding -9 | Provide additional explanations for
easy understanding
(3) Accessibility Index
8-1 | Easy to see where
8 | Ease of Access
8-2 | Easy to see how
9 | Accessibility Other | 9-1 | Publicly visible and easy to understand
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