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Abstract With the increasing frequency of cyber attacks, the need for an effective and systematic
response has become more critical than ever. In this study, Indicators of Compromise (IoC) are utilized
as a standardized method for representing cyber attack incidents. IoC serve as essential digital forensic
evidence, providing a means to identify ongoing or past cyber attacks. This research proposes a
structured IoC representation model that enables consistent expression of threat information and
facilitates efficient intelligence sharing among cyber defense systems. Furthermore, an IoC-based threat
information-sharing mechanism is designed and implemented to enhance coordination between security
systems. The proposed mechanism enables a more proactive cyber defense strategy compared to
conventional methods, improving the overall efficiency of threat detection, analysis, and response.
Through this approach, organizations can strengthen their cybersecurity posture and establish a more

resilient and adaptive defense framework against evolving cyber threats.
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[Fig. 1] Types of Cyber Attacks
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[Fig. 2] Cyber Attack Data Enrichments
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